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1. OBIUME CBEJEHM A

1.1. Ha3znaueHnue u 061acTh IPUMEHEHUS

W3nenue npencrasiser co00i MPOrpaMMHO-TEXHUUYECKOE CPEACTBO, PEaTU3yIolIee
GYHKIIUN KOHTPOJIS U PUIBTPALK B COOTBETCTBUU C 33JJaHHBIMU MTPaBUIIAMU TPOXOASIINX
yepe3 Hero MHPOPMALMOHHBIX MOTOKOB, MUCIOJIb3yEMOE B IIENSIX OOECHEUYEHHS 3alUThI
(mexpunrorpadpuyecKUMH  METOJaMH)  HMHQOpPMAIMHM,  COAepXalled  CBeIeHus,
COCTaBJISIOIINE TOCYAApCTBEHHYIO TaiiHy, U MHOM MH(OpPMAlUKU OTPaHUUYEHHOTO JOCTyIa
U obecneuuBaroliee 3alluTy OT MPEeJHAMEPEHHOTO HECAHKIMOHHUPOBAHHOIO JIOCTYIMa
WIH CTIeUMaIbHBIX BO3ACHCTBUI Ha MH(OpMALUIO (HOCUTENU MHPOPMAIIUU) CO CTOPOHBI
BHEIIHUX HapyIIUTENIeH, AEHCTBYIOIUX U3 WH(OPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIX

CeTeil, B TOM YHUCJIE CEeTe MEKIYHapOJHOTO HH(DOPMALIMOHHOTO OOMEHA.

1.2. ®yHKIIMOHATBHBIE BOBMOKHOCTH

«PyOukon» peanusyer ciaeayromme OCHOBHbIE (yHKIIMOHATIbHBIE BOZMOXKHOCTH:

1) BO3MOXHOCTh OCYIIECTBIISITh (DMIIBTPALIMIO CETEBOrO Tpaduka Ui OTIpaBUTENEH
uH(popMaIy, noiydaresneil MH(popMalMK M BCEX ONEpalyii Mepeaadd, KOHTPOIUPYEMOil
«PyOukon» napopmaruu K y3nam HHOOPMALIMOHHONW CUCTEMBI U OT HUX;

2) BO3MOXHOCTb OCYIECTBIISTH (DHIIBTPALIMIO JJIsI BCEX ONepaliuii epeMerieHus yepes
MEKCETEBOM FKpaH H(GOPMALIUH K y371aM WH(OPMALIMOHHON CUCTEMBI U OT HUX;

3) BOBMOXKHOCTb OCYIIECTBIISITh (PIIIBTPAINIO, OCHOBAaHHYIO Ha CIEAYIOIIMX THUIAaX
arprOyTOB 6€30MacHOCTU CYyOBEKTOB: CETEBOM a/ipec y3ia OTIIPABUTENS; CETEBOM ajpec y3ia
noiaydarens; W WUHGOpPMALMU:  CETEBOM  MPOTOKOJN,  KOTOPBIA  HCHOJIB3YeTCS
IJ1s1 B3aMMOZICUCTBUS; MHTEp(eiic MEKCETEBOIO 9KpaHa (Ha YPOBHE CETEBOTO a/ipeca), Yepes

KOTOPBIN MPOXOJIUT MAKET; MHTEp(DENC MEKCETEBOTO IKpaHa (Ha (PU3UYECKOM YPOBHE);
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4) BOBMOXKHOCTh OCYIIECTBIISTh (DUIBTPAIMIO, OCHOBAHHYIO Ha CIEAYIONIMX THIAX
arpuOyToB 0e30MacHOCTH WH(OpMAIMU: CETEBOM IMPOTOKOJ, KOTOPBIA HCIONB3YeTCs
JUISL B3aUMOJICHCTBUS; aTprOyThl, YKa3bIBAIOIIHE HA ()parMEHTALIUIO TTAKETOB; TPAHCIIOPTHBIN
MPOTOKOJI, KOTOPBIM HCIONB3yeTCs Uil B3aUMOJCHCTBUS, MOPThl MCTOYHHMKA U TOTydaTess
B pamKax ceaHca (ceccun); pa3peIeHHbIE/3aMpPEIeHHBIC KOMaH/IbI,
pa3pelIeHHbII/3apeIeHHbII MOOWIBHBIN KOM; MapaMeTpbl KOMaH[; MOCIeI0BaTeIbHOCTH
HCTIONIb3yEMbBIX KOMaH/I; pa3pelleHHbIe/3apeleHHbIE IPOTOKOIbI MPUKIIATHOTO YPOBHS;

5) BOBMOXKHOCTh ~ SIBHO ~ pa3pemarb  WHQPOPMAIMOHHBI  TMOTOK,  Oa3upysch
Ha YCTaHaBIMBAaeMOM aJMUHHUCTpatopoM «PyOukoH» Habope mpaBwia (UIBTpaIvH,
OCHOBAaHHOM Ha MJCHTU(UIIMPOBAHHBIX aTpUOyTaX;

6) BOBMOKHOCTb 3arnpeniarhb uHGOPMAITMOHHBIN TMOTOK, 0a3upysICh
Ha YCTaHaBIMBAaEcMOM aJMUHHUCTpatopoM «PyOukoH» Habope mpaBwia (UIBTpaIvH,
OCHOBAaHHOM Ha MJICHTU(UITMPOBAHHBIX aTpUOyTaXx;

7) BO3MOXXKHOCTbH OJTIOKMPOBaHHSI BCeX MH(OPMALIMOHHBIX TTOTOKOB, MPOXOSIIUX Yepe3
HEPYHKIIMOHUPYIOUHIA WIH (PyHKIIMOHUPYIOIINH HEKOPPEKTHO «PyOHUKOnY;

8) BO3BMOXKHOCTh ~ OCYHIECTBJISITh MOJUTHKY (UIBTpallid TMAaKETOB C  y4eTOM
YIPaBISIONIMX KOMaH]] OT B3aUMOJIECHCTBYIONINX C «PyOUKOH» CpencTB 3aiuThl HHPOpMAIHU
JPyTUX BUIOB;

9) BO3MO)KHOCTh OCYIIECTBIATh MPOBEPKY KAKAOTO IMakeTa 1Mo TaOIWIle COCTOSHUN
ISl OTIPENIENICHUs TOTO, HE TIPOTUBOPEYHT JIM COCTOSTHHUE (CTaTyc, THI) TIaKeTa OXKUIAEMOMY
COCTOSIHHUIO;

10) BOSMOXKHOCTh ~ OCYIIECTBIISITH ~ MPOBEPKY  HMCIOJBL30BAHUS  TOJIB30BATEISIMU
OTHENBHBIX KOMaH/, JJIsI KOTOPBIX aJMHHUCTparopoM «PyOMKOH»  yCTaHOBIICHBI
pa3pelmTeNbHbBIC WIN 3aPETUTENHLHBIE aTpHOYTHI 0€30MIaCHOCTH;

11) BOBMOXXHOCTh ~ OCYILIECTBJISITH ~ MPOBEPKY  HCIIOJI30BAHUS  IOJB30BATEISIMU
OTHENbHBIX KOMaHJ (TOCIEAOBaTeIbHOCTE  OTAEIBbHBIX KOMaHI), Ui  KOTOPBIX
anMuHHCTpaTopoM «PyOMKOH» yCTAHOBJIEHBI pa3pelIUTEIbHbIE WM 3alpPETUTEIILHBIC
arpuOyThl 0E30MMaCHOCTH;

12) BO3MOXHOCTb OCYLIECTBIISITh IPOBEPKY HCIONB30BAHUSI CETEBBIX PECYPCOB,
cozepyKalux MOOWJIBHBIN KOJ, /Ui KOTOPOTO aAMHUHHUCTpaTopoM «PyOWKOH» yCTaHOBIICHBI

PaspCIIUTCIbHBIC UIW 3alIPCTUTCIIbHBIC anI/I6YTLI 6630HaCHOCTI/I;
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13) BO3BMOXKHOCTh ~ OCYIIECTBIISITH ~ MPOBEPKY  HMCIOJB30BAHUS  TOJIB30BATEISIMU
NPUKIIATHOTO TIPOTPaMMHOT0 obecriedeHus (TIPUIIOKEHUH ), U KOTOPhIX aIMHHUCTPATOPOM
«PyOuKoH» yCcTaHOBIIEHBI pa3pelIUTENIbHBIC UM 3alPETUTENIbHBIC aTPUOyThI 0€30I1aCHOCTH;

14) BO3MOXHOCTB pa3zperniars HHGOPMAIIMOHHBIN TTOTOK, OCHOBBIBASICh HA PE3yJIBTaTax
MIPOBEPOK;

15) BO3MOXHOCTH 3anperarb UH(POPMAIOHHBIHI HOTOK, OCHOBBIBASICH
Ha pe3yabTarax MpoBepoK;

16) BO3BMOXKHOCTh OCYIIECTBIIATH (WIBTPAIIMIO TMAKETOB C YYETOM YIPABIISIONINX
KOMaH/ OT B3aUMOJIEHCTBYIONTHX ¢ «PyOUKOH» CPECTB 3alUThl HHPOPMAITUH APYTHX BUIIOB,
OCHOBaHHYIO Ha arpuOyTax, YKa3bIBAIOIIMX Ha TPHU3HAKH HAPYIICHUS O0e30MacHOCTH
B MHGOpMAITUHU CETeBOTO Tpaduka,

17) BO3BMOXKHOCTh pa3pemiarb HHOOPMAIMOHHBIA TOTOK, €CIIM 3HAUYeHHs aTprOyTOB
0€30MacHOCTH, YCTAaHOBJICHHBIE B3aUMOICHUCTBYIOIMMH CPEACTBAMH 3aIlUThl HH()OpMAIIUN
JUIL  KOHTPOJMPYEMOTO CETeBOro TpaduKa, YKa3bIBAIOT HAa OTCYTCTBHE HapyLICHUN
6e30macHOCTH HHPOPMAIIH;

18) BO3MOXKHOCTE 3amperniarth WHHOPMAIMOHHBIN TMOTOK, €CIM 3HAUYEHHUsS aTpuOyTOB
0€30MacHOCTH, YCTAaHOBJIEHHBIE B3aUMOACUCTBYIOIIMMH CPEACTBAMH 3aIlUThl MH(OpMALIUU
TSl KOHTPOJIUPYEMOTO CETEBOTO TpaduKa, yKa3bIBalOT Ha HAJTMUUE HApYIIEHUH 0€3011acCHOCTH
uHhOpMaIINK;

19) BOBMOXXHOCTB OCYIIECTBIIATH (DUIBTPAIIMIO MPU UMITOPTE (TIepexBare) nHGOpMauu
CEeTeBOro TpaduKa n3-3a mpeaenoB «PyorKon»;

20) BO3BMOXKHOCTh ~ OCYIIECTBJISITH  Tepenady  MHQPOPMAIIMOHHBIX  TTOTOKOB
C MIepeHa3HAYCHNEM CETEBBIX aJIPECOB OTIPABUTEIS U (VJTH ) TOTydaTelis (TPAHCIALUS aIpeCOB
U TIOCPEIHUYECTBO B Tepenaue), (puibTpaliuio npy dKCopTe (Tepeaade OT CBOEro UMEHH)
MH(POPMAIH CETEBOTO TpaduKa 3a Mpeesibl MEKCETEBOTO SKPaHa;

21) BOBMOXXHOCTh IKCHOPTUPOBATh (MEpeaBaTh OT CBOETO HMMEHW) HWH(OPMAIIHIO
CETEBOro TpaduKa MpH MOJOKUTEIBHBIX Pe3yabTarax (GPMIbTpAIMU U JPYTHX MPOBEPOK;

22) BO3MOKHOCTb OCYILIECTBIISITh MOCPEAHUYECTBO B Mepeaade MH(OPMALIMU CETEBOTO
Tpadrka, OCHOBAaHHOE Ha THIIE€ CETEBOTO Tpa(HKa;

23) BO3MOXXHOCTh MaCKHUpPOBaHUs HaW4us «PyOukoH» crioco0amMu, 3aTpyaHSIOIINMU

HapyHmIuTCIISIM €TI0 BBIABICHHC,



7
HIIEIIL.465614.002PI1

24) BOBMOXXHOCTb ~ OCYILECTBIIATh MPOBEPKY MapaMETPOB OTACIBHBIX KOMAaH]I,
JUISL KOTOPBIX aIMUHUACTPATOPOM «PyOMKOH» yCTaHOBIIEHBI IOMYCTUMBbIE HITU HEIOMTYCTHUMbIE
3HAYCHUs TAPAMETPOB;

25) BO3MOXKHOCTh OCYIIECTBIIATH IPOBEPKY IMOCIEA0BATEIBHOCTEN HCIOIb3YEMbIX
OTZENbHBIX KOMaHJ, JJISI KOTOPBIX aIMHHUCTpAaTopoM «PyOWKOH» yCTaHOBJIEHBI MpPU3HAKU
JOITyCTUMBIX U (WJIN) HEAOMYCTUMBIX ITOCIIEA0BATEIbHOCTEMH;

26) BO3MOXKHOCTb PETHCTPALIMH U YU€Ta BBIIOTHEHHUS IPOBEPOK HH(POPMALINU CETEBOTO
Tpaduka;

27) BOBMOXKHOCTh 4MTaThb HHGMOpPMAIMIO M3 3amuced ayauTa YIOJIHOMOYEHHBIM
aJIMUHUCTPATOPAM;

28) BO3BMOXKHOCTh BbIOOpPa COBOKYITHOCTH COOBITHH, TIOJABEPraloOlIUXCs —ayauTy,
U3 COBOKYITHOCTU COOBITUH, B OTHOLIEHUH KOTOPBIX BOBMOXKHO OCYIIIECTBIICHUE ay/INTa;

29) BO3MOYKHOCTb OIOBEIIEHUS] YIOTHOMOYEHHBIX JIUI O KPUTUYHBIX BUAAX COOBITHIA
0€30MacHOCTH, B TOM YHCJIE — CUTHAJIM3ALIMs O MONBITKaX HapyIIeHHUs paBuil « PyOuKon»;

30) BO3BMOXKHOCTh BBIOOPOYHOTO TMPOCMOTPa JNAHHBIX aynuTa (TOMCK, COPTHPOBKA,
YHOPAIOUYEHHUE JaHHBIX ayNuTa);

31) BO3MOXHOCTh PETUCTPAIMM BOSHUKHOBEHUS COOBITHIA, KOTOPHIE B COOTBETCTBUU
¢ HaumoHanbHBIM cTaHnaptom Poccuiickoit @eneparu ['OCT P UICO/MOK 15408-2-2013
«MHpopmanmonHas TexHosorus. MeTonsl ¥ cpeacTBa odecrieueHus 6e3onacHoctu. Kpurepuu
OLICHKU 0€30MacHOCTH HH(OPMAIMOHHBIX TexHoJoruil. Yacte 2. DyHKIMOHAIBHBIC
KOMIIOHEHTBI 0€30ITaCHOCTI BKJIFOUEHBI B JIETATM3UPOBAHHBIN YPOBEHb ayAHTa;

32) BOBMOXXHOCTh HWJCHTH(UKAIIMK aJMHHHCTparopa «PyOukoH» 10 paspelieHus
moboro aeictBus (MO  aJIMUHUCTPUPOBAHMIO), BBIIOJHSAEMOIO MPHU TMOCPETHUUECTBE
«PyOMKOH» OT UIMEHU 3TOT0 aIMUHHUCTPATOPA;

33) BOBMOXKHOCTh ayTeHTU(UKAIMKA aAMUHUCTpaTtopa «PyOMKOH» 110 pa3perieHus
m000ro  AecTBUs (MO aJAMUHHUCTPUPOBAHUIO), BBIMNOJIHAEMOIO MpPU MOCPEIHUYECTBE
«PyOuKOH» OT IMEHH 3TOTO aIMHUHUCTPATOPA;

34) BO3MOXKHOCTh ~ OCYIIECTBJICHUS HWACHTU(PHUKALMU CYOBEKTOB MEXKCETEBOIO
B3aUMOJICHCTBUA 10 nepeaaun «PyOonkon» nH(OPMAIMOHHOTO MOTOKA MOTYYaTeio;

35) BOBMOXXHOCTh ~ OCYIIECTBJICHMSI ayTEHTU(UKAIIMK CyOBEKTOB  MEXKCETEBOTO

BBaHMOI[CﬁCTBHH A0 rnepeaain «PY6I/IKOH>> I/IH(bOpMaHI/IOHHOI‘O ITOTOKA I10JIy4YaTClItO,
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36) nmomepKKy onpeaesieHHbIX poJie 1o yrpaBieHUo « PyOuKkony;

37) BOBMOYKHOCTh CO CTOPOHBI aIMHHUCTPATOPOB YIIPABIATH PEKUMOM BBITOTHEHHUS
byHkimii 6e3onacHocty «PyorKony;

38) BOBMOXKHOCTh CO CTOPOHBI aJIMHUHHCTPATOPOB YIIPABIATH JAaHHBIMU «PyOUKOHY,
HCTIOIB3YeMbIMU (PYHKITUSAMU Oe30macHOCTH «PyOnKon»;

39) BO3BMOXKHOCTH CO  CTOPOHBI  AJMUHHUCTPATOPOB  YMpPaBISATh  aTpuOyTaMu
0€30I1aCHOCTH;

40) BO3MOXKHOCTh TIOIJICPIKKH CITUCKA TUTIOB CETEBOTO Tpaduka JAJsi OCYIIECTBICHUS
MOCPEIHUYECTBA B TIepeIaue, MpeayCMaTpUBAOIIETo paszelicHne TpaduKa 1o THIIaM;

41) acconMaiiuio TUIOB CETEBOrO TpaduKka W3 CIUCKA C KOHKPETHBIM CETEBBIM
TpaduKoM IS OCYIIECTBICHUS MOCPEIHUYECTBA B Iepeaade 1 00padOTKH COOTBETCTBYOIINX
THUIIOB CETEBOTO TpaduKa MPOKCH-areHTaMHU;

42) BO3MOXHOCTb U3MEHEHHs 00JIACTH 3HAYCHU I MH(DOPMAILIMUA COCTOSIHUS COSTUHEHUS
CO CTOPOHBI aIMUHUCTPATOPOB «PyOHUKOHY;

43) BOBMOXXHOCTh TIPUCBOCHUSI WH(GOPMAIIMA COCTOSHHSI COCAMHEHUS JOITYyCTUMBIX
3HAYEHUH, TAKMX KaK yCTAHOBJIEHUE COEIMHEHMs, UCTIONb30BAHUE COCANHEHMS, 3aBEPILICHHE
COCIMHEHUS U IPYTHUX;

44) BOBMOXXHOCTh BEICHHS ISl KaXIOTO COCAMHEHHUS TaONMUIbl COCTOSIHHI,
OCHOBaHHOU Ha MH(OPMAIIUN COCTOSTHUS COSTUHCHNS;

45) mpemocTaBieHrne BOZMOXHOCTH aJIMUHHUCTpaTopaM «PyOukoH» mMomuuImpoBars,
yIaliaTh — paspelmmTenbHple W (WIM)  3alpeTUTENbHbIE  aTpuOyThl  0€30MacHOCTH
JUISL MICTIONIb3YEMBIX TOJIh30BATEISIMU OTIEIBHBIX KOMaH] JJIsi OCYIIECTBICHUST «PyOuKoH»
(dbunsTpanuy;

46) npenocTaBieHUEe BO3MOXKXHOCTH aMUHUCTpaTopaM «PyOrKoH» MOAU(PHUITMPOBATH,
YAAJSTH pa3pelInTeIbHbIe U (HIIH) 3apeTUTeNbHbIE aTpUOyThl 0€30MaCHOCTH UCIONIb30BAHMUS
CETEBBIX PECYPCOB, COACPKALIMX OTAEIbHBIE THIBI MOOWIBHOTO KOAA, ISl OCYIIECTBICHUS
«PyOukon» punsrpanumy;

47) mpenocTaBiIeHrne BOZMOXHOCTH aAMUHHUCTpaTopaM «PyOukon» monuuimposars,
yAAIATh aTpuOyThl OE30MAaCHOCTH, OMPENEIISIONINE JOMYCTUMbIe U (WJIM) HEIOMYyCTUMBIE
3HAYCHUS TIAPAMETPOB HMCIOJIB3YEMbIX OTIIEILHBIX KOMaH/I, ISl OCYIECTBICHUST «PyOrKOH»

(dbunsTpanuy;
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48) npenocraBieHUe BO3MOXKXHOCTH aMUHUCTpaTopaM «PyOuKoH» MOAU(PHUITMPOBATH,
yliaiasaTh  arpuOyThl  O€30MAaCHOCTH,  ONPEACTSIOIME  MPHU3HAKH  JOMYCTHMBIX
U (WIM) HEJOMyCTUMBIX IOCIEIOBATEIbHOCTEH HCIHONb3yEMbIX OTAENbHBIX KOMaH,
IS ocyuiecTBieHus: «Pyoukon» QpuisTpanum;

49) BO3MOXKHOCTb IIEPEXO/IA B PEKUM aBAPUITHOM MOJIEPKKH, KOTOPBIM PEAOCTABISAET
BO3MOKHOCTh BO3BpaTa «PyOUKOH» K IITaTHOMY ()YHKIIMOHHUPOBAHUIO;

50) BOBMOXHOCTbh TE€HEpaIli HaJSKHBIX METOK BPEMEHU MpHU IMPOBEICHUM aynuTa
0e30MacHOCTH;

51) BOBMOXXHOCTh ~ T€CTUPOBaHMS (CaMOTECTHUpOBaHUs) (YHKIUH OE€30MacHOCTH
«PyOuKoH» (KOHTPOITH IIETTOCTHOCTH UCTIONHAEMOTO Kosia «PyOrKoH»);

52) BOBMOXXHOCTh ~ COXpaHEHHsI  INTarHOro  (DyHKIMOHWpOBaHUS  «PyOHMKOH»
NpY HEKPUTUYHBIX TUTIaX COOEB;

53) BOBMOXXHOCTh ~ COIVIACOBAaHHO HWHTEPIPETUPOBATH  YNPABISIONIME  KOMAH/IBI,
arpuOyTbl CETEBOro Tpauka M HHBIE JAHHbIC, IOJy4YaeMble OT B3aMMOJCHCTBYIOIINX
¢ «PyOukon» cpeacTB 3a1uThl HHGOPMAITUK APYTHX BUIOB;

54) nonaepxKy paBUII UHTEPIIPETALIUH JAHHBIX, MOJTy4aeMbIX
OT B3aUMOJICUCTBYIOIMINX ¢ «PyOHKOH» CpencTB 3anThl HH(QOPMALIUU IPYTUX BUJIOB,;

55) BO3MOXKHOCTh 3aBEpIICHUST paOOTHI WM BOCCTAHOBIICHUS (JJIs1 TPy CMOTPEHHBIX
CIIeHapueB COOEB) MTAaTHOTO (PyHKIIMOHUPOBAHUS «PyOHKOHY;

56) BOBMOXXHOCTh TECTHPOBAaHUS CPEIACTB 3alIUThl WH(GOPMALMU JIPYTUX BHUOB,
B3aUMOJICHCTBYIONMX C «PyOMKOH», W YIPaBISIONIME KOMAaHIbI KOTOPBIX HCIIOIB3YEeT
«PyOukoH» 17151 yTpaBieHUs TOTOKaMU HH(popMaIuy;

57) BOBMOXHOCTh TIPH OMPENEICHHBIX THIAX COOEB/MPEphIBAHNN O0OCTY)KHBaHHUSI
aBTOMAaTH4ECKOTO BO3Bpara «PyOUKOH» K IITaTHOMY (DYHKIIMOHHUPOBAHUIO;

58) BO3MOXHOCTb KacTepusauu «PyOukon;

59) BOBMOXHOCTb ~ MPUOPUTH3ALMH  KOHTpOJMST U (QWIBTpAllMd  Pa3HBIX
MH(POPMAIIMOHHBIX TOTOKOB, @ TaKXe BBIICNCHUS PECYpCcOB, AOCTYMHBIX IJIsI Pa3HBIX
MH(POPMAIIMOHHBIX MOTOKOB, 00padaThIBa€MbIX OTHOBPEMEHHO (B TEUCHHE OIPEAEICHHOTO
Neproaa BpEMEHN);

60) BO3MOXXHOCTB cOOpa MH(pOpMALIK O CETEBOM TpaduKe;
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61) BO3MOXXHOCTh BBITIOJIHEHUSI aHAJIM3a COOpaHHBIX JaHHBIX «PyOMKOH» O CETeBOM
Tpauke B pekuMe, OJU3KOM K pealbHOMY MaciuTaly BpEeMEHH, U MO pe3yJibTaTaM aHaju3a
¢ukcupoBarh MH(OPMALIMIO O JaTe W BPEMEHHU, pe3yJbTare aHaiu3a, HAeHTU(UKaTope
MCTOYHHKA TaHHBIX, IIPOTOKOJIE, MCTIOIB3YEMOM ISl IPOBECHUS BTOPKEHUS,

62) BOBMOXXHOCTb BBITIOJIHEHUS aHAIM3a COOpaHHBIX JAHHBIX C IEJIbI0 OOHAPYKEHHUS
BTOPKECHUH C HCIIOJIb30BAHIUEM CUTHATYPHOTO M 3BPUCTUYECKUX METOJIOB,

63) BOBMOXXHOCTb BBITIOJIHEHUS aHAINM3a COOpaHHBIX JAHHBIX C IEJIbI0 OOHAPYKEHHS
BTOP>KEHHI C UCTIOJIB30BAHUEM IBPUCTHUECKUX METO/IOB, OCHOBAHHBIX HA METOJIaX BBISIBIICHUS
aHOMaJIMi ceTeBOro Tpauka Ha 3aJaHHOM YPOBHE 3BPUCTHUUYECKOTO aHAJIN3A,

64) BOBMOXKHOCTh OOHApy)K€HHsI BTOP)KEHHH Ha OCHOBE aHaju3a CIy>KeOHOMU
UH(pOpPMALIUK TIPOTOKOJIOB CETEBOrO YpPOBHS 0a30BOM 3TalOHHOW MOJENHU B3aHMMOCBS3H
OTKPBITBIX CUCTEM,;

65) BO3BMOXXHOCTh (pukcaruu (akra oOHApyKEHHUsSI BTOP)KEHUU WM HapylIeHUN
0€30MacHOCTH B KypHAJIaX ayJuTa;

66) BOBMOXXHOCTb 33JJaHUs PaBUJI GUIIBTPALIUU JaHHBIX «PyOUKOH» C BOBMOXHOCTBIO
COXpaHeHUs! OT(HUIBTPOBaHHON MH(OPMALIMH B OTAENBHBIX (paiinax;

67) BOBMOXHOCTb ~ OJIOKMpPOBaHHMS BTOPKEHUH W  HapylIeHHH 0e30macHOCTH,
B TOM YHCJIE ITyTEM BBIJA4YH YTIPABJISIOMINX CUTHATIOB «PyOHUKOHY;

68) yBenomiieHne aamuHucTparopa «PyOukoH» 00 OOHApY)KEHHBIX BTOPKEHMSIX
[0 OTHOIIEHUIO K KOHTPOJUPYEMBIM Yy3liaM HH(popMaunoHHoi cucteme (aanee — MC)
U HapylIeHUsIX O€30MaCHOCTU C MOMOUIbI0 OTOOPaKEHUSI COOTBETCTBYIOIIETO COOOIICHHMS
Ha KOHCOJTU YIIPABJICHMSI, OTCHIIIKM COOOIICHUI NIEKTPOHHOM MOUTHI;

69) BOBMOXKHOCTh aBTOMAaTH3UPOBAHHOTO OOHOBJICHHS ©Oa3bl PEIIAIIUX MPABUI
(manee — BPII);

70) Bo3moxHOCTh  Bepudukarmu 1enoctHoctu  bPIT  cuctemsr  oOHapykeHus
Brop:kenuit (nanee — COB);

71) BO3BMOXKHOCTh ~MAaCKHpOBaHMsA Hanmuyug Jartunka «PyOukoH» B cocraBe
koHTponupyemoit MIC, mpoTuBoAeliCTBIE BHISIBICHUIO €r0 Ha CETEBOM YPOBHE CTaHIAPTHBIMU
CpeacTBaMH onepaoHHou cuctemsl (aanee — OC);

72) BO3MOXHOCTh CO CTOPOHBI  YIOJHOMOYEHHBIX aJMUHUCTPATOpoB  (posieid)

YIPaBJIATH PEKUMOM BBITOTHEHUS (DYHKIMIA 0e301macHOCTH «PyOuKon;
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73) BOBMOXHOCTh CO CTOPOHBI  YIOJHOMOYEHHBIX aJMHUHUCTPATOpoB (posieid)
yOpaBiATh JaHHbIMU «PyOuMKOH» (YyCTaHOBIIEHME W KOHTPOJIb OTPaHUYEHUN M 3HAUYCHU;
BHECEHUS HOBBIX npaBuil kKoHTpous B bPIT COB);

74) monnep KKy ompeAeNieHHbIX ponelt s «PyOukon» W HMX  accoluariuio
C KOHKPETHBIMU aIMUHUCTpATOpamMHu U nojb3osarensimu MC;

75) BO3MOXKHOCTb JIOKAJIBHOTO M YAaJIEHHOTO aIMUHUCTPUPOBaHUS «PyOrKOH»;

76) Hanmmuue rpaduyuecKoro nHTepQeiica aIMUHUCTPUPOBaHUs «PyOrKon»;

77) BOBMOXHOCTh TEHEpally 3amuced ayauTa Ui COOBITUH, TOTEHIUAIBHO
NOABEPraeMbIX aylIuTy;

78) BO3MOXHOCTh aCCOIMAIMM  KaXAOr0 COOBITHS ayluTa C HJICHTHU(PUKATOPOM
CyOBEKTa, €ro MHUIIMHPOBABILIETO;

79) BO3MOXHOCTB UNTaTh HHGOPMALIMIO U3 3aITUCEH ayauTa;

80) orpaHuyeHue AOCTYyMA K YTCHUIO 3aUCeH ayinuTa;

81) nmouck, COpTUPOBKY, YIIOPAIOUCHUE TaHHBIX ayUTa.

1.3. YpoBeHb NOJATOTOBKH MOJIb30BATENS

[Tonb30Barens u3Aenus JOMHKEH 00safaTh YPOBHEM 3HAHHMM U HABBHIKOB B 00JIACTH
uHpopmanmonHoi 6e3onacuocty He Hke CISSP (Certified Information Security Systems
Professional — cepruduiupoBanHpiii crielUaIMCT MO0 WHGOPMAIMOHHONW OE30MaCHOCTH),
OTBITOM pEAU3ANNKA TOJUTHK OE30MaCHOCTH HWH(POPMAIMOHHBIX CHUCTEM, MPOUTH
aBTopuszoBanHoe oOydeHne B AQO «HIIO «Dmienon» Mo HCMIONh30BAHUIO TMPOIYKTOB

«PyOuxon».

1.4. [Tepeuennb dKCITyaTallMOHHON JOKYMEHTAIIUU, HEOOXO0UMON K 03HAKOMJICHHUIO

HepequL OKCILTyaTallHOHHBIX JOKYMCHTOB, C KOTOPBIMHU H€O6XOI[I/IMO
O3HAKOMHUTBCA IICPCa HAYAJIOM pa6OTI>I C U3JCIINCM:

1) nannbiii  noxymeHnt  «IIporpamMmHo-anmaparHelii  kommuiekc  «Komruiekc
MIPOTUBONCHCTBUSL  TiporpamMMHoO-anmapatHeiM — Bo3aedcTBusiM  (KITTIAB)  «PyOuxon»

C NOIICPKKOM BUPTyaJIbHBIX ceTell. PykoBoacTBo nonb3oBarens» HITEIIL.465614.002P11;
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2) «IIporpamMmmHo-anmaparHblii KoMIieke «KoMIieke mpoTuBoaecTBYS MPOTrpaMMHO-
anmapatHbiM BozneicTBusIM (KII ITAB) «PyOukon» ¢ MOmIep)KKOM BUPTYyaJIbHBIX CETEH.
PyxoBoncteo agmunuctparopa» HITEIT.465614.002PA;

3) «IIporpammHo-anmaparHblii KOMIUIEKC «KOMIUIEKC MPOTUBOAECHCTBUS TPOrPAMMHO-
ammmapatabiM  BozzeicTBUsM (KITTTAB) «PyOukoH» ¢ MOmIepKKOM BUPTYaIbHBIX CETEH.
PykoBoACcTBO 1O  3KCIUTyartaiuu» (B COOTBETCTBMM C  BAPUAHTOM  MCIIOJIHEHUS
AKCIUTYaTUPYEMOTO U3IETHS);

4) «IIporpaMmMHo-anmaparHblid KoMIieke «KoMIieke mpoTuBoaecTBYUS MPOTrpaMMHO-
anmapataHpiM BozneicTBusIM (KII [TAB) «PyOukon» ¢ MOIIEp)KKOM BUPTYyaJIbHBIX CETEH.

dopmysip» (B COOTBETCTBUU C BAPUAHTOM MCIIOTHEHMSI HKCILTYaTHPYEMOTO U3AETIHS).
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2. HABHAYEHUME U YCJIOBUA ITPUMEHEHUA

2.1. Ha3znauenue usnenus

N3penne «lIporpammHo-annapaTHbeiii KoMIuiekC «Kommuiekc NpoTUBOAEHCTBUS
nporpammHo-anmapatHeiM — Bo3aeicTBusM  (KIT TIAB) «Pybukon» ¢ mommepskkoi
BUPTYAJIbHBIX CETEi» MpeHa3HAYCHO AJIs 3alIUThl HHPOPMALIUA OTPAHUYEHHOTO JIOCTYIIa
B JIOKQJIbHBIX BBIYMCIIUTEIIBHBIX CETAX OT BHEIITHUX MPOrPAMMHO-ANIIAPATHBIX BO3AECHCTBUI
myTeM (GUIBTPAIMKM TOTOKOB HMH(OpMAIMM MEXIYy 3allWiaeMON CEThI0 W BHEIIHEH
HE3aIlUIIEHHON CEeThIO, a TakXKe JUIsl OOHApy>KEeHUS U OJOKUPOBAHMS aTaK Ha PECYPCHI

3aIAIIAEMON CETH.

2.2. Peanuzyemble PyHKIIMHU 0€30MaCHOCTH

[IporpammHo-anmapaTHblil KOMILIEKC «MexXCeTeBOM dKpaH U cucTeMa 0OHApyKEHUs
BTOpKeHUI «PyOukon» peanusyer cienyromme pyHKIuu 6€30mMacHOCTH:

1) KOHTpOIIb U QUIIBTPALINS;

2) uaeHTUpUKAIUSA U ayTeHTU(DUKAIIS;

3) pasrpaHuyeHue JO0CTyNa K yIPaBIECHUIO U3/IETHEM;

4) peructpartiusi COObITHI 0€30MaCHOCTH (ay/IuT);

5) obecneuenue OecriepedboHOr0 (HYHKITMOHUPOBAHKS U BOCCTAHOBJICHUE;

6) TeCTUpOBaHKUE U KOHTPOJIb LIETOCTHOCTH;

7) mpeoOpa3oBaHUE CETEBBIX aJIPECOB;

8) MacKUpOBaHHUE;

9) npuopuTtHzanus HHGOPMAIMOHHBIX TTOTOKOB,

10) ynpasnenue (aAMUHUCTPUPOBAHUE);

11) B3aumoneicTBrE ¢ APYTUMHU CPEACTBAMH 3aLIUTHI MH(POPMAIIH;

12) ynpapneHue napaMmeTpamMu CUCTEMbI OOHAPY>KEHHUsI BTOP)KEHHIA;

13) ympaBnenue ycranoBkoi o0HoBIeHHH (akTyanu3aiuu) bPIT COB;

14) ananu3 JaHHBIX CUCTEMBI OOHAPYKEHUS BTOP>KEHUM;

15) cObop maHHBIX O COOBITHSIX M AaKTUBHOCTH B KOHTPOJIMPYEMOW HMHOOPMAIIMOHHON
CUCTEME;

16) pearupoBanue cucTeMbl 0OHAPY>KEHUS BTOP>KEHUH.
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2.3. Pexxumbl paboOTHI

N3nenue npenycMaTpuBaeT CIEAYIOUIHE PEKUMBI PaOOTHI:

1) paGounii  pexuM — MpeyCMaTpUBAaET  IITAaTHOE  BBIMONHEHHE  (DYHKUIUH
0€30I1aCHOCTH;

2) CepBUCHBIN PEXUM — IIPElyCMaTPUBAET IITaTHOE OOHOBJIEHHE IMPOrPAMMHOIO
obecrieuenus (nanee — [10);

3) aBapHiiHBIA PEXUM — [IPEAYCMATPUBACT MPEKPALIEHUE WM HEOIPEAEIeHHOCTh

BBITOJIHEHUS (PYHKIMI G€30MacHOCTH.

2.4. [Ipunuunel 0e3omacHoi paboThl CpeCTBA

be3omnacHas paboTta u3aenus 00eCTieunBaeTCsl peain3aieil CiaeayonuX OCHOBHBIX
MIPUHITUTIOB:

1) permameHTHpPOBaHMEM 3alpeTa JOCTyNa HENPUBWICTMPOBAHHBIX MOJIb30BaTENICH
U3 BHEIIHEH CEeTH B 3alllMIaeMble CETH 10 BCEM THIIAM IPOTOKOJIOB, 32 WCKIFOYCHHUEM
CTEUAILHO CO3TaHHOM JIIS TAKOTO JIOCTYTA AEMIJIMTApU30BaHHON CETH,

2) obecrieueHreM (PU3NYECKON COXPAHHOCTH TEXHUYECKUX CPEACTB (MEKCETEBOTO
AKpaHa, CPE/ICTBA BBIYUCIUTEIbHON TEXHUKHY, HA KOTOPOM OH (DYHKIIMOHUPYET U TEPMUHAJIOB,
C KOTOpPBIX BBIMOJNHSECTCA €ro YIPaBJICHHWE) M MCKIIOYEHHE BO3MOKHOCTU JIOCTYTIa
K HUM TIOCTOPOHHHMX JIHIL;

3) obecnieyeHneM YCTaHOBKM, KOH(PUIYpHpPOBaHHs H ympaBieHus «PyOukon»

B COOTBETCTBUU C 3KCIUTYaTallMOHHOW TOKYMEHTALMEH.

HpC,Z[CTaBJICHHBIC IMPUHOUIIBI PCAIN3YIOTCA IMOCPECACTBOM IMPUHATHUA
OpraHU3allMOHHBIX W TCXHHUYCCKHX MCpP, MPCAYyCMOTPCHHLBIX MTOJINTUKON O€30MacCHOCTH

3amuIaeMoil THGOPMAIIMOHHON CUCTEMBI.
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3. IIOATI'OTOBKA K PABOTE

3.1. IlepBsIii 3anyCK U3IEAUS

[TepBbIil 3amyCK U31€TIUSI TPOU3BOAUTCS B CIEIYIOIIEM MOPSJIKE:

1) mocnenoBarenbHO BBINOTHUTH ACUCTBUSI, yKa3zaHHble B moapaszzaene «lloaroroBka
W3JIENHS K UCTIOJIb30BaHUIOY PYKOBOJICTBA MO AKCIUTyaTalluy Ha U3/EITUE;

2) TOCIIeI0BATENIbHO BBITIOJIHUTE JIEUCTBUS, YKa3aHHbIe B noapasaene «lloakmoueHue
U3JIENNS PYKOBOICTBA IO SKCIUTyaTally Ha U3IEINE;

3) mocnenoBaTeNIbHO BBITIOJHUTE JICHCTBUS, yKa3zaHHbIE B mojapaszene «BxioueHue

M3V PYKOBOACTBA 110 OKCILTyaTallii Ha U31CJIHC,

[Ipumeuanue. [Ins aBropu3anuu, Kak agMUHUCTPATOp, HEOOXOIUMO BBECTH JIOTUH U MapoJb.
[To ymomuanuto norud — admin. [Tapons — radmin. B ciydae BbINOTHEHUS! TPEX HEYCHEIIHBIX MOMBITOK
BBO/Ia JIOTWHA U MApoJIs — 10cTyM K «PyOukon» Oynet 3a01okupoBa. Crycts S MUHYT MOXKHO TOBTOPUTH

IOIIBITKY BXOAA.

4) ipu TIepBOM TOJKITIOYEHUH K aMUHUCTPAaTUBHOMY HHTep(eNcy, A1 oOecreueHus
0€30MacHOCTH, TapOJIb IO YMOTYaHUIO HEOOXOAMMO H3MEHUTSH B Tiozipasene «Ilomp3oBaremniny
paznena «CucreMay B INIaBHOM MEHIO BeO-uHTEpdeiica u3aenus;

5) mocne BBIMONHEHUS YKa3aHHBIX BBIIIE IIArOB IOJb30BATENb C IMOJTHOMOUYUSMH
aIMUHHCTpaTopa Oe3omacHOCTH OyleT mepeHampasieH B pazfaen «Cucrema», mompasaen

«Havasno» (crapToBas CTpaHHIIA).

3.2. Hacrpoiika ¢hyHKIHA 6€3011acHOCTH

Hactpoiika ¢yHKUMA 0€30MacHOCTH M3IENHsS OCYIIECTBISIETCS. B COOTBETCTBHUU

C IOJIMTUKOM MH(POpMAITMOHHOM O6e30macHocTH, 3amuinaemoit MC.

3.3. Ycra"HoBka usaenus

[To 3aBeprieHWI0 HACTPOWKU (GYHKIWUNA OE30MaCHOCTH W3CIHUE JTOJDKHO OBITh
YCTaHOBJICHO M TOJKIIOYEHO COTJIACHO MOHTQKHBIM CXeMaM U CXeMaM MOJKIIOUEHUHN

samunaemon MC.
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3.4. ITpoBepka 1IeJIOCTHOCTH yCTaHOBJIeHHOTO [10

[lepen HawamoOM SKCIUTyaTalli HEOOXOAWMO BBIMOJIHUTH MPOBEPKY KOHTPOJIBHBIX
cyMM ycraHoBieHHoro [10 uznenus.

B  wuzgenuum  mpeaycMOTpeHa  BO3MOXKHOCTh — BepU(HKALMU  IEIOCTHOCTH
UCTIONHSAEMBIX (DalijioB U (PailyioB KOHGUTYpallUU aIMUHUCTPATOPOM TOCJE YCIEIIHOTO
MPOXOXKACHUS UM IIPOLEAYPbl aBTOPU3ALIUH.

KoHTponb 1ETOCTHOCTH HCHOJHseMbIX ¢aitioB u  ¢aiioB  KoHUTypauun
MPOBOAMUTCS ABTOMATHYECKU C MEPUOJUYHOCTHIO | Yyac M JOMOJHUTEIBHO TIO 3arpocy

noJib30Batelis (aAMUHUCTpaTopa) (M. 11. 4.3.8 HACTOSAIIEr0 PyKOBOJICTBA).

3.5. IIpoBepka pabOTOCIIOCOOHOCTH

[IpoBepka pabOTOCIIOCOOHOCTH CUMTACTCS  BBIIIOJHEHHOM TMPH  YCHEIIHOM
3aBEPIICHUH MPOILEAYyp MEPBOro 3amycka W KOPPEKTHBIX pE3yJIbTaTax IPOBEPKH
KOHTPOJIBHBIX CYMM KOMIIOHEHTOB IIO wW3genus, yCTaHOBIEHHBIX Ha annaparHou

mnathopme «PyOoukony.



17
HIIEII.465614.002P11

4. OIMCAHUE UHTEP®ENCA

4.1. Onucanue BUIOB M (PYHKIIMOHAIBHBIX BO3MOXKHOCTEN HHTEpdEiica MEHIO
4.1.1. HaBuranmoHHO€ MEHIO

Hapurannonnoe MeHro uzaenuss orodpaxaercs B BeO-Opaysepe, pacmoliaraercs
BBEpXy OKpaHa W CIYXUT IS OBICTPOTO TIEPEKITIOYCHHUS MEXKIYy pa3ieiiaMu
Y BCLIOMOTaTeJIbHBIMU OKHAMHU.

HaBurauimoHHoe MeEHIO M3AENHS  COJNEPXKHUT  DJIEMEHTbI, IPE/ICTaBICHHbIE

B Tabiune 1.

Taomuma 1 — Onucanue >IEMEHTOB HABUTAIIMOHHOT'O MEHIO

DeMEHT Omucanue

— Knonka « OTKpBITh pa3BEpHYTOE MEHIO PA3IECIOBY

Knomnka «Ilepetitu B moapazaen «Havamo» (crapToBasi CTpaHHIIA)»

x Knornka «3akpbITh pa3BepHYTOE MEHIO Pa3JIEIOB»

n Knomnka «OTKpBITh BCIUIBIBAIOIIEE OKHO YBEIOMIICHUIN

Knonka «OTKpBITh BCIUIBIBAIOLIEE OKHO YBEIOMIIEHUI O JOCTYITHOCTH Y3JIOB)

Knonka «llepeiiTu B HOJTHOSKpAHHBIN PEKUM»

4.1.2. CoxkparieHHOE (PYHKITMOHAIBHOE MEHIO

CokpamieHHoe MeH0 (cM. puc. 1) oToOpaxkaeTcss 0pH HaBEACHUHM Kypcopa

Ha KHOIIKY «'=== W IIPCACTaBJIACT coOoM KOJIOHKY CUMBOJIOB Pa3ZicJIoOB OCHOBHOI'O MCHIO.
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CoxkparieHHoe (GyHKIIMOHATBHOE MEHIO U3/IeITus

Puc. 1

CoxpallleHHO€ MEHIO COJIEP>KUT AJIEMEHTHI, yKa3aHHbIe B Ta0nuie 2.
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Tabnuna 2 — Onucanue 3J1€MEHTOB COKPAIIEHHOTO MEHIO

DIeMeHT Onucanue

Knomnka Be6opa paznena «Cucremay

Knormka Beibopa pazaena «CocTostHuE

Knomka Be16opa pazaena «CeTb»

Knormka Beibopa pazaena «Ciayx0Ob1»

Knomnka Be16opa pasznena «Cucrema O6HapyxeHust Bropxenuii»

Knormka Be6opa pazaena «MekceTeBO dSKpaH»

Knormka Beibopa pazaena « VPNy»

Knomnka Ber6opa paznena «KypHaibn

Knonka «3akpenuTh pa3BepHYyTOE MEHIO HA SKPAHE

Knonka «CHSTh 3aKperieHne pa3BepHyTOr0 MEHIO Ha SKpaHe»

KHomnka BeIX0Ja U3 TEKYIIEH YUYETHOM 3aUCH

[Ipu HaxxaTHM HA COKPALIEHHOE MEHIO OTKPOETCS Pa3BEPHYTOE MEHIO.
4.1.3. Pa3zBepHyTO€ (PYHKIIMOHAIEHOE MEHIO

Pa3BepHyroe = MeHIO  (CM. pUC.2)  COHEpPXKHUT  CHUMBOJBI  OTOOpa)KeHUS,

Ha3BaHUA Pa3acioB U MOApas3AcioB.
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PazBepHyTO€ DyHKIIMOHATBHOE MEHIO

#  Cucrema

Hauano

WHTEptheich

MouTta

Mons3oBaTenw

PesepeHoe KonMpoBaHue

Makets

HacTtpo#ika MeHo

ABTOMETHUYECKOS BOCCTAHOBNEHNWE

BuiknioueHwe

O nporpamme

Puc. 2

Hacrtpoiika o0TOOpakeHHsI MYHKTOB HAaBUTAI[MOHHOTO MEHIO IPOU3BOAUTCS

¢ nomoukko noapaszaena «Hactpoiika MmeHo» (cM. 1. 4.2.7 HaCTOSAIIErO PYKOBOJICTBA).
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Pa3BepHyTOE MEHIO COAEPKUT ANEMEHTHI, YKa3aHHbIE B TaOHIIE 3.

Tabnuma 3 — Onucanue 3J€MEHTOB Pa3BEPHYTOTO MEHIO

DneMeHT Onucanue
. Knornka «Pa3BepHyTh CIHCOK NOAPA3ETOB MEHIO»
. Knomnka «CBepHYTh CIIUCOK MOAPA3ACIIOB MEHIO

4.1.4. BciuipiBaromiee OKHO « Y BeJOMIIEHUS)

BcenbiBatommee OKHO — «YBEIOMJIGHUS» OTOOpa)kaeT TMepedyeHb MOJyYeHHBIX
YBEJIOMJICHUM.

[Ipu Haxxatnn Ha KHOMKY «OTKPBITh BCIUIBIBAIONIEE OKHO YBEIOMJICHUI» Oyner
OTOOpPaKEH MepeUeHb MOTYUEHHBIX IMOJIH30BATEIEM YBEIOMIICHH B (DOPME BCILTHIBAIOIIETO

OKHa (CM. puc. 3).

BcembiBaroiiiee OKHO yBEIOMIIEHUNA U3IEIIAS

Yeegomnenua

2022/05/12 14:59:22 FW Alert
[11827.122870] local ANY ACCEPT eth0
192.168.1.11 > 19216811

2022/05/12 14:59:23 FW Alert
[11828.123235] local ANY ACCEPT ethd
Jamesd 192 168111 -> 192.168.1.1 e

3ameyaHue 2022/05/12 14:59:24 FW Alert
[11829.124902] local ANY ACCEPT eth(
192 168.1.11 > 192.168.1.1

2022/05/12 14:59:25 FW Alert
[11830.126900] local ANY ACCEPT eth0
192.168.1.11 > 192 16811 v

aHHe

2022/05/12 14:59:26 FW Alert
3ameya [11831.128768] local ANY ACCEPT eth0 Bue
192.168.1.11 > 192.168.1.1

3ameyaHue Bue
OUUCTUTE CTIMCOK COOBLEHIA

Puc. 3
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I[JBI OUYHUCTKH IIEPCUYHSA IIOJTYUYCHHBLIX ITI0Jb30BATCICM YBGI[OMJ]GHI/Iﬁ HCO6XOI[I/IMO

HaXXaTh KHOMIKY «OYUCTUTH CIICOK COOOIIICHUIT.
4.1.5. BcruisiBaromiee OKHO « Y BEIOMIICHUS O IOCTYITHOCTH y3JIOB)

BemnpiBatoriee okHO «YBEAOMIICHHUS O JOCTYIMHOCTH Y3JIOB» OTOOpPa)KaeT CIHCOK

HEJIOCTYITHBIX y3JI0B, OTMEUEHHBIX B CITy’K0€ JOCTYITHOCTH Y3JI0B (CM. puc. 4).
BcruisiBaroliee OKHO YBEAOMIIEHUN O TOCTYITHOCTH y3JIOB
YBefomMneHna

¥zen Hepoctynew: 192.168.14.100

Yaen Hepoctynen: 192.168.16.200

Puc. 4

[Ipu wnHaxkatum Ha KHOMKY «OTKpPBITh BCIUIBIBAIOIIEE OKHO YBEJIOMJICHUH
0 JOCTYMHOCTH Y3JIOB» OyJeT OTOOpakeH CHHCOK HEJAOCTYMHBIX Y3JI0B B (dopme

BCIIIBIBAOMICTO OKHA.
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Knonka «OTKpBITh BCIUIBIBAIOIIEE OKHO YBEIOMIICHHH O JOCTYITHOCTH Y3JIOB)»
M0 YMOJTYaHUIO HE OTPaXKAETCs B HABUTAIIMOHHOM MeHIo0. /[t e€ akTuBanmu He0OX0AUMO
nepeitu B noapasnen «[Iposepka qocrynmHoctu y3:10B» pazzaena «CirykObD» U BBITTOTHUTH
CIEAYIOIINE NECUCTBUS:

1) B 6roke «IIpoBepka JOCTYMHOCTH y37I0B» BKIIOYUTH YeKOOKCHI « BKITIOUNTH CI1y )0y
MPOBEPKU CETEBOTO COCTUHEHUS», «BKIIOUMTH OMOBEIIEHHE O HEIOCTYITHOCTH Y371
1 HaKaTh KHOMKY «COXpaHUTHY;

2) B Onoke «JloOaBneHnue y3na» B mosie «AJpecy BBECTH Ip-aJpec y3ia, 3a KOTOPbIM
HEoOXoaMMO HaOMIONATh U HaXKaTh KHOTIKY « COXpaHUThY,

3) Koraa ceTeBOi y3el CTaHeT HeJOCTYyIeH 00 STOM MPOCUTHAM3UPYET TOSBUBIIIASICS
B HABHTAIIMOHHOM MEHIO CrpaBa KHOMKa «OTKPBITh BCIUIBIBAIOIIEE OKHO YBEIOMIICHUN
O JIOCTYIHOCTH y3710B». CUu€TurK Ha KHOMKE OyJeT 0003HayaTh KOJMYECTBO HEMOCTYITHBIX
y3JI0B Ha JaHHBIA MOMEHT BpeMeHH. [Ipr BOCCTaHOBIEHHU JOCTyNa K Y31y — HH(MOpMAaIUs
00 3TOM y3J1e OyZIeT HCKITFOYEHA U3 CITHCKA YBEIOMIIEHHH (CM. puC. 5). KHOTIKY MOKHO CKPBITh,

OTKJIFOYHMB PaHCC BKIIFTOYCHHbBIC 4yeKOOKCHI I HA)KaB KHOIIKY ((COXpaHI/ITb)).

OOHOBIIEHHUE CITUCKA YBEJOMJIEHUI O JOCTYITHOCTH Y3JIOB

YBegomneHua

Yaen HepocTyneH: 192.168.45.23

Puc. 5
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4.2. Paznen «Cucrema»

Paznen «Cucremay comepkKuT ciaeayroume noapa3aecibl:
1) «Hauano»;

2) «uTepdericoy;

3) «Ilouray;

4) «Ilonp3oBarenm»;

5) «Pe3epBHOE KOITMPOBAHUEY;

6) «Ilaketb»;

7) «Hactpoiika MeHIo»;

8) «ABTOMaTHUYECKOE BOCCTAHOBIICHUEY;

9) «BbIKIIIOUEHUEY;

10) «O nporpammey.

4.2.1. llogpaznen «Hauano»

[Toapaznen «Havamo» sBisieTCS CTapTOBOM CTpaHUICH M TNPEJCTaBIEH B BHJIC

MH(POPMAILIMOHHOTO OKHA (CM. puc. 6).

[Tonpaznen «Havano» (ctapToBasi CTpaHHUIIA)

rubicon

CTaTyc: KOPPeKTHO

Puc. 6

[Tonpasnen «Hauano» oToOpakaer cieayrollyo HHPOpMaIHUIO:
1) Texylee KaneHIapHOE BpEMS;

2) IIUTETHHOCTH HETIPEPHIBHON paOOTHI CEpBEPA;

3) KOIMYECTBO MOJIB30BATENEH HA CEPBEPE;

4) «load average» — cpeaHMe 3HAYCHHS HATPY3KH;
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5) oobem Tpaduka Ha «KpacHBIX» uHTepdelicax (IpU HAJIWMYUU aAKTHBHBIX
yekOokcoB «llomcuér Ttpaduka BrmoueH» U «OTOOpaxkarh MOACYMTAHHBIA Tpaduk
HAa  CTapToBOM  crpanure» (cm.puc.7) B pazmene  «CocTosHHE» —> MEPEUTH
B mnoapaznen «I[logcuer Ttpadukay — mo Haxkatwio kHomkw «KoHurypamms moacuera

Tpadukay — oTKpoercs crpanuna «MoHUTOp Tpadukay);

[Ipumeuanue. Ha cTapToBoil cTpaHUIle U3AETHUS MPEIYCMOTPEHA BO3MOXKHOCTH OTOOPaXKEHUS
nH(popManuy o mojacyeTe TpaduKa Mo CIeAYIOIUM KPUTEPUIM:

— 00BeM Tpaduka 1Mo KpacHbIM HHTEpdecaM 3a HeJleIo;
— 00beM Tpaduka Mo KpacHbIM HHTEpdeiicaM 3a Mecsl.

Crpanuna «MoHurtop tpaduka

PYBUKOH

KoHchurypauua nogcyéta Tpaduka:
+| NogcHET TpaduKa BKIHYEH
| OToOpamaTe NOACYMTAHHLIA TPAMWK HA CTAPTOBOW CTPaHULe

COXPaHHTL | | Cbpoc |

Puc. 7

6) cTaTyC ~ CaMOTECTUpPOBaHMA  cepBepa  (COCTOSIHUM  KOHTPOJIBHBIX  CyMM
¢yukmonupyromero [10 wu3menuss mo pe3yabraraM MEPHOIUYECKUX aBTOMATUYECKHUX

MEPECYETOB YKA3aHHBIX KOHTPOJIBHBIX CYMM (3anuch: «CTaTyc: KOPPEKTHOY).

B cnydyae  u3MeHeHUMM  KOHTPOJBHBIX  CyMM  BbIJaeTcss  cooOlleHue

00 ommOke (cM. puc. 8).
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Coobmienue 06 ommoke B Ciyyae U3MEHEHH KOHTPOJIBHBIX CyMM

rubicon

[Tpu Hammumm ogHOTO M OOJiee «KpacHbIX» MHTepdencoB B moapasaene «Hadamoy

oToOpaxkarTcs (PyHKIIMOHATIbHBIE KHOMKHU (CM. puc. 9).

I[Ipumeuyanue. JlocTymHble a8 W3AENUS IBETOBBIC TOJMTHKH HHTEp(EicOB MpeacTaBiIeHbl
nofpoOHO B moxpaszgene  «HacTpoiika  MexceTeBoro SKpaHa»  pPYKOBOACTBA  aJMUHMCTparopa
HITEIIL.465614.002PA.

OrobOpaxenue (yHKIMOHATIBHBIX KHOIMOK noApasaena «Hauamno»

rubicon

CoeNUHMTHCA | | OTcosAMHUTECH | | O6HoBMTE

OwupaHue
CraTtyc: KOppeKTHO

18:37:26 up 17 min, 1 user, load average: 0.00, 0.05, 0.13

Puc. 9

B mogpasnene «Hawamo» MoryT oroOpakaTbcs CIEIyIOUIHE KHOIKH, WMEIOIINE
OTHOILIEHUE K «KPACHBIM» UHTEp(peiicam:

1) kHonka «CoequHUTHCS MpeAHa3Ha4YeHa Uil BKIIFOUCHUS MPOXOXKICHUS Tpaduka
yepe3 «KpacHbI» uHTepderic. KHomka MOXeT MpUMEHSThCS, €CIH MPEABAPUTEILHO OblLia

Ha)>XaTa KHOIIKa ((OTCO@I[I/IHI/ITBCﬂ»;
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2) xHomKa «OTCOSIMHUTRCS» MIPEAHA3HAYCHA IS OTKITIOUSHHS TIPOXOXKICHUS Tpadurka

4yepe3 «KpacHbI» UHTepQEHcC;
3) kHomika «OOHOBUTHY TPEIHA3HAUYEHA JUIS TIPOBEPKH BO3MOKHOCTH 3aIlyCKa

«KpacHbIX» UHTEP(ENcoB, HAIPUMEp, B CIyyae BOCCTAHOBJIEHUS (PAiiJIOB C KOPPEKTHBIMHU

KOHTPOJIbHBIMH CYMMaMM.

4.2.2. lloppaznen «uTepdeiicen»

[Monpasznen «Mutepdeiice» (cm. puc. 10) npenHazHaueH i HACTPOWKHU CETEBBIX

uHTEp(PEcoB.

[Toapaznen «uTepdeiicer» pazaena «Cucremar

PYBWUKOH

Murepdeiics:
it

Benensiit nnTepdeic
nrepdieiic sthd
Aapec 1005222
Macea cetn 255.255.255.0
1 MAC de:10:a4:1 31 m
MTU 1500

Mrrepeeiic sthl
Aapes 19218821
Macez cem 265.255.256.0

2 MAG EESLETRER 55 m
MTU 1500

mmmmmmmmm

Murepdedic eth2
pe 192.188.3.1
Macza cemn 285.255.256.0
3 Mac de:10:a¢:1a b3 SO
MTU 1500
HepazBopumesiit pexim
OTknioueio
HpacHeii uhTepd
Murepdieiic eth3
Aapec 192.188.4.1
Macsa cemn 255.255255.0
1 § B
A de-10:381a b4
MTU 1500

HepaxBopumasiil pexim
OTknioueio

COXPAHMTE

AQ "HNO "Swenon”

Puc. 10

B tabnuuie 4 npuBeAeHO onucaHue 3IeMeHTOB nojApasena « atepdeicon.
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Ta6nuna 4 — Onucanue 31eMeHToB nojpasaena «urepdeicen

Di1eMeHT

Ornucanue

NuTtepdeiich

HNudopmanronHoe nose
«UnTepdeiicy

HasBanue u tumn untepdeiica

[Tone «Anpec»

[Tone nns BBona IP-aapeca nnrepdeiica

Tlone «Macka cetn»

[Mosne ans BBOa Macku ceTd HHTEpderica

[Tone «aapec moaMeHBD

ITose ast BBO/Ia 3aMEHBI CETEBOTO a[peca Ha MACKUPYIOIIHIA aipec
(moacTaBHOM aapec)

«Hepaz0opuuBbIil peskuM»

[Tone «kMAC» [Tone nns BBoga MAC-anpeca o6opynoBanust uHTepdeiica
[Tone nnst BBOJ@a MaKCUMaIBHOTO pa3Mepa MaKeTa, NepelaBaeMoro 1mno
[Tone «MTU» & A p p - fepelt
CETSIM
[Ipeana3znaueH Juisi BKIIOUEHUS peXKUMa TPUEMa BCEX CETEBBIX
YekOokc p p P

IMaKETOB, MOABJIAOIINXCA Ha CCTEBOM aJallTCPE HE3aBUCUMO OT
Ha3HA4YCHUA

Yex0okc «OTKIFOUYEHOY

Ortxirouenne nHTEpdeiica

Knonka «CoxpaHutb»

Hpej:[Ha:;Haqua AJId COXPAaHCHUSA BBEICHHOM I/IH(bOpMaI_II/II/I H HaCTPOCK

DNS

ITone «IlepBuunsiii DNS»

[Tone nns BBona IP-aapeca nepsuunoro DNS-cepBepa

[Tone «Bropuunsiii DNSy

[Tone nns BBosa IP-aapeca Bropuunoro DNS-cepBepa

4.2.3. llogpaznen «ITouta»

[Mompa3znen «Ilouta» (cM. puc. 11) mnpeaHasHayeH sl HACTPOWKH MPOULETYP

OTMPABKHU YBEJAOMJICHUH Ha 3aJJaHHBIE aJIpeca dJIEKTPOHHOU MOYTHI.

[Tonpaznen «Iloura» paznena «CucteMarn

- PYBMKOH

HacTpoiika OTNPaBKK COBLITHIA NO ANEKTPOHHON NOMTLI::

BrmioyeHo

AIPEC YAANEHHOro cepsepa aNeKTROHHOM NOYTI
TMopT yAANEHHOTo CepBEPa 3MEKTPOHHOM NOYTH

OneKTpOHHBIN aapec oTnpasuTens (From:)
SNEKTPOHHBIN aApec nonyyarens (To:)

OTnpasuTent

raponb oT yAaneHHOro cepsepa 3NEKTPOHHOM NOYTH

OTNpaBuTb TECTOBOE NMUCLMO H CoxpaHuTh

Puc. 11
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B tabnuriie 5 npuBeeHO onKMcaHKe AIEMEHTOB nojpasaena «[lodray.

Tabnuma 5 — Onucanue s3nemeHTOB noapaszzena «lloura»

DIeMEHT

Onucanue

YexkOokc «BKIHOUYEHOY

YekOoKC BKITFOUCHUS/OTKITIOUEHUS OTIIPABKH YBEIOMJICHHUH Ha
3aJaHHBIM ITOYTOBBIN aApecC

[Tone «Anpec ynaneHHoro
cepBepa JIEKTPOHHOM NOUTHD»

ITosie BBO#a 1u1st agpeca cepBepa JIEKTPOHHOM IOYTHI OTIIPABUTEIS

[Tone «Ilopt ymanennoro
cepBepa JIEKTPOHHON NOUTHD»

ITone BBOAA 11 IOpTa cepBepa dJIEKTPOHHOM IIOYThI OTIIPABUTENSA

[Tone «DnekTpoHHBIN aapec
ornpasutens (From:)»

[Tone BBOA 71 azipeca 3JIEKTPOHHOM MOYTHI OTIPABUTEIIS

[Tone «DnekTpoHHBIN aapec
nosnyyatens (To:)»

[Tone BBOMA 71 azipeca SIEKTPOHHOM MOYTHI MTOTy4YaTes

[Tone «OTnpaBuTETH»

[Tone BBOAA [17151 UMEHU OTIPABUTEIS

[Tone «ITaposb OT yaaneHHOTro
cepBepa JIEKTPOHHOM NOUTHD»

ITone BBOAA 1 PO OTIIPABUTEINS

Kunonka «OTnpaButh
TECTOBOE MUCHMOY

Hpe;[HasHaqua AJI1 OTIIPAaBKU TCCTOBOTO IMUCbMa

4.2.4. llogpaznen «lIlonb3oBarenny»

[Tonpasnen «llonb3oBarenw» (cm. puc. 12) mnpegHazHayeH s yHpaBICHUS

YUYCTHBIMU 3alIUCAMU MOJIb30BaTENICH U MO3BOJISCT:

1) co3narh HOBOTO MOJIL30BATEIIS;

2) penakTupoBaTh YYETHYIO 3aMMCh MOJIb30BATEIIS;

3) ynanuTh YYETHYIO 3alKCh NOJIL30BaTETIS.

Mons3oBaTens

[Toppaznen «Ilonp3oBaTenny»

AIMHHHCTPETOP v

Cnucok nonk3osarenei

Mz

Puc. 12
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JIns ydeTHBIX 3anucel MoIb30BaTENEN NPEeayCMOTPEHBI CIEAYIOIINE POJIU:

1) «KAgMuHHCTpaTop» —y4yeTHass ~ 3a0ucCh  JUIi  [EPBOHAYAJbHOM  YCTaHOBKH,
pa3BepTeiBaHusl W HacTpoilku I1O0. AnmuHuCTpatop wHMeeT JAOCTYNl K HPOCMOTPY
BeO-uHTepdetica n HacTpoiike «PyOuKon»;

2) «AynuTop» —UMeeT JIOCTyll K CTapToBOM cTpaHuile, paznenaMm «CocTosHUE»
1 «KypHaib) 6e3 BO3MOKHOCTH BHECEHUs] U3MeHeHMii B HACTPOHKU «PyOUKoH»;

3) «Ilonb3oBarenby —He WMeeT J0CTynma K MNPOCMOTPY BeO-uHTepdeiica
(kpome CTapTOBOM CTpaHUIIbI) u CTPAaHMLIbI YCTaHOBKH COEMHEHUS

«https://<ip-address>:8443/cgi-bin/connect.cgi».

[Tocne ayrentudukammu «Pybuxon» ¢ukcupyer IP-agpec monb3oBarens
U TIPEelOCTaBIseT COOTBETCTBYyIOIIME MpaBwia. [lonb3oBaTens BKIIOYAET IpaBHIIa

Ha)kKaTHEM KHONKM «3ammyCcK MNpaBHI» Ha CTAPTOBOM cTpaHulle «PyOuKoH».

I[Ipumeuyanue. Ilpu BosmoxxHoMm uzmeHenun IP-agpeca nonmp3oBarenst ceccusi OyeT NPUHYIUTEILHO
3akpeITa. /s nponomkeHus paboTsl Oy/ieT HeoOXoMMa OBTOPHAs MPOLEypa MOAKIIOYEHHS MOIb30BaTes

K U3CIIUI0.

ITpu HeoOxomumocTH o0ecnedeHnss MOHUTOPUHIA COCTOSIHUS (DYHKLIMOHUPOBAHUS
«Pybukon» cremyer MCIOJIb30BaTh posib «Ayautop». Ecnu mpu skcmmyaranuu u3aenus
HEO0OXOJUMO BHOCUTH U3MEHEHHSI B HACTPOUKH, UCIIOJIB3YHTE POJIb «AJIMUHUCTPATOPY.

B Tabnuiie 6 npuBeAeHO OMKMcaHue JIEMEHTOB mojpaseia «Ilomp3oBaresby.

Tabnuma 6 — Onucanue 3nemMeHTOB nojapaszena «lloap3oBaTennby

DeMEHT Onucanue

ITonp30Barenn

Brimanarommii cmucok BIOOpa poJiv Jisl HOBOW YYETHOW 3aICH WA
IIPU PEIAKTUPOBAHUY CYLIECTBYIOLIEH YUETHOM 3aIllUCH.

Brmanaronuii cnucok «Poiby»
JlocTyIiHBI 171 BBIOOpA POJIK: IMUHUCTPATOP, Ay IUTOP HIIN

M10JIL30BaTElIh
ITone «Mms» Ilone nyig BBOJA UMEHU
[Tone «ITaposib» [Tone nys BBoa maposs
[Tone «IloarBepxaeHue» [Tone st BBOJIa MOATBEPKACHUS AP0

COucox 1moab30BaTeiien

Konouxka «ms» OToOpakaeT CIMCOK UMEH B KOJIOHKE TaOIHUITBI
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DIeMeHT Onucanue
Komonka «Poipy» OToOpakaeT CUCOK POJIeH B KOJIOHKE TaOIUIIBI

[IpennasHaueHa /Ui peJaKTUPOBAHUS YUETHOM 3aMKCH B BHIOpAaHHOM
ctpoke «mst»/«Pomby

[Ipeana3znaueHa 1 yJaleHuUs] YY€THOM 3alliCH B BRIOPAaHHOM CTPOKE
«Mmst»/«Porby.

VY nanenue ponu mpou3BogUTCs 0€3 BO3MOXKXHOCTH BOCCTAHOBJICHHUS.
HepocTynHsl 115 y1aleHUsl pOJIU: «rescue» U «AIMUHUCTPATOP»

Kuonka «13MeHuTn)»

Kuaonka «Y maaute»

4.2.5. llogpaznen «Pe3epBHOE KOMMUPOBAHUE)

[Tonpaznen «Pe3epBHOE KOITUPOBAHUE (cMm. puc. 13) npeaHa3HaYeH
IUISl yIIPABJICHUSL PE3EPBHBIMU KOMUSIMU.

daiin pe3epBHOI KoK nMeeT BuA «rubicon-2021-11-10_10-11-47.dat».

[Toapaznen «Pe3epBHOE KOMUPOBAHHE)

PESGPBHOB KOMHpOBaHWe

Tekywwmii HocuTens: MecTkmid anck ceoboako: 334 M

Co3paTh HORYH) Pe3EPEHYH) KOTIHID
Hactpoiika pezepeHOA KONHK

Onucanue ‘ || Coagate HOEYH pE32PEHYH KONWID

Wnmnopt dhaina (.dat) pezepeHoi
KOTIMM:

BeibepuTe dhaiin | Daiin He exibpaH

ﬂOnDJ'IHHTeJ'IbeIE onuyJu
Dain HaMeHeHUA KOHUIypaLnK:

Bepcua: | Peoxum cozgaHyM konum 1w

Koxdpmrypaums napameTpoe 3amMeHsl

LA
Kondpmrypaums ucknioueHmi
i
o He obAsaTensbHo K 3anonHenunio
PezepEHbIe KOMUU:
Onucauue NeidcTene
2022-05-24 15:08:20 | initbk v g fi
Puc. 13

B Ta6JII/IH€ 7 IMPUBCACHO OIIMCAHUC DJICMCHTOB I10APas3aciia «PGB@pBHOG KOITUPOBAHUC).
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Tabnuna 7 — Onucanue 3J1€MEHTOB Mojipasjienia «Pe3epBHoe KOMMPOBAHHUEY

DJIeMEHT

Onucanue

Pe3epBHOE KONTMpPOBaHKE

NudopmarnmonHoe mosue
«Tekymuii HOCUTENbY

Onucanne TeKynero HOCUTEN ¢ YKa3aHUEM OCTaBILIErOCs
CBOOOJTHOT'O MecTa JUIsl XpaHEHHsI pe3EPBHBIX KOMUU

Hacrpoiika pe3epBHON KOITUU

TTone «Onmcanue»

[Tone nys BBoa onucanus pe3epBHOM konuu. Ha3panue Moxer
COCTOSITh TOJILKO U3 CHMBOJIOB JIATHHCKOT0 ajJi(paBuTa M HU@p.

HpI/IMC‘laHI/IC. Hcnons3oBanue KUPUJUIALBL, Hp06eJIOB n CIICaJIbHBIX
CHMMBOJIOB HC )_'[OHYCKaCTCH!

Knonka «Co3nats HOBY1O
PE3EPBHYIO KOITUIOY

[Ipenna3Hauena i co3aaHus HOBOW pe3€pBHOM KOUU C
BBCJICHHBIM OIIMCAHUEM

)41

mnopt ¢aiina (.dat) pesepBHON KoUK

Knomnka «Beibepure daiin»

[Ipeana3znauena 1t BBIOOpa pe3epBHOM KOITHH, XPAHSIIICHCS
Ha paboyeM MecTe aJMUHUCTpaTopa

Yexooxc «Daiiyt u3SMEHEHUS
KOH(UTypaIim»

[Ipenna3znauen y1st BKItoueHus GpyHKIUU mpeoOpa3oBanus (aitina
pEe3EPBHOM KOUU

Brinagaronmmn crmcox
«Bepcus»

[Ipeana3znaueH 11t BBLIOOpA COOTBETCTBYIONIETO CIIOC00a
npeoOpa3oBaHus, 3aBUCSIINI OT Bepcun u3aenus «PyOoukon».
JloCTyIHBIE PeXKUMBI CO3IaHHSI KOITUHU CIICYET YTOYHSITH Y
PENPUATHSI-TIPOU3BOIUTEIISI

[Tone «Konduryparus
MapaMeTpoB 3aMECHBD)

[Ipenna3naueHo jyist ykazanusi cCooTBeTcTBUSI MMeH 1 MAC-aapecos,
COZICPIKALINXCS B PE3EPBHOM KOIUU M B TEKYIIEH KOH(PUTYpAITUH.
O6mas napopmarus: <C gero meHsiem™> <Ha uro mensem> [<flag>]
®opmar npouecca: <Mms untepdeiical > <Mms unrtepdeiica 2>
interface. IIpumep: ethl lan-1 interface

®opwmar npouecca: <MAC-aapec 1> <MAC-anpec 2>.

Ipumep: 11:22:33:44:55:66 66:55:44:33:22:11

[Tone «Kounduryparus
HCKJIFOUEHU I »

He o6s3arensHoe none. [IpeanasHadeHo i 3ar0HEHHs B CITydae
HEO0OXOIUMOCTH UCKITIOYEHHS YACTH 3JIEMEHTOB KOH(UTYpaIH U3
¢aiina pe3epBHOIl KOIUU.

He TpeOyercs npu mratHoi padore. [Ipu ncnonb3oBanuu
HEe00X0MMAa KOHCYJIbTAlHS ¢ NPeANPUATHEM-U3TOTOBUTEIEM

Knonka «mnopt»

[IpennasHaueHa /Ui UMIOPTa BEIOPaHHOW pe3epBHON KOMHMU

Pe3epBHbIe KOTTMH

HNudopmanmonHoe mosne

OTtoOpaxkenue ctonbiia HPOPMAITUU O UMEIOIINXCS B CUCTEME

«Onucanuey pPE3epPBHBIX KOMUAX B (hopMaTe «aaTa/BpeMs/ONUCAHHIE)
R Kuomnka «IIpuMeHuTh BEIOPaHHYIO PE3EPBHYIO KOITHIOY.
BoccranaBimBaeT HaCTPOWKHM M3 BHIOPAHHOW PE3€PBHON KOITUHU
= Knonka «CoxpaHuTh BRIOpAaHHYIO PE3EpBHYIO KOO Ha paboyee

MECTO aJMHUHHCTpATOPa»

Knonka «Y 1anutb pe3epBHYIO0 KOIHUIO»
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brnok o2meMeHTOB  ympaBlieHUs «JlOMOTHUTENbHBIE ONIMK»  MpeIHa3HAuYCH
U TIpeoOpa3oBaHus COJNEPKUMOTO (aila pe3epBHON KOMHH, NEPEHECEHHBIX C IPYTHX
n3nenmuii «Pyoukon», B ToM umciie OoJjiee CTapbIX BEPCHUM, a TaKKe MPHU OTINYAFOIIMXCS
anmapaTHBIX HACTPOWKAX U3MICTUH.

Oco0eHHOCTH UCTIONIB30BAHUS:

1) ¢ momoripio kHOMKH «BeiObepute ¢aitim craHgapTHBIM CIOCOOOM MPOM3BOIUTCS
BbIOOD (paiisia pe3epBHON KOIUH, ITPU YEM:

2) MOTYT UCTIOTB30BAThCsI (PaiiIbl pe3epBHOM KOIIMH TEKYIIel Bepcru u3nenus («Pexnum
CO3aHUs KOIHUH 1»);

3) MOTYT HCHOJIB30BAaThCS (Pailibl PEe3epPBHOM KOMUHM MPEIBITYIINX BEPCHM 3NN

(pexxumbl TpeOyeTCs YTOUHATh Y MPEANPHUSITUA-U3TOTOBUTES).

IIpumeuanne. Ilpu  HCHONB30BAHMM  PE3EPBHBIX  KONMMH  OT  MHPEABIAYLIMX  BEPCUH
(Mpy  3HAYUTENTFHOM OTJIMYMH B KOH(HTryparyu), MOXKET ObITh HapylleHa pabora cuctemsl (Tpedyercs

KOHCYJIBTAIMA C IPEAIIPUATHEM-U3TOTOBUTEIIEM).

4.2.6. ITogpaznen «IlakeTb»

[Togpasnen  «Ilakete»  (cMm. puc. 14)  npenHasHaueH Il  YCTaHOBKH
JIOTIOJIHUTENBbHBIX ITAKETOB U OOHOBJIEHUH, TpeOyeMbIX A (YHKUMOHUPOBAHUS U3AETIUS

N BOBMOJKHOT'O UCIIPABJICHUSA HaﬁI[GHHBIX OIIMOOK.

[Tonpasznen «IlakeTb

MNakeTel

Maker Mg Bepcus Mpennaraemas BEpCUA COCTOAHWE | [eiicTeune

| BeiGepuTe thaitn | ®aiin He BLIGPaH 3arpy3uTs HOBLIM MakeT

Puc. 14
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[Tonb3oBaTeNb MOXKET BBIOpaTh HEOOXOAUMBIN (Daili OOHOBIEHHSI U3 JIOKAJIBHOTO
KaTajora c MOMOIIbI0 Ha)KaTHs KHOMKHU «BriOepute ¢aitny, 3aTeM, OCyIIEeCTBUTh 3arpy3Ky
BBIOPAHHOTO MaKkeTa B (PailIoByI0 CUCTEMY U3ENHSI C TOMOIIBIO KHONKU «3arpy3uTh HOBBIN
naket». [logpoOHee mporecc yCTaHOBKM TMaKeTOB U OOHOBJIEGHUN MpEACTaBIICH
B noxapasnene «llpoueaypsl OOHOBIEHHSI U3AENUA» PYKOBOJACTBA aJIMUHHUCTpATOpa
HITEIIL.465614.002PA.

OnucaHue akTUBHBIX 3JIEMEHTOB  nojpasnena «llakeTs»  mpeacTaBieHO

B Ta0JIHIIE &.

Tabnuna 8 — Onucanue 31eMeHTOB nojpasaena «IlakeTsn

DJIeMEHT Onucanue

[IpennaznaueHna /151 OTOOpakeHUs U yCTaHOBKHU 3arpy KEHHBIX

Taomuua «IlakeTsn»
[IAKETOB

Knonka «Ycranosuth». [IpennazHaueHa st yCTaHOBKU
3arpy’KCHHOIO ITaKeTa B U3JEIINE

[IpennasHaueHa /i BeIOOpa MakeTa U3 JIOKAJIBHOTO KaTaiora
pabouero Mecta aIMUHHUCTpaTOpa

Kuomka « ¥ »

Knomnka «Beibepure daiin»

Knonka «3arpy3uTth HOBBII

HAKeTy [IpennasHaueHa /i 3arpy3Kd BBIOPaHHOTO TTAKETa B U3ZCTHE

4.2.7. llonpaznen «Hactpoiika MeHIO»

[Tonpaznen «Hactporika MEHIO» paszuena «Cucremay (cm. puc. 15
U puc. 16) mpemHazHaueH JUIsi BKIIOUYEHUS W OTKIIOUCHUS OTOOpaXEHUS pa3/esioB

" 11oaApa3aciiOB B HABUT'AITMOHHOM MCHIO.
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[Tonpaznen «Hactpoiika meHto». Hacts 1

PYBUKOH

HacTtpo#ika MeHw

Cucrema |
Hauano [+
MuTEpthedch [+
Moyta [
Mons30BaTenu v
CoegnHeHHe [+
Mapaonw [+
Pe3epBHOE KONWpOBaHWe [+
Maketsl [
ABTOMATMYECKDE BOCCTAHOBMEHHE [+
BolkntoyeHue [+
O nporpamme [+
CocToaHue |
COCTOAHWE CUCTEMEI v
WHOopMAaLKA 0 CUCTEME [+
COCTOAHWE CETH [+
MopcyéT Tpadmka |+
CoeguHeHus [
COCTOAHWE UHTeptheRcoR |+
HacTpoiirm IPTables [+
KOoHTpONbHbIE CYMMbI [+
CeTb |
MceBooHKUMBI [+
ropAYes pe3epeMpoEaHie CARP (VRRP¥
HacTpoika aganTepos %
MapwpyTbl |+
Konpurypauma ARP [+
OSPF [
BGP v
VLANS v
O6veauHeHe UHTepdeRcos It

Puc. 15
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[Tonpaznen «Hactpoiika meHro». HacTs 2

PYBWUKOH

Crnyxbi |
Mpokck ¥
Cepeep DHCP 4]
3anate MMEHa XOCTOB ¥
Cepeep BpeMeHH 3]
Orpaswdenue Tpaduka I
MpoBepka QOCTYNHOCTH Y3N0E ]

Cuctema ObHapyxenua Bropxenwi I

Hactpo#ka npasun COB I
Hacrpoiixa obHapy#eHWA cKaHUpOBaHUA [+
ObHapyxeHue ATak I
MexceTeBoR 3¥paH I
Hacrpoiisn MexceTeBoro axpaHa )
Hoctyn k CuHemy wHTepdeiicy ¥
Crybel [+
[pynnu cnyxb v
Apgpeca I
[pynnu agpecoe I
WHTepdielice! No yMomiaHuio ]
Mpaeuna mexceTesoro 3kpaqa I
VPN I
Hactpoiixa IPSec 5]
Hacrtpoiiza VPN ¥
GRE I
Beinyck ceprughurkaTos I
HypHane! [v|
HacTpo#eu *ypHanvpoeaHua I
AypHan MeceTeBoro sKpaHa 5]
HypHan obHapyxeHuA atak ¥
CucTemHBIA NpoTokon I

COXPAHUTDb

Puc. 16
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[Togpaznen «Hactporika MEHIO» COJIEPKUT  DJIIEMEHTHI, YKa3aHHbIE

B Tadmurie 9.

Tabnuna 9 — Onucanue 1eMeHTOB nojpasaena «Hactpoiika MeHIO»

DIeMEHT Onucanue

[IpennasHaueHa 1y 0TOOpakEHUs pa3/iesioB U MOPa3ICIIOB
MEHIO

YekOokc [IpennasHaueH 1t BbIOOpa 0TOOPA3UTh (TIPU AKTUBALIUH ) WIIH
«AKTHBUPOBATH/ ICAKTUBUPOBATE» | CKPBITH (IIPH CHATOM (hIIaKKe) pa3aes/moapas3aes MEHIO

Ta6muma «Hactpoiika MeHIO»

IIpuMeyanue. JJonoJHUTENBHOE PACIIMPEHNE MEHIO TAK)KE MTPENYCMOTPEHO B pasjeiie «MexceTeBoi
9Kpan», IOCPEACTBOM BbIOOpa yekOokca «PacmmpeHHslil pesxum» B none «Hactpoiikm» moapasnena
«HacTpoliku MeXCeTeBOro dKpaHay.

4.2.8. ITogpaznen « ABTOMAaTUYECKOE BOCCTAHOBJICHUEY

[Togpaznen «ABTOMATHYECKOE BOCCTaHOBJIEHUE» (cM. puc. 17) mnpenHazHaueH
JUTSI HACTPOMKHA aBTOMAaTUUYECKHUX JCHCTBUIN TTPH BO3ZHUKHOBEHUH YKa3aHHBIX B MOJIpa3/ieie

HEUCITPABHOCTEH.

Hoz[pa3z[en «ABTOMaTUYECKOEC BOCCTAHOBIICHUC)

PYBWKOH Q HH

ABTOMAaTHYECKOE BOCCTAHOBMEHUE

HeucnpasHocTH
#  HencnpaeHocTe HeiicTame

Ml
1 HeBepHble KOHTPOMbHLIE CYMMb! BuIKMo4eHHE ~

2 Gaiinoean CUCTEMA 3aN0NMHeHa McnpasnTs -

3 He 3anyckaeTcA seG-Ccepeep Toneko 3anKce & KypHan o

4 He 3anyaaeica eon TonbkO 3an1ch B KypHan g

5  He 3anyckaeTca hitp-npokcy TonbKo 3anHCE & KypHan =

6  He 3anyckaeTca fip-npokcu T — o

COXPAHUTb

Puc. 17
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ITPHU BOSHUKHOBCHUHA I[aHHOﬁ HCUCIIPABHOCTH.

CooTBeTCTBHE THIIA HCUCIIPABHOCTH W HNOCTYIIHBIX JJIA BBI60pa ABTOMATHYCCKHUX

JEHUCTBUHN TIPEICTABIICHBI B TAOJIUIIE .

Taomuna 10 — CooTBeTcTBHE

aBTOMATHYECKUX TEUCTBUMN

THUIIOB HCUCIIPABHOCTH W OOCTYIHBIX  AJIA BBI60pa

HewucnpaBHOCTh

JlocTymHbIe BapUaHTHI BHIOOPA B BBIMIAJAIOIIEM CIIHCKE
«JlericTBrE»

HeBepHble KOHTPOJIbHBIE CYMMBI

— TOJIBKO 3aIMCh B KypHaI U OJIOKUPOBKA «MH(OPMALIMOHHBIX
IIOTOKOBY;

— BBIKJIIOYEHUE;

— BOCCTaHOBMTD ITOCJIEHIOI PE3EPBHYIO KOIHIO HACTPOEK

®daiinoBag cucremMa 3amnoJIHEHA

— BBIKJIIOUEHHUE;
— UCIIPaBUTh

He 3amyckaercs BeO-cepBep

— TOJIBKO 3aIHUCh B XKypHAaJ;

— BBIKJIIOUYEHUE;

— UCIIPABUTH;

— BOCCTaHOBMTH ITOCJIETHIOI PE3EPBHYIO KONHIO HACTPOEK

He 3anmyckaercsas COB

— TOJIBKO 3aIHCh B KypHAIT;
— BBIKITIOUCHHUE;

— HUCTIPaBUTH;

— BOCCT@HOBHTB IIOCJICTHIOI PE3EPBHYIO KOIIMIO HACTPOCK

He 3amyckaercs http-mpokcu

— TOJIBKO 3aITHCh B )KypHAIT;
— BBIKJTFOUCHHE;

— HUCTIPaBUTH;

— BOCCT@HOBHTB NIOCJICTHIOI PE3EPBHYIO KOIIMIO HACTPOCK

He 3amyckaercs ftp-npokxcu

— TOJIBKO 3allMCh B KypHAI;

— BBIKJIIOUEHHUE;

— UCIIPaBUTh;

— BOCCTAHOBUTB IIOCJIECIHIOI PE3EPBHYI0 KOO HACTPOEK

[Ipumeuanue. Ilocne HacTpoHKK/CMEHBI BEIOOpa aBTOMAaTHYECKOr0 HabOpa ACHCTBUN HEOOXOANMO

COXPaHUTh U3MEHEHHS, Ha’KaB KHOTIKY «COXpaHUTE.

4.2.9. llogpaznen «BeIKIIIOUEHUE

[Tompa3ngen «BpIKrOYECHUEY

BBIKJIFOYCHUS WUJIHU IICPE3Arpy3KHU annapaTHOﬁ 4aCTH U3 ACTIHA.

(cm. puc. 18) mnpegHazHaueH s OPOrPAMMHOIO
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[Toapaznen «BoikiroueHue»

PYBEWMKOH Q L3

BeiknwoyeHne

’ repesarpyauts ” BLIKMIOYUTE ]

Puc. 18

[Tonpaznen «BrikiroueHne COMEPKUT IEMEHTHI, yKa3aHHbIe B Tabwmie 11.

Ta6muma 11 — Onucanue 351eMeHTOB Mopassieia « BeikiodeHue

DJIeMEHT Onucanue
Knomnka «Ilepe3arpy3utb» [Ipenna3znauena nss nepe3arpy3ku U31eust
Knonka «BeikmtoueHue» [Ipenna3znaueHa Juisi BRIKIIOYEHUS U3/1ETUS

4.2.10. ITogpaznen «O mporpammey

[Mogpazgen «O mnporpamme» (cm. puc. 19) npegHazHaueH s OTOOpa)KeHUs

ocHOBHOM nHpopmarmu o I10.
[Toxgpaznen «O mporpamme»

PYBEUKOH o

O nporpamme
MexceTeBol 3KpaH W cMcTeMa OBHAPYKEHWA BTOPXKEHWA "PyGkon”

AD "HMNO "Swenor"
TexHWueckad Noggep:kka: support.rubikon@cnpo.ru
Bepcwa: 3.2.0 2ab

MpogykT uacTuuHo wenonssyeT IFCop eepern 2.1.9

Puc. 19
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B nannom noapasnene oroOpaxkaercs ciaeayromas iHPopMalus:
1) nonHoe Ha3BaHUE MPOTPAMMBI;
2) TIpeAnpusSTHE-U3rOTOBUTE]Ib,
3) aneKTpOHHAs MOYTa TEXHUYECKOM MOMIEPIKKH;
4) Bepcus MPOrpamMMBbl;

5) BepcHsl UCNIOIb3YEMBIX IJIATUHOB.

4.3. Paznen «Cocrogaue)

Paznen «CocTtostHue» COAEPKUT CEAYIONIUE TTOAPA3IEIIbI:
1) noapaznen «CocTosiHuE CUCTEMBLY;

2) noapasznen «Hpopmamms o cuctemey;

3) noapaznen «CocTossHUE CETHY;

4) nonpazaen «lloncuet Tpadukay;

5) noapaznen «CoeTuHEeHUs»;

6) noapaznen «CoctosiHue HHTEPHECcoBY;

7) noapaznen «NFTablesy;

8) moxpaznen «KoHTpoIbHBIE CyMMBD».

4.3.1. IlTogpaznen «COCTOSSHUE CUCTEMBI»

[Toxpasznen «CocrosiHue CHUCTEMBI» (cm. puc. 20) MPEIHA3HAYECH

JIIA 0T06pa)KCHI/IH IIOJTHOM I/IH(i)OpMaHI/II/I O COCTOAHHU U3ACIIHNA.
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[Tonapaznen «CocTosTHUE CUCTEMBI»

il | MasATs | Hononuioas-ses qaod | Mononeaoaawes cTpysTyp inocs | Boesss palions W nonuaaatens | Beposs sapa | My

Cytur:

B2EME  SAYIEH

FTEIME  SATVINEW
OLTAHOBNEH
OCTAHOENEH

SAMLER
OLTAHDENEHR
OLTAHDENEH
OLTAHOENEH

OWE  SAMYIIEH
OLTAHOENEH
OCTAHOENEH
OLTAHDENEH
OLTAHOBNEH

HonoRwzossnmn geor:
FeTpodeTRO CuouTApOaan na

Epann paBOTL M HONLI0EATENM:

1420 up 3000, 1 mee, lood awirage: @35, BU16, 812
LEER T Flr WGTME  IDLE  JOR P T
echalon tiyvi uedS  23r1% 0B 683 Jash

CTaTHOTAIR EYAHARCE

TR FnEsaTE POTHEDSEHLK YR HARIE

Puc. 20

Jlnst yooOcTBa HaBWUTAIMKM TIO TIOJApa3lely BBEpXy CTpaHUIsl (cM. puc. 21)

MPEyCMOTPEHBI CCHUIKU Ha OJIOKH.

Cchlaku Ha OJI0KH noapasacia «CocCTOsIHE CUCTEMBD»

PYBEWUKOH

Cny#06bl | MamaTte | Mcnonb3osaHue gucka | Mcnonk3osaHue CTPYKTYp inode | Bpema paboTel U nonb3oeateni | Bepcua Anpa | KypHane!

Puc. 21

[Toxapaznen «CocTosiHUE CUCTEMBD) COJIEPKUT CIACAYIOITUE OJIOKU:

1) 6ok «Ciry)Ob1»;
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2) 6mok «IlaMaTby;

3) 610k «Hcnonp30BaHUE TUCKAY;

4) ook «Vcronp3oBanue CTpyKTyp inodey;
5) 6ok «Bpemst paboThI 1 TTOJT30BATENNY;
6) ook «Bepcust siapay;

7) 6ok «OKypHabD».

4.3.1.1. bnok «Cmyk0bD»

B Onoke «Cnyx0b1» (cM.puc.22) oToOpakaeTcsi TNepedyeHb CIyx)0, o0beM
UCIONB3yeMOM  uUMHM  omepaTuBHOM  mamsith, wux craryc («OCTAHOBJIEH»

nnu «3AITYLLEH»).

Bxnangka «Ciy>x0b1»

Puc. 22

4.3.1.2. bnok «IlamaTtey»

B Omoke «IlamsaTe» (cM. puc. 23) oroOpaxkaercs HHpOpMalus O BCEX BHJAX

ImaMsITu B U3ACIINHN.

biok «ITamMate»

Puc. 23
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Nudopmamuss o mnaMsTu TpeacTaBlieHa B BUJE TaOJIUIBI CO  CIEAYIONIMMHU
napamMeTpamu:

1) «Tum» — Tum namsTy;

2) «Pa3mep» — 00beM MamsITH;

3) «Hcnonb3yeTcsd — KOMMYECTBO 331€WCTBOBAHHOM MaMSITH;

4) «CB0OOOIHOY» — KOJIMYECTBO CBOOOTHOM MaMSITH;

5) «IIpoueHTh» — IPOLEHT UCIIOJIb3YEMOM MMaMsATH Ha YCTPOMCTBE;

6) «O0mmin — 00beM OOITIeH TaMSITH;

7) «bydepsn» — 00bem OydhepHOit mamsTH;

8) «KammpoBan» — 00beM KIII-TTAMSITH.
4.3.1.3. binok «Mcronp30BaHue qUCKay

B oOnoke «Hcmonb3oBanue mucka» (cM. puc.24) otoOpaxaercs uHpOpMaIus

0 BCEX Cl)I/ISI/I‘-IeCKI/IX N BUPTYaJIbHBIX NUCKAX.

bnok «cnonp30BaHue auckKay

Puc. 24

Nudopmamuss o pauckax TNpeacTaBlieHa B BHAE TaOIULBI CO  CIEAYIOIMIMMHU
napamMeTpamu:

1) «YcTpolcTBO» — Ha3BaHKUE YCTPOMCTRA,

2) «CMOHTHPOBAH Ha» — aIpEC YCTPONCTBA;

3) «Pa3mep» — pa3mep AucCKa,

4) «Hcnonb3yeTcs» — UCHOIb3YEMOE MECTO Ha JUCKE;

5) «CB00OOIHOY» — CBOOOHOE MECTO Ha JIUCKE;

6) «I[Ipo1eHTb — MPOIIEHTHOE 3arIOJTHEHHE JUCKA.
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4.3.1.4. bnok «Mcnonb3oBanue CTpykTyp inodex»

B Onoke «Mcnonp3zoBanue cTpykTyp 1inode» (cm. puc.25) oroOpaxkaetcs

uH(popMarrs 00 UCTIOIB30BAHUU CTPYKTYP C MHIEKCHBIMH JIECKPUITOPAMH.

bnox «/cnonb3oBanue cTpykTyp inode»

Puc. 25

Nupopmanus 00 HCHOIB30BAaHUM CTPYKTYp € HHIEKCHBIMHM JI€CKpUIITOpaMU
Ipe/iCTaBjlIeHa B BUJIE TAOIUIIBI CO CIASAYIOUIMMH IMapaMeTpaMu:

1) «YcrpoiicTBO» — Ha3BaHHE yCTPOWCTBA;

2) «CMOHTHPOBaH Ha» — aPEC YCTPOMCTBA;

3) «Inodes» — KOMMUYECTBO MHAEKCHBIX JIECKPUIITOPOB,;

4) «Mcnonb3yeTcs» — UCHONb3YETCS JECKPUIITOPOB;

5) «CB0OOIHOY» — CBOOOIHO IECKPHUNITOPOB;

6) «IIponeHTbD) — MPOIEHTHOE COOTHOIIEHHE UCTIONIb3YEMBIX JI€CKPUIITOPOB.
4.3.1.5. brnok «Bpemst paboThI 1 MTOIB30BATEII

B Onoke «Bpemss paGoTel W modp3oBaTenw» (CM. puc. 26) ortoOpaxkaercs
nHpOpMAIsT 0 BPEeMEHH OeCrpephIBHONW pabOThI M3IENHsl W KOJMYECTBE IOJIb30BaTENICH

B CCTH.

biok «Bpems paboThl U MOIB30BATETN

14:29:86 up 23:28, 1 user, load average: ©.35, 8.16, 6.12
USER TTY FROM LOGI NG IDLE JCPU PCPU WHAT
echelon ttyl = TuelS5 23:15m ©.89s @.83s -bash

Puc. 26
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4.3.1.6. bnok «Bepcus siapa»

B Onoke «Bepcusi sapa» (cm. puc.27) otoOpaxaeTrcss HHQOpMAIUS O BEPCUU

sapa.

biok «Bepcus anpa»

Puc. 27

4.3.1.7. bnok «CTaThCTUKA KyPHATIOB)»

B Onokxe «Cratuctuka XypHaJIOB» (CM. puc.28) oroOpaxaercs HHPOpMAIUI

0 JKypHaJIax.

bnok «Cratuctuka sxypHanIoB»

Puc. 28

Wudopmanus o KypHajlax IMpeAcTaBieHa B BUAE TaOIMIBI CO CIEAYIOLIUMHU
napaMeTpamu:

1) «Tum» — Tum xxypHana;

2) «Pa3mep» — pa3mep KypHana;

3) «KonmuuecTBO  pOTHUPOBAHHBIX  KYPHAJIOB» — KOJIMYECTBO  (haKTOB  IEpeHoca

aKTHBHOTO JKypHaJla B apXUBHYIO 00J1aCTh.
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4.3.2. llogpaznen «udopmanus o cuctemer

[Tonpaznen «Madopmarus o cucteme» npeaHa3HaueH 71l 0TOOpaKEHUs TIOIPOOHOM
uH(popMaIui 0 GU3NIECKUX KOMIIOHEHTaX U3/1EIus.
Jlnst ynoOcTBa HaBWUTAIMKM TIO TIOApa3Nely BBEpXy CTpaHUILl (cM. puc. 29)

IIPEAYCMOTPEHBI CCBUTKH Ha OJIOKHU.

Ccouiku Ha 6J10ku nopazaena « Madopmarus o cucreme»

Puc. 29

[Monpaznen «Mupopmalms o cucTemMe» COAEPKUT CIIEAYIOINe OJIOKH:
1) 6ok «ubopmarust o mporieccopey;

2) 6mox «Mudopmarust o 1uckaxy;

3) 6nokx «Mudopmanus o PCI-ycTporicTBax»;

4) 6nox «Mupopmaims o cereBbIX HHTEpPEcaxy;

5) 6ok «udopMartys 0 HaTMYKUX TOAKITFOUCHUS;

6) 6ok «udopmarus o USB-ycTpoiicTBax»;

7) 6nok «MHpopmans 0 mpephIBaHUIXY;

8) 6ok «Hbopmalms 0 CIUCKE TTPOIIECCOBY;

9) Onok «3arpyxeHHbIE MOAYIN;

10) 6ok «CrcTeMHbIE IEPEMEHHBIEY.

4.3.2.1. bnok «Mudopmarus o mporeccoper

B o6noke «Mudopmanuss o mporeccope» (cM. puc. 30) orobpaxkaercss moHAs

TEeXHHUYECKas NH(OPMALIKS O MPOILIECCOPE.
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bnok «Muabopmalus o poreccope»

processor : a

vendor_id : GenuineIntel
cpu family - 15

model : 6

Puc. 30

4.3.2.2. bnok «udopmarus o quckax»

B 6noke «udopmarus o muckax» (cM. puc. 31) oTtoOpakaercs TeXHHYECKas

I/IH(i)OpMaHI/IH O MOAKIKOYCHHBIX (1)PI31/I‘1€CKI/IX HOCHUTCIIIX JAaHHBIX.

Bxnanka «Mabopmans o quckaxy»

ATA device with non-removable media
Standards:

Likely used: 1
Configuration:

Logical max current

cylinders ] a

heads ] a

sectors/trac ] a

Logical/Physical Sector size: 512 bytes
device size with M = 1824%1824: @ MBytes

device size with M = 1ee0%180@: @ MBytes
cache/buffer size = unknown
Capabilities:

IORDY not likely

Cannot perform double-word IO

R/W multiple sector transfer: not supported

DMA: mot supported

PID: pio@

Puc. 31

I/IH(I)OpMaIII/ISI 10 KaXXKI0OMY HOCHUTCIIIO JaHHBIX OTO6pa}Ka€TCH B OTACJIIbHOM IIOJIC.
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4.3.2.3. biok «Mudopmanus o PCI-yctpoiictBax»

B Onoke «Uudopmanus o PCl-ycrpoiictBax» (cm. puc. 32) oTtoOpaxkaercs

uH(dopMaIus 0 MOJAKIIOYEHHBIX ycTpokicTBax K muHe PCI.

brox «Mudopmanms o PCI-ycTpoiicTBax»

WHthopMaumna o PCl-ycTpoicTBaX:

99:88.0 Host bridge [@6@8]: Intel Corporation 448FX - 82441FX PMC [Natoma] [8886:1237] (rev 82)

©9:81.0 ISA bridge [@681]: Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton II] [8@86:7880]

©8:01.1 IDE interface [@101]: Intel Corporation 8237158 PIIX3 IDE [MNatoma/Triton II] [8@36:7210]

©80:81.2 USB controller [@c@3]: Intel Corporation 82371SB PIIX3 USB [Matoma/Triton II] [8086:7828] (rev @1)
©8:01.3 Bridge [0680]: Intel Corporation 82371AB/EB/MB PIIX4 ACPI [8886:7113] (rev @3)

98:03.0 Unclassified device [@@ff]: Red Hat Inc Virtio memory balloon [1af4:1802]

98:85.0 SC5I storage controller [81@@8]: Red Hat Inc Virtio SCSI [1af4:1004]

©9:08.0 Communication controller [878@]: Red Hat Inc Virtio console [laf4:1@83]

©8:12.0 Ethernet controller [820@]: Intel Corporation 8254@EM Gigabit Ethernet Controller [8886:18@e] (rev @83)
©8:13.0 Ethernet controller [820@]: Intel Corporation 8254@EM Gigabit Ethernet Controller [8886:180e] (rev @83)

a
a
1
2
3
99:82.0 VGA compatible controller [8388]: Device [1234:1111] (rev 82)
a
a
a
a
a

Puc. 32

4.3.2.4. brnok «MHpopmalus o ceTeBbIX nHTEpdecax»

B 6noke «Muadpopmammst o cereBbix mHTepdeiicax» (cM. puc. 33) oroOpaxkaercs

uH(pOpPMAaIIUs O CETEBBIX KOHTPOJJIEPAX.

brok «udopmarus o cereBbix HHTEpPeiicax»

MHthopMaLne © CeTEBBIX MHTepheRcax:

©9:12.0 Ethernet controller [820@]: Intel Corporation 82548EM Gigabit Ethernet Controller [8@86:l@@e] (rev @3)
@2p8;: BOB6:188e (rev 83)
Subsystem: laf4:11@@
Physical Slot: 18
Control: I/0+ Mem+ BusMaster+ SpecCycle- MemWINV- VGASnoop- ParErr- Stepping- SERR+ FastB2B- DisINTx-
Status: Cap- 66MHz- UDF- FastB2B- ParErr- DEVSEL=fast >TAbort- <TAbort- <MAbort- >SERR- <PERR- INTx-
Latency: @
Interrupt: pin A routed to IRQ 1@
Region @: Memory at feb@@d@@ (32-bit non-prefetchable) [size=128K]
Region 1: I/0 ports at eBc@ [size=64]

Kernel driver in use: el@@@
Kernel modules: el@@g
©9:13.0 Ethernet controller [820@]: Intel Corporation 82548EM Gigabit Ethernet Controller [8@86:1@@e] (rev @3)
8208: 2086:10@e (rev 83)
Subsystem: laf4:11@@

Puc. 33
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4.3.2.5. bnok «MHpopmaIus 0 HaTUIUHU TTOAKITIOUCHUS

B 6noke «Mudopmanus o HaIMyuM MOAKIIOUEHUs» (cM. puc. 34) mpuBeneHa

nH(popMaIus 0 MOAKIIOYEHUH 110 CETEBBIM HHTEp(eicam.

brox «Mudopmarus 0 HATMYUU TIOIKITFOUCHHS

MHdopMaUKWA 0 HaNW4YMK NOgKNKYeHWA:

CocToAHue coeguHeHua (MII):

erspan@: link status: unknown (MII not supported)
eth®: negotiated 1@e@8baseT-FD flow-control, link ok

ethl: negotiated 1@e@ebaseT-FD flow-control, link ok
eth2: negotiated 18@ebaseT-FD flow-control, link ok
eth3: negotiated 1@e@ebaseT-FD flow-control, link ok

gred: link status: unknown (MII not supported)
gretap@: link status: unknown (MII not supported)
ifb@: link status: unknown (MII not supported)
ifbl: link status: wunknown (MII not supported)
ifb2: link status: wunknown (MII not supported)
ifb3: link status: wunknown (MII not supported)

CocToAHue coeguHedHua (ethtool):

Settings for erspan@:

Settings for eth@:
Speed: leeaMb/s
Duplex: Full
Link detected: yes

Settings for ethi:
Speed: leeaMb/s
Duplex: Full
Link detected: yes

Settings for eth2:
Speed: 1808Mb/s

Puc. 34
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4.3.2.6. brnox «Mudpopmarus o USB-ycTporicTBax»

B Omoke «Hudpopmanus

uHdopmaIus o moJakIoYeHusax no noptam USB.

()

USB-ycrpoiicTBax»

(cm. puc. 35)

brox «Mudopmarnus o USB ycTpoiicTBax»

Bus @81 Device

28
Bus 881 Device 881:

2:

ID @627:9001 Adomax Technology Co. Ltd

ID 1déb:

Puc. 35

8881 Linux Foundation 1.1 root hub

4.3.2.7. bnok «udopmarus o mpepbIBaHUIX)»

B Gnoke «Huadopmarus

uH(bOpMaIUs O MPEPhIBAHUSIX.

0

IMPEPBIBAHUAX)>

(cm. puc. 36)

Bxnanka «MHpopMaiiust 0 mpepbIBaHUIX

o

o

HDwnE oz
£ 30
===

&

Towom oo om
r I

" A S

48128

I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
PCI-MST
PCI-MST
PCI-MST
PCI-MST
PCI-MST
PCI-MST
PCI-MST

9-fasteoi
1e-fa
11-fasteol
12-edge
14-edge
15-edge
81920-edge
31921-edge
81922-edge
81923-edge
81924-edge
131672-edge
131673-edge

eoi

timer
18042
floppy
rtce

acpi

eth3 ethe
uhci_hed:usbl virtice ethi
is@42

ata_piix

ata_piix

virtiol-config
rtiol-control

rtiol-e

nt

rtiol-request
virtiol-request
virtio2-config

virtio2-virtqueues

Non-maskable interrupts

Local timer interrupts

Spurious

interrupts

performance monitoring interrupts

IRQ work

APIC ICR read retries

interrupts

Rescheduling interrupts

Function call interrupts

TLE shoo

tdowns

Thermal event interrupts
Threshold APIC interrupts

Deferred Error APIC interrupts

Machine check exceptions

Machine

Hyp 1

check polls

or callback interrupts

-V reenlightenment interrupts

Hyper-V stimer® interrupts

Posted-interrupt notification event

Nested p

o5

interrupt

ent

Posted-interrupt wakeup event

Puc. 36

eth2

npuBEACHA

IMpUBCACHA
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4.3.2.8. brnok «MHpopmalus 0 CriucKke mpoIeccCoB

B Omoke «Muadbopmammst o cmucke mporeccoB» (cM. puc. 37) TPUBOIUTCS

I/IH(bOpMaI_II/IH 0 BCCX IIPOTPAaMMHBIX ITPOUICCCAaX, 3AIIYIICHHBIX B U3CJINH.

USER
root
root
root
root
root
root
root

root

Bxnanka «MabopManus 0 Ciucke mporieccoBy

PID PPID %CPU %MEM V57 RES TT STAT
2 6 8.8 8.8 & a ? =
3 2 8.8 9.8 & a ? I<
4 2 8.8 8.8 2 a ? 1<
& 2 8.8 9.8 & a ? I<
7 2 8.8 8.8 2 a ? I
a8 2 8.8 9.8 & a ? I<
9 2 8.8 9.8 & a ? =
1@ 2 8.8 9.8 & a ? i |
Puc. 37

STARTED

May
May
May
May
May
May
May

May

24
24
24
24
24
24
24
24

515
aa:
a8
aa:
a8
aa:
8 :
2a:

Nudopmariis o ciricke mporpaMMHBIX MTPOIIECCOB

CO CJIICAyOIUMHU ImapaMCTpaMu:

1) «USER» — nonb30Barenb, 3ayCTUBILNNA TPOLIECC;

2) «PID» — ugenTudukarop mporecca;

TIME COMMAMND
:08 [kthreadd]

[ex]

@

88:28 \_ [rcu_gp]

@2:08 \_ [rcu_par_gp]

88:20 \_ [kworker/@:8H-kblockd]

88:21 \_ [kworker/u4:@-events_unbound]
88:80 \_ [mm_percpu_wq]

80:83 \_ [ksoftirqgd/e]

8 \

o]

:19 [rcu_sched]

MIPEICTABJICHA B BHUJIC TAOIUIIBI

3) «PPID» — naeHTHPUKATOP POIUTEIHCKOTO MPOLIECCA;

4) «%CPUy — mpoI1eHT NCIOIh30BaHUS MPOIIECCOPHON MOIITHOCTH;

5) «%MEM)» — npoIeHT UCTIOIb30BaHUsI TaMSITH;

6) «VSZ» — pa3mep BUPTyaIbHON MaMSITH;

7) «RSS» — pa3mep 3a71eiICTBOBAaHHOM OIIEPATUBHOMN MMaMSITH;

8) «TT» — repmunan TTY;

9) «STAT» — Texyllee COCTOSTHUE TTPOLIecca;
10) «STARTED» — Bpemst Hauaia npouecca;
11) «TIME» — Bpems paboTsI miporiecca;

12) «COMMAND» — npeduxc nporiecca.
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4.3.2.9. bnok «3arpyK€HHbIE MOAYJIN»

B Onoke «3Barpyxenusie Momynau» (cM. puc. 38) mpuBoauTcs uWHMOpMAaIUs

0 BCCX 3arpy’KCHHBIX MOAYJIAX.

biiok «3arpyKeHHbIE MOy JIH»

Puc. 38

Nudopmanms o 3arpyXeHHbIX MOAYJISX TpEJCTaBlieHa B BHUAE TaOJIMIIbI
CO CIEAYIOIMIMMH apaMeTpaMu:

1) «Module» — Ha3Banue MomyIs;
2) «Size» — pazmep MOITYJIS;

3) «Used by» — ucnionb3yercsi CETeBbIM UHTEPQECcoM.

4.3.2.10. bnok «CuctemMHbI€ IEPEMEHHbBIC»

B Onoke «Cucremnble mnepeMeHHbIe» (cM. puc.39) mnpuBoguTcs HHPOpPMAIUSI

O CUCTCMHBIX IICPCMCHHBIX.

BKJI&,IIK& «CHcTeMHbIC IMCPCMCHHBICY

Puc. 39
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4.3.3. ITogpaznen «CoCTOSIHUE CETHY

[Moppaznen «CocTosiHME ceTW» TMpeAHa3HaueH g OTOOpakeHus WH(pOpMaluu
10 BCEM CETEBbIM MHTepdeiicam.
Jlnst yooOcTBa HaBWUTAIMKM TIO TOApa3ely BBEpxy crpaHuilel (cM. puc. 40)

MPEyCMOTPEHBI CCHUIKU Ha OJIOKH.

Ccbuiku Ha 6510ku noapasaena « COCTOSIHUE CeTH»

PYBMKOH
WHTepdeichl | SnemeHTbl TaBnMuUbl MapLupyTU3aumm | ARP Tatnuuya

Puc. 40

[Moapasnen «CocTosiHEE CETH» CONEPKUT CieLyromue OI0KuU:

1) 6ok «MHuTepdeiico;

2) 0ok «neMeHThI TaONUIBl MAPIIPY TU3ALIUN;

3) 6ok «ARP Tabnmiiay.

[Ipu HaxaTMu Ha CCBUIKY, DKpPaH IEPEHOCUTCS Ha COOTBETCTBYIONIMU OJIOK

¢ uHdopMmanuei.
4.3.3.1. bnok «uTepdericen

B Onoke «Mutepdeiicer» (cM. puc. 41) mnpencraBieHa HHPoOpMalMs O BCex
ceTeBBIX MHTep(Peiicax.

Nudopmarys mpuBoAUTCS MO KOKIOMY CETeBOMY UHTEPQEHCY.
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brok «MHTEpdetich

WuTepdencsl:

erspand: flags=4898<BROADCAST,MULTICAST> mtu 1458
ether @8:00:00:00:00:82 txqueuslen 1888 (Ethernet)
RX packets @ bytes @ (8.8 B)
RX errors @ dropped 8 overruns @ fTrame 8
TX packets 8 bytes & (8.8 B)
TX errors @ dropped @ overruns @ carrier 8 collisions @

eth®: flags=4163<UP,BROADCAST,RUNMING,MULTICAST> mtu 1586
inet 1@.8.5%.222 netmask 255.255%.255.8 broadcast @.08.8.8
ether de:1@:a4:1a3:f9:b1 txqueuslen 1888 (Ethernet)
RX packets 418583 bytes 74545386 (71.8 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 248933 bytes 92145188 (87.8 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

Puc. 41

4.3.3.2. biok «2neMeHTbI Ta0IHIIBI MapUIPyTH3ALUI

B Onoke «OnemeHThl TAaOMMIBI MapuipyThzanuu» (cMm. puc. 42) mpuBeaeHa

uH(}OpMAIUS TT0 BCEM TabIUIIaM MapIIPyTU3AIHH.
brox «2neMeHThI TabIUIBI MAPIIPYTU3ALHID)

3NeMeHTEl TA6NULUEl MApLWPYTH3ALWK:

&: from all lookup local

32766: from all loockup main
32767: Trom all lookup default

default via 18.8.5.1 dev ethe

18.8.5.8/24 dev eth® proto kernel scope link src 18.8.5.222

192.168.2.8/24 dev ethl proto kernel scope link src 192.168.2.1

192.168.3.8/24 dev eth2 proto kernel scope link src 192.188.3.1

192.1658.4.8/24 dev eth3 proto kernel scope link src 192.168.4.1

broadcast 18.8.5.8 dev eth® table local proto kernel scope link src 18.8.5.222

Puc. 42
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4.3.3.3. biiok «ARP Tabmuma»

B  Omoke «ARP  tabmuma»  (cMm. puc.43) mpuBeneHa  HHpoOpMAaIus

o BceM MAC-aapecam, npuBsi3aHHbIM K [P-agpecam.
brox «ARP Tabmura»

ARP TaGnuua:

== Hiitype HWaddress Flags Mask Iface
16.8.5.1 ether 9@:8d:78:4a3:03:680 C ethe

Puc. 43

Nudopmarus o ARP Tabmmiax mpencraBieHa B BUE TaOJIUIIBI CO CIIEIYIONTUMUA

napaMeTpamu:
1) «Address» — IP-aapec ycTpoiicTBa;
2) «HWtype» — tin ycTpoiicTBa;
3) «HWaddress» — MAC-aapec ycTpoiicTBa;
4) «Flags Mask» — Tun 3anucy;

5) «Iface» — Ha3Banue unTEpdeiica.
4.3.4. lloppaznen «Iloacuer Tpaduxan

[Toppaznen «lIloacuer Tpaduka» (cM. puc.44) mpenHasHaueH IJsi OTOOpaKeHUs

Kojau4ecTBa Tpaduka B JETalW3alWd 10 alapaTHBIM CETEBBIM HHTEpdericam

3a OHpCHCHCHHBIﬁ Imepuoa BpCMCHU.
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[Tonpaznen «Iloacuer Tpadukar»

o
o
S
]
=]

i
by
o
=]
2
<]
=]
o
g
<]
=
o
L
=1
o
]
=
5
o
o
1
]
<
N
=)
I
[N)

0620p HCNONL30BAKKMA:

B Ttabmumne 12 mpuBeneHo

Puc. 44

OIMKMCAaHUC

KoH@urypauua noacyéra Tpaduka || == |

BxoaAwni Wexoaawmi

0.00 MB 0.00 MB

Bxoaawwn Wexogawni

0.00 MB 0.00 MB
BXoAAWMiA Wcxopsuwni

0.00 MB 0.00 MB
BxoAAwunit

0.00 MB

Wecxogawnin

0.00 MB

9JICMCHTOB  IoApasaciia «Iloxgcuer

Tpaduka.

Tabnuma 12 — Onucanue snemenToB noapasnaena «lloacuer Tpapukar

DJIeMEHT

Onucanue

Brimanmaromuii Ciucox
«Mecsm»

[Ipeana3naueH 111 BBIOOpAa HEOOXOIUMOTO JJIST OTOOpaKEHUS
MecsIa

Brmanaronuii cnucok «I"omy»

[IpennasHaueH 1t BbIOOpa HEOOXOIUMOTO TSl OTOOpaKEHUS To/1a

Knomnxka «O0HOBIEHMEY

[IpennasHaueHa /Ui HPUMEHEHUSI BBIOPAHHBIX BPEMEHHBIX
apaMeTpOB BBINAAIONINX CIMCKOB M OOHOBJICHHH HH(OpMaNny B
TabJIuIle BBIBOJA MO/IcUYeTa Tpaduka

Knomnka «Kondurypamus
nojcuera Tpadukay

[IpenHnazHaueHa 11 OTKPBITHS CTPAHUIIBI KOHPUTYypalliy OJICYeTa
Tpaduka:

— mojicueT Tpaduka MPOU3BOIUTCS MTPH AKTUBHOM 4eKOOKCe
«[Toncuér Tpaduka BKIIOUEH;

— IIpY aKTUBHOM 4eKkOokce «OToOpakaTh MOICYNTAHHBIN TpaduK Ha
CTapTOBOM CTpaHUIIE» HAa CTAPTOBOM CTPaHUIE OTOOpaKaeTCs
nH(pOpMaLKs 0 OACUUTAHHOM TpaUKE TOJIBKO AJIsl KKPACHBIX»
uHTepeiicoB (cM. puc. 7u 9)

W
W

Knomnka «Ilepexon k pacuimpeHHON KOHQUTYpALIUN».
[Ipenna3HaueHa i1 OTKPBITHUS CTPAHUIIBI PACIIMPEHHOM

Knomka « » KoH(UTryparmu mojcuera Tpaduka
Ta6muma «O630p [Ipeana3znauena 11t 0TOOpaXkeHUss UHPOPMAIIUH O TIOJICYUTAHHOM
MCII0JIb30BaHUs» Tpaduke
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Nudopmanmsa mno mnoacuety Tpaduka mpeacTaBieHa B BUAE  TaOIMIIbI
CO CJICIYIOIIMMU NTapaMeTpaMu:

1) «/lata» — nara, Ha KOTOPYIO MPOM3BEICH MOACUET TpaduKa,

2) «Bxopasimii» — KOMMYECTBO BXOIAIIETO Tpaduka;

3) «Mcxonsmuiny — KOTUIeCTBO UCXOSIIETO TpaduKa.
OtobOpaxenue UHPOPMaLUU O TOJICYUTAHHOM TpaduKe MOXKET ObITh MPEICTABICHO

B CJICAYIOIIUX MHTCPBAJIAX:

1) exxenHeBHOE OTOOpasKEHHE 3a TIEPUOJ] B OJJUH MecAll (110 YMOTYAHUIO — TEKYIIHA);

2) exeTHEeBHOE 0TOOpakeHUE 32 BEIOPAHHBIN HHTEPBAJl BPEMCHH.
4.3.5. Ilogpaznen «CoequHEHU

[Tonpazmen «Coenunenusi» (cm. puc.45) mnpemHasHadeH Jis OTOOpaKeHUS

I/IH(i)OpMaIII/II/I 00 aKTUBHBIX COCOAUMHCHHUAX.

[Tonpaznen «CoequHeHus»

TpaccHposka cef3x no NFTables
Otobpaxars. | Tpagmk v
CoxpaHuTb

HcxonHbii HcxogHeii ~ Oteer Otger

NakeTs! / BanTel MakeTsi / BanTsl

IP-anpec:Mopr
5

MpoTtokon

9/1678

14/ 2504
12/1740

tcp
tep
tcp
tcp
tcp
tcp
tcp
tep
tep
tcp
tcp
tcp

Nerenpa: nBC WHTEPHET BecnpoBogHan ceTb JemunurapusosaHHan 3oHa (DMZ) IPCop  IPsec OpenVPN

Puc. 45

HNudopmarimonHblii 610K Mojipasiesia MOKeT OTpa)kaTh OJIHY U3 CIASTYONTUX TaO Il

1) Tabmuna «Tpaduk» (10 yMoI4aHuIo);

2) Tabmuna «CoCcTOsSTHUEY.
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Jlnist mepexmoueHust Mex 1ty TabiaunaMu HeoOxoaumo B 6soke «TpaccupoBka cBszu
no NFTables» BbiOpaTh HazBaHue TaOMUIBI B BbIaAaromeM cnucke «OTodpaxarby
U HaxaTh KHOTIKY «CoxpaHuThy. CTpanuia OyeT aBToMaTudecky 0OHOBIIEHA U OTOOpa3UT

BBIOPAaHHYIO paHee TabuIry.
4.3.5.1. Tabnuua «Tpapur»

Tabnuna «Tpaduk» (cM. puc. 46) MOJCUYUTHIBAET KOJIMYECTBO MEPEJAHHBIX MAKETOB

B HeﬁCTBYIOIHHX COCIUHCHUAX.

Ta6muna «Tpaduk»

Otser Otser

NakeTw: / BaiTbl

14 /2504

168.56.101

26.101
168.56.101
168.56.101

168.56.101
168.56.101

Nerenpa: P9 MHTEPHET BecnposogHan ceTk JemnnurapusosarHan 3ona (DMZ) IPCop  IPsec OpenVPN

Puc. 46

Nudopmanusi mo coequHEHUAM TMpeJCcTaBieHa B BUJIE TaOJHMIBI CO CIEAYIOIIMMHU
ITIapaMeTpaMH:

1) «IIpoTokom» — Ha3BaHKHE MPOTOKOJIA COSAMHEHUS;

2) «Ucxonnsrit [P-anpec: [Topt ucToYHMKA» — 3aIpOC HA aIpeC U IOPT UCTOUHUKA,;

3) «Ucxomnsrit I1P-anpec: ITlopr HazHaueHUs» — wHbOpManus, coaepxkaiias [P-aapec
Y TIOPT CETEBOTO COENMHEHUSI-3aIIPOCa;

4) «IlakeTsl / BaTh — KOJTMYECTBO NIEPETAHHBIX MTAKETOB B OalTaX;

5) «OtBer [P-agpec: [lopT ncrouHnka» — OTBET Ha apec U MOPT UCTOYHUKA,;

6) «OtBer [P-anpec: [lopt HaznaueHus» — uapopmanus, conepxkarias [P-agpec u mopr
CETEBOIO COEIMHEHUA-OTBETA,;

7) «Ilakets! / BalThD» — KOMUYECTBO MEPEIAHHBIX TAKETOB B OailTax.

[Tox Tabnuneil mpencraBieHa JereHaa HBETOBOW MOJUTHKM HACTPOWKH CETEBBIX

uHTep(deicon.
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4.3.5.2. Tabnauua «CocrossHue»

Tabmuma «Coctostaue»  (cM. puc. 47) oToOpakaeT aKTyaJdbHOE COCTOSTHUE

JNEUCTBYIOIIUX COCIMHECHUU.

Taomuma «Cocrogaue»

3anpoc 3anpoc Oteer Otger Hcrexaer
Mpotokon CocTofHuHe BoineneHHbIi HcnonssosaHo

IP-appec:lopT HCTOUHHKA IP-appec:MopT HasHauyeHHA - (CexyHabl)
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

5 CLOSE 0 1
51 TIME_WA 0

Nerenna:  [PUE MHTEPHET BecnpoBonHan cetb JlemunurapusoBaHHanA 3oHa (DMZ) IPCop IPsec OpenVPN

Puc. 47

Nudopmanusi mo coequHEHUAM TpeJCcTaBieHa B BUJE TAOJIULBI CO CIEAYIOIIMMHU
[TIapaMeTpaMH:

1) «IIpoTokom» — Ha3BaHUE MPOTOKOJIA COCMHEHMS,

2) «3anpoc [P-agpec: [TopT ucroynnkay — 3anpoc Ha aapec U MOPT HCTOYHUKA,

3) «3ampoc IP-agpec: Ilopr HasHaueHms» — WHOpMaius, conepxkamas IP-agpec
Y TIOPT CETEBOTO COENMHEHHSI-3aIIPOCa;

4) «OtBert IP-agpec: IlopT ncTounnka» — OTBET HA a/Ipec U MOPT UCTOUHHKA;

5) «OtBet [P-agpec: [lopt HazHaueHus» — nuHpopMmarus, cogepkaias [P-anpec u mopt
CETEBOIO COEIMHEHUA-OTBETA,;

6) «Hcrekaet (CexyHp1)» — BpeMs 10 KOHIIA CECCUH;

7) «CocTosiHME» — COCTOSIHUE COCTMHEHUS,;

8) «BblaeNeHHBIN) — MPUHAICKHOCTH K BBIJICICHHBIM KaHAJIaM,

9) «Hcronap30BaH0» — HCIOIB30BAHO HA ,H&HHBIﬁ MOMCHT.

[Ton Tabnuileil mpencTaBieHa JIET€HJIa IIBETOBOM IMOJUTUKU HACTPOMKU CETEBBIX

uHTEp(PEcoB.
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4.3.6. Ilonpaznen «Cocrosinue uHTEPHEHCOBY

[Tonpaznen «Cocrosinue uHTEPHEHCOBY (cm. puc. 48) npeaHa3HaYeH
U1 OTOOPaKEHUS TEKYILETO COCTOSIHUSI CETEBBIX UHTEP(DENCOB.
[Tonpaznen «Coctosinue uHTEPHEHCOB»
PYEMKOH Qo r

Cocroanue uHTepdeicor

eth(

Mpuém 0.007 (Mbit/s)
MNepenava 0.014 (Mbit/s)
eth1

Mpuém 0.000 (Mbit/s)
Mepepaua 0.000 (Mbit/s)
eth2

Mpuém 0.000 (Mbit/s)
Mepenaua 0.000 (Mbit/s)
eth3

Mpuém 0.000 (Mbit/s)
lNepenaua 0.000 (Mbit/s)

Puc. 48

Jlnst kaxmoro cereBoro umHTepdeiica orobOpakaercs cKopocth mpuema (Mbit/s)

U CKOpocTh nepenaun (Mbit/s).
4.3.7. llogpaznen «NFTables»

[Mogpaznen  «NFTables» (cm.puc.49) mnpegHazHaueH s OTOOpa)keHUS

undopmaruu o NFTables.

[Tonpaznen «NFTables»

NF Tables:

Tabnuua: filter hd
Lienoyka: @ |

@ 3TO None MOXET OblTh NYCTHIM. QODHOBWTL

table ip filter {
chain input {
type filter hook input priority @; policy accept;

Puc. 49
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Jlns  u3MeHeHHMs Tuma TaOJuIbl HEOOXOAMMO BBIOpPaTh COOTBETCTBYIONIUMN

THUII B HACTIAIal01IeM criicke (cM. puc. 50) u HakaTh KHONKY «OOHOBUTHY.
Bri6op tuna tabmmier « NFTables»

NF Tables:

Tabtnuua filter v

Puc. 50

4.3.7.1. Buapl JOCTYIHBIX K OTOOPaKEHUIO TaOJIHII

TaOGmuiel MOTYT OBITH CIEIYIOUINX THIIOB:

1) «filter» — Tabnuiia, npemHa3HaueHA YIS OTOOpaKEHUs TMpaBWwI  (PUIIBTpaIMK

0 PA3JIMYHBIM IOJISIM CETEBOTrO NakeTa (cM. puc. 51);

Taomuma «filter»

NFTables:

Tabnuua filter v
Llenoyka: @

@ OTO Nnone MOXET ObiTk NMyCThiM. OBHOBHUTL

table ip filter {
chain input {
type filter hook input priority @; policy accept;

chain forward {
type filter hook forward priority 0; policy accept;

chain output {
type filter hook output priority @; policy accept;

chain prerouting {
type filter hook prerouting priority -425; policy accept;

by

Puc. 51

2) «mangle» — Tabnuila, MpeaHa3HauYeHa Ui OTOOpakKeHHs MpaBWI Kiaccu(UKaluy

Y MapKHPOBKH MAKETOB, a Takke Moaudukanuu 3aronoBkoB TTL u TOS (cM. puc. 52);
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Tabmuma «manglex»

NFTables:
Tabna:
Llenoyka: @

© 3T0 Mone MOXKET BbiTb MyCThbIM.

table ip mangle {

chain PREROUTING {
type filter hook prerouting priority -150; policy accept;
counter packets 9045 bytes 1409881 jump MANGLEMARK
counter packets 9845 bytes 1409881 jump PROXYMANGLE
counter packets 9045 bytes 1409881 jump PORTFWMANGLE

+

chain INPUT {
type filter hook input priority -150; pelicy accept;

b

chain FORWARD {
type filter hook forward priority -150; policy accept;

+

chain OUTPUT {

type route hook output priority -158; policy accept;

¥

Puc. 52

3) «naty —Tabnuna, mpenHa3HayeHa Ui OTOOpaKEHUS MpaBUJ HM3MEHEHUs TOJel

CeTeBOro naketa npu ocyuiectieHnu Tpancauun NAT/PAT (cum. puc. 53);

Tabmnura «nat»

NFTables:

table ip nat {
chain PREROUTING {
type nat hook prerouting priority -100; pelicy
counter packets 1264 bytes 77800 jump CUSTOMPRE
counter packets 1264 bytes 77380 jump SQUID
tes 77800 jump PROXY
77800 jump PORTFW

counter pac

counter packets

chain INPUT {

type nat hook input priority 10@; policy accept;

chain POSTROUT {
type nat hook postrouting priority 100; policy accept;
counter packets 4 bytes 288 jump CUSTOMPOSTROUTING
counter packets 4 bytes 2808 jump REDMAT

ts 4 bytes 280 jump PROXYI

counter packets 4 bytes 288 jump PORTFWNAT

counter pac

Puc. 53
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4) «raw» — Tabnuia nmpegHa3HaYeHa Il OTOOPaKEHUSI TTPaBUIT (PUITBTPAITH TTAKETOB,

MpeIHa3HaYEeHHBIX JUII 00paOOTKU CUCTEMON OOHAPYKEHUSI BTOPKEHUM (CM. pHC. 54);

[Ipumeyanue. IIpaBuia ¢QuIbTpalMM MAKETOB  3alMCBIBAIOTCS B JIAaHHYIO — TaOnuIly
Mpyu HacTporike npasui 1o kHonke «COBy» B monpaznene «MexcereBoil Dkpan» — «IIpaBuina MexxceTeBoro

JKpaHay.

Ta0Omura «rawy»

NFTables:

table ip raw {
chain PREROUTING {
type filter hook prerouting priority -300; policy accept;
counter packets 9452 bytes 1543853 jump FW_ADMIN
counter packets 1536 bytes 188631 jump FW_IDS

B
i

chain OUTPUT {
type filter hook output priority -3@@; policy accept;

chain FW_IDS {
4
chain FW_ADMIN {
iifname “"eth3" meta l4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifname "eth2" meta l4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifpame "ethl™ meta ld4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifname "eth@" meta ld4proto tcp tcp dport 8443 counter packets 7916 bytes 1362422 accept

Puc. 54

4.3.7.2. Ilone «llemnouka

[Tone «llenouka» mpeaHa3HAUYEHO AJIS BBITOTHEHUS (QUIBTPALIMHU MO KOHKPETHOMY
napamerpy. s 3Toro HeoOXOAUMO BBECTH Mapamerp B TekcToBoe moje «llemoukay»

1 HaXxaTh KHONIKY «OOHOBHTHY (CM. puc. 55).
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[Tone «Ilenouka»

NFTables:
TaGnuua: filter w
Lienouka: @ |FW_ADMIN

o 370 none MoxeT Deims MyCTLIM OBHOBUTL

table ip filter {
chain FW_ADMIN {
iifname "eth2"™ meta l4proto tcp tcp dport 8443 counter packets © bytes @ accept
iifname "ethl™ meta l4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifname "eth®" meta l4proto tcp tcp dport 8443 counter packets 12693 bytes 1973679 accept

Puc. 55

4.3.8. Ilonpaznen « KOHTpOJIbHBIE CYyMMBI»

[Togpasznen «KoHTponbHble CyMMbI» (CM. puc. 56) mpelHa3HAYeH Ji1 MPOBEPKU

KOHTPOJIbHBIX CYMM U3ACJINA U COIMOCTABJIICHUSA 3TUX CYMM C OTAJIOHHBIMHU CYMMaMH.

[Tonpasznen «KOHTpOJIBHBIE CyMMBD»

PYBWKOH

KOHTpONkHbIE CYMMEI

MpoBEPHTE KOHTPOMBLHLIE CYMMbl

NocnegHAa nposepka: 2822 Jun 3@ PM

KoHTponbHbie Cymmb  OK

Owmbru
NpegynpewxgeHuna

KOHTpONkHLIE CYMMEI PelIawWnX npaeun COB

95352cb721a6@f54c59ddb4b17db@191  /etc/snort/rules/attack-responses.rules
4fac8ac3lfdace3o7eeléalilcfedéas Jetc/snort/rules/backdoor.rules
ccl7b68d94ae8atdlebbc2@c@7ddelld /etc/snort/rules/bad-traffic.rules
e58ealc161d93b5dbd8cladf8ach969c /etc/snort/rules/chat.rules
©94c97341e574d5d5b37829f6cb52c78  /etc/snort/rules/community-bot.rules
ae6767a04faagfoffeb280df50cas5ff  fetc/snort/rules/community-deleted. rules

Puc. 56
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HpOBepKa KOHTPOJIBHBIX CYMM IIPOUCXOOUT I10 CICAYIOIIUM KaTCrOpUAM:

1) xoHTpOIBHBIE CyMMBI pemaronux npasui COB;
2) KOHTpOJbHAs cyMMa (haiiyia KOHPUTYPALTUK MEKCETEBOTO SKPaHa;

3) KOHTPOJIbHBIE CyMMbI MOAYJIEH.

Pe3ynbrat npoBepku KOHTPOJIBHBIX CYMM OTOOpa)kaeTcs B BUIE CaMOl KOHTPOJIbHOM
CYMMBI U aJjpeca pelaronux IpaBull.

Jlnst Hayama TPOBEPKH KOHTPOJBHBIX CYMM HEOOXOJMMO HaXXaTh KHOIKY
«ITpoBEPUTH KOHTPOJIBHBIE CYMMBD».

B cayuae ycmemmHoW mTpoBepKH wu3Aenve BBIIACT coobmieHue — « KoHTposbHbBIC
cymMbl OK» (cM. puc. 56).

B cityyae BO3HUKHOBEHUSI HEUCITPABHOCTEW WIJIM pa3HOYTEHUM MOSBATCS COOOIICHUS

B noJisix «Oumobku» wn «lIpenynpexnenus» (cM. puc. 57).

[Tons «Omubkm» u «IlpeaynpexaeHus

HoHTponbHbie CyMMBbI

MpOBEPUTE KOHTPOMEHEIE CYMMl

MocnegHAA npoBepka: 19:07:00 30 May 2022

OwnBrn
ffusr/binshttp-gw OwnbBKa KOHTPONLHOM CYMMEI

Npegynpexgedna

Puc. 57

4.4. Paznen «CeTp»

Paznen «CeTb» coepKUT CIIETYIONTUE TIOPa3EIbL:
1) «IlceBnOHUMBIY;

2) «lopsiuee pezepBupoBanue CARPy;

3) «Hacrpoiika agantepoBy;

4) «MapupyTsl»;
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5) «Konduryparmst ARP»;
6) «OSPFy;

7) «BGPy»;

8) «VLANSsy;

9) «MocTbi»;

10) «O6venuHenne naTepeicony.
4.4.1. llogpaznen «IlceBnoHUMBID»Y

[Tompaznen «IlceBmoHnMBDy (CM. puc. 58) mpenHazHaueH AJIs 3aJaHus TICEBJOHHUMOB
CETEBBIX a/pecoB. /[aHHAsh BO3MOXHOCTh MPUMEHSIETCS JUIsl HA3HAUEHHSI HECKOJIbKUX CETEBBIX

TICEBJIOHUMOB JIJIs pa3ZieIeHus] BHYTPEHHUX PECYPCOB 110 CETEBOMY aJIpeCy.

[Toppaznen «lIceBmOHUMBD)

No6aBWTb HOBBIN NCEBAOHNM:
Wma: MNceepoHmmM [P Macka ceTu:

TeKyuiue nceBaoHUMbI:
a DeiicTene

g0
3.1 g
Nerenpa: [# Akt | T ] , O , . : : 0 , ﬁ

Puc. 58

B tabmuuie 13 npuBeaeHo onucaHue 3IeMeHTOB nojapasena «lIceBToHuMbD.

Tabnuma 13 — Onucanue snemMenToB noapasaena «llceBmoHnMb

DneMeHT Onucanue
ITone «ms» IIpennaszHaueHo MJId yKa3aHUs UMEHH IICEBJIOHMMA CETEBOIO ajapeca
ITone «IlceBnonum IP» [IpennaszHadeHo M yKa3aHus agpeca IICeBIOHUMA
ITone «Macka ceTtn» [Ipenna3HaueHo 1Sl yKa3aHUsl MAaCKU CETU
YekOoxkc «BxioueHo» [Ipenna3HaueH Ui BKIIOYEHUS/OTKIIIOUEHHS JAHHOTO NICEBIOHUMA

[Mpenna3HaueHa Uik COXpaHEHHS HACTPOECK MCEBIOHNMA CETEBOTO
ajpeca

3aroJI0BOK C BO3MOKHOCTBIO BKIFOUCHHUS] COPTUPOBKHU B KOJIOHKE
w
Knomnka « » TAGIHIIEL

Knomnka «/[o6aBuTH»
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DJIeMEHT Onucanue
Tabmuna «Texymue [IpennaznaueHa ast 0TOOpaKEHUS CITUCKA TICEBJJOHUMOB CETEBBIX
[ICEBIOHUMBI» uHTepdeiicon
YekOoxc «JlericTBrEe» [IpennasHaueH 1t BbIOOpA OMpEeIEHHOTO IICEBJOHNMA

‘? Knomnka «3menutsy. [Ipennasnauena nis n3MeHEHUs! BBIOPAHHOTO
Knomnka « ¥ » IICeBIOHMMA

| Knonka «Y nanute». [Ipeqnaznadena myist yaaaeHus: BBIOPAHHOTO
KHomnka « = » TICEBIOHUMA

Wupopmanus o criucke NCeBIOHUMOB CETEBBIX HHTEP(EHCOB NIPECTaBICHA B BHIE
Tabsuibl « Texyme ceBIOHUMBDY CO CIIETYIONIMMH MTapamMeTpaMu:

1) «msi»;

2) «lIceBnonum IPy»;

3) «Macka cetn;

4) «/[leiictBue».

[Tapametp «/lelicTBue» TMO3BOMSIET pPEJAKTUPOBATH WM YIAIUTh BBIOpaHHBIN
NICEBIOHUM B Tabnue « TexyIine nceBIOHUMBI.

[Tox Tabnurieii mpecTaBieHa JISTeHAa BCEX BO3MOXKHBIX JEHCTBUH C TICEBIOHUMAaMHU.
4.4.2. llogpaznen «I'opsiuee pezepsupoBanue CARP (VRRP)»

[Togpasznen  «l'opsuee  pesepBupoBanne CARP  (VRRP)»  (cm. puc. 59)
npenHa3HayeH /I YCTAaHOBKH TAapaMETPOB CIEIUATBHOTO PEXHUMa PE3epPBUPOBAHUS,
MpeIyCMaTPUBAIONINN HAMYHE JBYX YCTPOMCTB, KOTOPBIC, 332 HCKIFOYCHHEM CETEBBIX
uHTep(eiicoB, HACTPOCHHI OJMHAKOBO (MpaBWJIA, MAapIIPYyThl, TYHHEIH U T.IL.).
[Ipy 3TOM ONHO W3 YCTPOHCTB HAXOIUTCS B aKTHBHOM pabO4YeM COCTOSIHHH, a BTOPOE
B pe3epBHOM. AKTHBHOE YCTPONCTBO TEPHUOJAMYECKH OIOBEIIACT PE3EPBHOE O CBOEM
cTatyce. B cioydae ecim akTHBHOE YCTPOMCTBO BBIXOHT U3 CTPOS M IEPECTACT OTIPABIISATH
OTIOBEIIICHUSI, PE3EPBHOE YCTPOWCTBO MNpuUHHUMAeT (yHKIHH akTuBHOTO. Ilepemaua
nH(pOpMaIuu 1o ceTu Yepe3 KoMmiuieke «Pyoukon» BocctanaBnuBaercs. Koraa Beimemiee
M3 CTPOsI YCTPOWCTBO BHOBH OKAa3bIBACTCA B pab0O4YeM COCTOSIHUH, TO OHO OTIPABISICT
CO00IIIeHNE aKTUBHOMY PE3EPBHOMY O CBOEHl paboTocnocoObHocTH. Pe3sepBHOE yCTpOHCTBO
CHOBA MEPEXOAUT B TACCUBHBINA PEKUM OXKUIAHHMS.

[Ipumeuanue. Jlns ocymecTiaeHus: (GYHKINH TOPSYETO PE3EPBUPOBAHMS UCTIONB3YETCS TIPOTOKOI
pesepsupoBannss CARP (cozmannsiii Ha ocHoBe npoTokonaa VRRP (RFC 2281, RFC 3768)).
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[Tonpaznen «I'opsiuee pezepBupoBanre CARP (VRRP)»

FopAvee pezepeMpoBaHHe CARP (VRRP)

BKNIOYATE YHKLMIO TOPAYETD PE3EPBUPOBAHNA
/icnonb30BaTh AaHHOE YCTPOACTEO, KaK MaBHoe
3anepwKa MeXIy 3anpocaMu, Cek

IP-agpec ayGnupyrolLero yCTpORCTEa

[Mapont coeqMHEHWA | |

COXpaHWThk | CHMHXPOHM3WPOBATL

WHTepdechl

GREEN_1(eth0)
GREEN_2(eth1)
GREEN_3(eth2)
GREEN_4(eth3)

IP-agpec  CocToAHWe

0000
TR

Puc. 59

B tabnure 13 npuBeneHo onrcanue 3eMEHTOB Nojipasaena «I'opsuee pesepBUpoOBaHHE

CARP (VRRP)».

Tabmuna 14 — Onucanue snemeHToB nojpaszena «I'opsuee pesepsupoBanue CARP (VRRP)»

DIeEMEHT

Onucanue

YekOokce «BKIH0YnTH
(GYHKIHIO TOPSYETO
pe3epBUPOBAHUSDY

[TpennaznaueH 11 BKIOYEHUS PYHKIIMU FOPSYETo pPe3epBUPOBAHUS

Yeko6oxkc «Mcnonp3oBaTh
JTAHHOE YCTPOMCTBO, KaK
[JIABHOE)»

[TpennazHaueH s BKIIOYESHHSI/OTKIIIOUEHUS UCTIOIb30BaHUS U3ENUs
B KaueCTBE IJIaBHOTO yCTPOMCTBA

[Tone «3anepxka MEXIY
3alpocaMu, CeK»

[IpennasHaueHo A5 BBOJA 3aI€PKKU MEXKIY 3aripocamu 00
AKTUBHOCTH MU3JETIHS

[Tone «IP-agpec
TyOIUPYIOIIETo YCTPOHCTBaY

[Ipennasnaueno s ykazanus [P-aapeca yctpoiicTBa, KOTOpoe
HaxonuTcs B pesepse. [1o ykazanHOMy aapecy OyJeT OCyIeCTBISATHCS
CHHXPOHHU3AIMs YCTPONCTB




69

HIIEII.465614.002PII
DJIeMEHT Onucanue
[Tone «ITaposb coenunenus» | IIpegnazHaueHo aJisi BBOJA MAPOJIsi COSAMHEHUS
KHortka «CoXpaHuTh» [IpenHa3HaueHa 115 COXpaHEHUsl yCTaHOBJIEHHBIX 1aPAMETPOB
(GYHKIIUHN rOpsSYEro pe3epBUPOBAHMUS
Knomnka
[TpennaznaueHa Jyisi OOHOBJIEHUS JAHHBIX B MO/pa3zelie
«CUHXpOHHU3UPOBATHY
[Ipenna3HaueHa i BKIIOYECHUS HHTEP(EHCOB B CITUCOK
Tabmuma «Ilepedenn pe3epBUPYEMBIX, a TaK)Ke 0TOOpakeHUs1 HH(OOPMAITUK O HACTPOSHHBIX
uHTEepeiicoBy uHTepdeiicax. OToOpaxaercss BAPTYaIbHbIN aJpec U TEKyIIee
cocTosiHME HHTepdeiica
[Mpennaznauen s uaaukanuu cocrosaus (BKJI/BBIKII) cepBuca
Yex6oxc «CocTostHUE pe3epBUpOBaHMs YKazaHHOTO HHTepdetica. Ecnu crout rayouka,
uHTepdeiica» yKa3aHHbIN HHTEpdeiic OyneT pe3epBUPOBATHCS B CIydae OTKa3a
YCTpOMCTBA
Knonka «13menuts». [Ipennaznauena s nepexoza rna CTpaHULly
KHONKA « ‘? » peAaKTUPOBAHUS TAPaMETPOB PE3EPBUPOBAHUS BEIOPAHHOTO
uHTepdeiica

Nudopmanus B Tabnune «Ilepedens untepdericony mpencraBieHa co CaeayonuMu
napaMeTpamu:

1) «MuTepdeiicey;

2) «IP-agpecy;

3) «CocTtosiHuEeY.

[locne nHaxkatuss Ha KHONKY «l/3MEHUTBH» OTKpOETCS MEHIO pPEeAaKTHPOBAHUS
uHTepdeiica (cm. puc. 60). JlaHHbI 010K NIO3BOJISIET 100aBUTh
BUpTyalbHbI [P-aapec pesepBupyemoro wuHTepdelica W aKTUBHPOBATH €ro, BHIOpaB
4eKOOKC «BKIIIOUNTE BUPTYaJIbHBIH 1p-aJpecy.

J71st nprMeHeHus] HOBOM HACTPOUKHM HEOOXOMMO HaXaTh KHOMKY «COXpaHUThY.

Menrto pegakTupoBaHus nHTepdeiica

YCTAHOBKA NapaMeTpos PE3EPEMPOBaHMA ANA MHTEpdeidca'GREEN 1

BEMHOYNTE BUPTYanbHbIK ip-agpec || COXPaHUTL || OTMmeHa |

Puc. 60
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4.4.3. ITogpaznen «HacTtpoiika agantepoBy

[Tonpaznen «Hactpoiika aZanTepoB» (cm. puc. 61) npeaHa3HaueH
JUISL TIPUCBOEHUSI IIBETOB CYIIECTBYIOIIMM (PU3HMYECKHM ceTeBbIM HHTepdeiicam
(amanmrepaM) B COOTBETCTBHH C IIBETOBOW MOJIUTUKOM, TOAPOOHO OTIMCAHHOU B MOJpA3cIie

«Hactpoiika MEKCETEBOTO JKpaHay PYKOBOJICTBA aAMUHUCTpATOpA
HITEIIL.465614.002PA.

[Tonpasznen «Hactporika agantepoB»
PYBWKOH CN

HacTpoi#ika agantepos
Wms uHTepdeiica LigeT uHTepdeiica WaMeHUTE
etho GREEN
eth1 GREEN
eth2 GREEN
eth3 GREEN

Teww

Puc. 61

Nudopmanusa B Tabmuiie «HacTpolika agantepoB» NpenCcTaBlieHa CO CIEIYIONUMA

napaMeTpamu:

1) «ms untepdeiicar;
2) «lIBer unrepdeiicar;

3) xHomKa «M3BMEHUTBY.

Kuonka «M3meHuTs» (0) MO3BOJISIET PENAKTUPOBATh BBIOPAHHBIA  aJanTep

B Tabnuie «Hactpoiika agantepoBy» (cm. puc. 62).

PenaxtupoBanue Tabmuisl «Hactpoiika agantepay

HacTpoliKka aganTepoB

Wmsa uHTepdeiica LiBeT WHTepdeiica W3MeHNTE
[eno | A
eth1 GREEN 7
eth2 GREEN 7
eth3 GREEN 7

Puc. 62
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Hoctynen k u3ameHeHuto mapametp «Mmst unrepdeiica» (B popme 1moss ais BBoA)
u «Bet nunrtepdeiica» (B popme BbINATAIONIETO CIIUCKA).

JIns coxpaHeHUs U3MEHEHUM HACTPOEK KaXKJIOro ajantepa He0OX0IUMO HaXKMMAaTh

KHOIKY «COXpaHutTh» ( s ).
4.4.4. Ilonpaznen «MapmpyTbD»

[Mogpazgen  «MapmpyTe»  (cM. puc. 63)  mpeaHazHayeH Il  BHECEHUS

AJIEMEHTOB B TaOJIUIly MapUIPyTU3AIUU U3CIHS.

[Togpaznen «MapmpyTen

~  PYBMKOH

Mapuipy bl
KoHturypaLisa MapwpyTos

Hus

Apec ceTh HashavenA

Macka ceTH HasHa4YeHHa

Agpec wniosa

. ethd v
Wun cetesoro uHTepheiica

MapLipyTusaLys no metke

MeTpuka

CraTHueckue MaplpyTe:

Hun Cems Macxa ceri MpomexyTounoi agpec  YoTpoierso Mema Merpnka

routeovpn 192.168.14.0 255.255.255.0 10911 tun0 m

MapwpyTel no c (Round-robin), Ges

AZpeC WINI33 N0 YMOaHHIG AZDEC WA 10 YIMONHaHKIo
1 2
Bec wapLupyTa Bec uapLupyTa

COXPAHUTE

Puc. 63

B Tabnuie 15 npuBeseHo onucanue 3JEMEHTOB nozpaszena « MapipyTbh».

Tabmuna 15 — Onucanue 31neMeHToB nojapasaena « MappyTbn»

DJ1eMeHT Ornucanue

Konduryparnus mapupyToB

[IpenHa3HaueHo 1Tl yKa3aHHsl IMEHU CETeBOro MapmipyTa. Mms
JIOJDKHO COCTOSITh U3 JIATUHCKUX OyKB 1 udp. OHO peTHa3HAYCHO
JUIs y100CTBa aAMUHUCTPATOPA U HE BIHSIET Ha paboTy MEXCETEBOTO
sKpaHa (naiee — MD)

ITone «Mma»

ITone «Anpec cetu

[MpeaHazHAUCHO IS YKa3aHUS MAPIIPYTU3UPYEMOIl CETH
Ha3HAYCHUS pea ALy pHpy py
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DJIeMEHT Onucanue
[Tone «Macka cetu [IpenHa3zHadeHo 1715 yKa3aHUs MacKy MapIIPyTU3HPYEMOU CETH.
Ha3HA4YCHMS» Macka 3agaeTcsi B IOJIHOM JECITUYHOM BUIE

[Ipenna3znaueHo AJig yKa3zaHUs CETEBOIO ajpeca MEepBOro IMuIk03a,

yepe3 KOTOPbIil OyAeT IPOIokKEeH MapIIPyT

Brmapgaromuii cnucok «Mms | [IpennasnayueH 115 ykazaHusi MMEHHM CETEBOIO YCTPOMCTBA, Yepe3
ceTeBOro uurepdericay KOTOpO€ OYyJIET MPOJIOKEH MapIIpyT

[IpennaznaueHo /Ui yKa3aHUsl METKH, TPUCBAaUBaeMON MaKeTy

MEXKCETEBBIM YKPAaHOM I MapLIPyTU3aLUK, YIIPaBIsieMON

MEKCETEBBIM SKPAHOM

Hpe;lHa3Haquo IJId YKa3aHud YMCJIIOBOr0 3HAUYCHU A, BIIUAIOMICTO HA

BbIOOp MapuIpyTa B KOMIBIOTEPHBIX CETAX

[Tone «Anpec nu03a

ITone «MapiupyTtusanus 1o
METKE»

[Tone «Metpukay

Knormka «/{o6aBuTh» JobaBisieT (coxpaHseT) yKa3aHHbIC KOHPUTYpaIuu B OJI0Ke

Crarndeckue MapipyThl

Taomuna «Crarnueckue [Ipenna3nauena s oTrobpaxkeHus nHGpopManuu o Tabauie
MAapIIPyThD) MapLIPYTU3ALUU U3IEIIHS

[TpennazHaueHa JUIs yaaJIeHUs BEIOPAaHHOTO MapIIpyTa U3 MepeyHs

CTaTUYECKUX MApLIPYTOB

Kuonka «Y maaure»

MapuipyThl 110 YMOJTYAHHIO C BO3MOXKHOCTBIO OanancupoBku (Round-robin), 6e3 0Tka30ycTOWYHMBOCTH

[Tone mox6noka 1 u 2 «Anpec | [Ipennaznaueno s BBosa [P-agpeca numo3a, MCmonb3yemMoro no
1IJIF033 IO YMOJIYaHUIO» YMOJTYaHHIO
[one moxGnoka 1 u 2
«Bec mapuipyTtay

[IpennasHaueHo A5 yKa3aHus Beca (IpUOpUTETa BHIOOpA) MapIipyTa

I[Ipumeuanue. Ilpu 3anonnenun nonei 1 «Anpec nuio3a o yMoI4aHUIO» U 2 « AIpec 1IUTI03a 110
YMOITYaHHIO» HE0OX0IMMO 3anoiHATh nons 1 «Bec mapmpyTtay u 2 «Bec mapmipytay. [Ipu 3amomHeHIH TOIBKO
1 agpeca 11032 IO YMOTYaHUIO — BEC MApIIPYTa YKa3bIBaTh HE CIEAYET.

Tabnuna «CraTudeckue MapuIpyThl» C TMEPEYHEM CTaTHYECKUX MapIIpyTOB

npencrasiieHa B 0j0ke «CTaTH4ecKkue MapipyThD» (CM. puc. 64).

bnok «Cratnyeckue MapiipyThD»

CTaTHyecke MapupyTel

MpomekyTouHbIA agpec YeTpocTeo MeTka MeTpuka

routeovpn 192.168.14.0 10911 tun0

Puc. 64

Nudopmanus B Tabnuiie «CTaTudeckrue MapipyThh IpeiCTaBlIeHa CO CIEAYOIMMU
napameTpamHu:

1) «msi»;

2) «CeTtby;
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3) «Macka cetny;

4) «IIpoMeKyTOUHBIHA aapecy;
5) «YcTpoiicTBOY;

6) «Metkay;

7) «Metpukay.

briok «MapmipyTsl IO YMOTYaHHUIO ¢ BO3MOXKHOCTHIO OamancupoBku (Round-robin),
0e3  OTKa30yCTOMYMBOCTH»  COACPKUT  OINHUCAHHE  MapIIPyTa, YCTAHOBJICHHOTO

0 yMOJIYaHuIo (cM. puc. 65).

biok «MapuipyTsl IO YMOJTYaHUIO ¢ BO3MOKHOCTRIO OanancupoBku (Round-robin),

0€3 0TKa30yCTOMYMBOCTIY

Puc. 65

4.4.5. lloppaznen «Kondurypauus ARP»

[Tonpaznen «Kondurypamnus ARP» npegHazHadeH 11 KOH(GUTyparuyu NpoTOKOJa

ARP ansa onpenenenus MAC-anpeca o uszBectuomy IP-anpecy (cM. puc. 66).

[Monpaznen «Kondurypauns ARP»

Hondurypauwa ARP
Kondmrypauun ARP
IP-agpec
MAC-agpec

NOBABUTH

Crnmcok sanuced ARP

192.168.14.11 52:54:00:e1:12:a2

192.165.5.1 52:54:00:e1:02:28

Puc. 66
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B Tabauie 16 IPUBEICHO OIMCaHueE DJIEMEHTOB nojipaszena

«Kondwuryparms ARP».

Tabmuna 16 — Onucanue nemMenToB nojpaszaena «Kondurypanus ARPy

DnemMeHT Onucanue
Kondurypamus ARP
ITone «IP-agpec» IIpennasznaueno misa BBona IP-agpeca
[Tone «MAC-anpec» [Ipennasnaueno qist BBoga MAC-aznpeca

[Ipenna3znauena juist BHeceHus 3anucu o coorBeTcTBuU MAC-anpeca
u [P-anpeca B Tabnuiry ARP. [Tocne Haxkatust TaHHON KHOTIKH
koH(urypamus ARP orobpaxkaercs B BUJie CIMCKa B HIDKHEH 9acTh
OKHa (cM. puc. 66)

Knomnka «Jlo6aBuTh»

Crucok 3anuceid ARP

Ta0muma [Ipenna3zHaueHa i1 0TOOpaKEHUS MOTH30BATEIBCKHUX 3aMCei
«Crucok 3anucern ARP» B ARP-Tabnuue n3nenus
Kuoonka «Y maaute» [Ipenna3zHaueHa 11 yaaJieHus BBIOpaHHOHN TOJIb30BATEIIbCKOM 3aITUCH

Hannuue 3ammceit B Ttabmuue ARP MoxHO yBuaeTh, mepeiiiss Ha BKIAJKY
«Cocrosinue» — «CocrossHue cetn». B Onoke wuHpopmamuu «ARP  tabnuuax
O0TOOpa)XaroTCsl COOTBETCTBYIOIIME 3alMCHU-comocTaBieHUs. [loOaBineHHass Ha BKIIAJKE
«Cetb» — «Kondurypanuss ARP» 3anuce snemeHTa  TabmuIl  MapKuUpyeTcs
JOTIOJIHUTENBHO (piiaroM «M». DTO MoKa3bIBaeT, YTO 3alMCh J00aBI€HA HA MOCTOSHHON
ocHOBE (cM. puc. 67).

[Ipumeuanue. B cmyuae ommbouHOro BBOAA mMapaMeTpoB OyzneT BbIIAHO COOOICHUE

0 HEBO3MOXKHOCTH co3/1aHus TpeOdyemoit ARP-3amucu B Tabmnmie.

biok undopmanun «ARP tabnuiay

eth
eth
ethl

Puc. 67
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4.4.6. ITogpaznen «OSPF»

[Mogpaznen «OSPF» (cm. puc. 68) mpeaHazHayeH UIsl YNOPABICHUS CIIyKOOU

JWHAMUYECKOW MapiIpyTu3anuu no nporokony OSPF.

[Monpaznen «OSPF»

ra

PYBWKOH Fal La

OSPF
Koudurypauun OSPF
Exnsounte cnyxGy OSPF
MoeHTrdreaTop MapWpyTUEaTOpa
napons tnyxbu OSPF
EEMIOUATE PECNPEAENEHNE

CTATHUBCEME MAPLUDYTOE
oBHapy=EHNE CORAMKEHWA

COXPAHWTD

COCROHME CETH C NOAKME HEHHEIMA MAPWRYTHITOPaMM

Aapec cemm JoHa (area D) Onucanee
CocenHue yane!
MEHTREIMESTOD MAPWPYTHZITORS Ommucakme
NOBABWTE
OBwme cemw
Agpec ceth OfnacTs Onmcaskne

[AOBABMTH

Kond@urypausa unTepdeicoe OSPF

i b
Murepd=ic s
MpwopuTer (pricrity} - NMpwopuTer sxbopa EslienedHoro wapwpyThIatopa(DR)
CrommocTs (cost) - NpwopuTer Bufopa weTepdeica
broadeast v
THI CETH
Pexum ayTenTndimkaunn
Bez nognucu
£ noanmCsl coobueHni
KNy ayTeHTRDMES LM
Kmiou noanwce cooBuwsHen
COXPAHWTE
WuTepdeicel
MHarepdeic MpuopaTer CTOMMOCTE MHTEpdeRca THN CETH Pexnm SyTEHTREWZIUMR DOencTame

Puc. 68
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[Toapaznen «OSPF» coctout u3 cieayromnmx 0J0KOB:

1) «Kondurypauuss OSPF» —3aganue mapameTpoB ycTpoHCTBa (OCHOBHOTO Y3I1a)
B aBToHOMHOMU cucteMme OSPF;

2) «Coceqnue ceTd € TNOAKIIOYEHHBIMH MapUIpyTHU3aTOPAMKU» — 3a/laHUE  CETeH,
B KOTOpbIE OyyT MepenaBaTbCcs aHOHCHI O MapIIpyTax;

3) «CocenHue y3ibD» —33JlaHUE TapaMETPOB cOceHUX MapiipytuzaropoB OSPF
JUIS1 B3aUMOJICMCTBUSI C HUMH M BBIYMCIICHUS 3PPEKTUBHBIX MapIIPYTOB;

4) «O61ue cetn» — ceTH, UH(HOpMAIHs 0 KOTOPbIX aHOHCHpyeTcs 1o npotokony OSPF;

5) «Kondurypauuss untepdericoB OSPF» —HacTpoiika cereBbIX uHTepdercoB
YCTPOMCTBA, UCIIOJIb3YEMBIX JIJIs1 B3auMojieicTBus 110 ripoTokoiry OSPF;

6) «HTepdeiicbn — ceTeBble  MHTEPPENCH, Yepe3 KOTopble OydeT MPOU3BOAUTHCS

OIOBELIECHUE IPYTUX Y3JIOB.

4.4.6.1. bnok «Kondurypauus OSPF»

B tabnuie 17 npuBeneno onucanue 3neMeHToB 0s10ka «Konduryparus OSPF.

Tabmuna 17 — Onucanue 3nemeHToB noapasnaena «Konduryparus OSPF»

DJIeMEHT

Onucanue

YekOokc
«Bximrounts ciyx0y OSPF»

[Ipenna3naueH AJis BKIIOYEHUS/OTKIIIOUeHHS CITyk0b61 OSPF

[Tone «nentuduxarop
MapIIpyTH3aTOpa»

[TpennasHaueHo A8 yKa3aHus UAEHTU(UKATOpa MapIIpyTU3aTOpa
OSPF. Unentudukarop MapmpyTuzaTopa — UACHTU(UKATOP B CETH,
0AHO3HAaYHO onpeaenstomux Mapupytuzatop OSPF. Jlonyctumo B
KadyecTBe HJICHTH(HUKATOpa HCII0JIb30BaTh KOppeKTHHIN [P-anpec B
(opmare NocIe0BaTEIbHOCTH YEThIPEX JAECATUUHBIX YUCET,
pa3zaeneHHbIX Toukamu. OObIUYHO, B KauecTBE UACHTH(UKATOpa
ucrnonb3yeTcs Haubonpmuit [IP-anpec cpenu narepdeiicon
MapIIpyTU3aTopa

[Tone «Ilaposb cimyKObI
OSPF»

[Ipenna3znaueHo ajs ykazaHus napods cirykos1 OSPF

YekOoKe
«BxII0UNTh pacnpeenenme
CTaTUYCCKUX MAPIIPYTOBY

[Ipenna3zHaueH 1)1 BKIIOUYEHUS/OTKIIFOUCHHS PACTIPEICIICHIS
CTaTUYECKUX MapIIPyTOB

YekO0KC
«OOHapy)eHHe COSTUHECHUSDY

[Ipenna3zHaueH BKIIOUEHHS/OTKIIIOUEHHSI UCTIOJIB30BAHUS PEKIMA
OTCJICKUBAHMS CBSA3M IpU padbore ciyx061 OSPF
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4.4.6.2. bnok «CocelHUE CETU C MOAKIIOUEHHBIMU MapUIPyTU3aTOPaAMU)

brnok «CocenHue cetm ¢ MNOAKIIOYEHHBIMA MAapLIPyTH3aTOPAMKW» IPEACTABICH
B BUJIE NIOJIEH JUIs1 BBOJIA, 00OPa3yrOIIMX TaOJIUILy, KOTOPAst COAEPIKUT CIIMCOK BCEX TOCTYTTHBIX
CETEN.

Tabnuma npeacTaBieHa co CIEAYIOMUMU JOCTYITHBIMU MOJISIMH JIJIs1 BBOJIA:

1) «Anpec cetn» — npeaHazHadeHo i BBoAa [P-anpeca cetu;

2) «3oHa (area ID)» —npenHazHayeHO Ui BBOAA  WJAECHTH(UKATOpa  30HBL
Wnentudukarop MoxkeT OBITh yKa3aH B JAECATMYHOM (opmare Wiau B (opmare 3amucu
[P-anpeca;

3) «Onucanue» — NpeIHa3HauYeHOo AJIsl BBOAA KPATKOIO ONKUCAHUS CETH.

Jlnsa noGaBieHHs HOBOM CETH C BBEACHHBIMH IMapaMeTpaMu HEOOXOAMMO MOocCie

3aIl0JTHEHMS MT0JIeH TaOIUIIBl HAXKaTh KHOMIKY «Jl00aBUTEY.
4.4.6.3. biiok «Cocennue y3ibh»

brok «Cocennue y3mb» IpeCTaBIeH B BUJIE TIOJICH 715l BBO/IA, 00Pa3yIONINX Ta0JIHITy,
KOTOpasi COJIEP>KUT CITMCOK BCEX JOCTYTHBIX Y3JIOB.

Tabnuma npeacTaBieHa co CIeAYIOMUMU JOCTYITHBIMU MOJISIMH JIJIs1 BBOJIA:

1) «Mpentudukarop MapuipyTu3aropay — npeaHazHadeHo s Beoma [P-agpeca
MapuIpyTHU3aTopa;

2) «Onucanue» — NpeaHa3HaueHo JJis BBOJA KPATKOTO OMMCAHUS y371a CETH.

Jl1st noOaBIieHHsI HOBOTO y3J1a CETH C BBE€JCHHBIMU ITapaMeTpamMu HE0OXOAMMO MocCIie

3aI0JIHeHUS ToJIeH TaOIHUIIbl HaXkKaTh KHONIKY «Jl00aBUTEY.
4.4.6.4. bnok «OO011me ceTw»

bnok «O61mue ceTn» mpencTaBlieH B BUE MOJEH A BBOA, 00pa3yoIuX Tabuily,
KOTOPasi COAEPIKUAT CITUCOK BCEX OOIINX CETEH.
Tabnuia npeacTaBieHa co ClIeAyIOIUMU JOCTYITHBIMU TOJISIMU JIJ1s1 BBOJA!

1) «Anpec cetn» — npeaHazHadeHo s BBoaa [P-aapeca cety;
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2) «O6nacTb» — peaHa3HauYeHo /Il BBOojAAa ujeHTHdUKaTopa 30HbL. Mnentuduxarop
MOXET OBITh YKa3aH B AecaTuaHoM Gopmare win B popmare 3ammcu [P-agpeca;

3) «Onucanue» — npeaHa3HaueHo sl BBOJA KPATKOTO OMKUCAHUS CETH.

Jlnst moGaBieHUsT HOBOM CETH C BBEJCHHBIMU IapaMeTpamMu HEOOXOIUMO TOCIIe

3aIlOJTHeHHUS TTOJIeH TaOIUIIbl HAXkKaTh KHOMIKY «Jl00aBUTEY.
4.4.6.5. bnok «Kondurypanus uarepdeiicoB OSPF»

brnox «Kondurypauuss unteppeiico OSPF» (cM. puc. 69) comepXuT CHIUCOK

BCeX MHTEp(PeEicoB.

bnox «Koudurypamus unreppericoB OSPF»

KoHdurypauusa wHTepdeiicoe OSPF

§ eth0 ~
MHTEpthEeNC
MpPWUOPKHTET (priority) - MPHOPHTET BeIGOPA BbIAENEHHOMO MapLUpyTH3aTopa(DR)
CTOMMOCTH (COSt) - MpHOpWTET BbiGOpa UHTEpDEIICa
broadcast v

TAN CETH

PeXHM ayTeHTUMKALMK
Be3 noanucu
C NOANWCEH COOBLIEHH

KMoy ayTeHTUDWKALMI

KoY noanuckH cooGLLeHw

Puc. 69

B Tabmuue 18 npuBegeHo omnucanue 3yeMeHTOB Onoka «Kondurypanus

unrepdeiico OSPF».

Tabnuma 18 — Onucanue snementoB 61oka «Kongurypanus uarepdeiico OSPF»

DIeMEHT Onucanue

Brimanmaromuii Ciucox [Ipenna3nauen a1 BeIOOpa nHTEpdEiica 1 UCIOIb30BAHUS 110
«UnuTepdeiicy nporokosy OSPF
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DeMEHT

Onucanue

[Tone «Ilpuopwuter (priority) -
[Tpuopuret BrIOOpa
BBIJICJIEHHOTO
MapmpyTtusaropa (DR)»

[IpennasHaueH i BBOJIa HOMEpa MPUOPUTETA BBIOOPA BBIIEIEHHOTO
MapupyTtusaropa. J(nanazon 3HaueHuii: ot 1 no 254

[Tone «CtoumocTts (cost) -
[Tpuopuret BrIOOpa
uHTepdeiica»

[IpenHa3HaueH A BBOAA MapaMeTpa OMpeIesIOnIero MpearnouTeHIs
o nmpoxoxaeHuto Tpaduka. B anropurme OSPF npemycmaTtpuBaercs
MOKAa3aTelh CTOMMOCTH UCIIOIh30BAHUS MapIIpyTa yepe3 TaHHBIH
unrepdetic. [Ipu cpaBHEeHUN ABYX MapmipyToB, OyJeT BRIOpaH TOT, JIst
KOTOpPOTO CyMMapHasi CTOMMOCTh OyzieT MeHbIe. [Ipu 3Tom He
00s3aTeNbHO, YTO HAa IAaHHOM MapIIpyTHU3aTOpe JYUYIIHi MapIpyT
OyIeT MpoXoauTh Yepe3 nHTepdeiic ¢ MUHIMAIIbHON CTOUMOCTEHIO.
JonycTumsl 1iesiounciaeHHble 3HadeHus ot 1 1o 65535

Brimamaronumii Criucox
«Tum cetn»

[IpennaznaueH ass BEIOOpA OTHOTO U3 CICAYIOIIUX TAPAMETPOB:
— broadcast;

— non-broadcast;

— point-to-multipoint;

— point-to-point

Pexum ayteHTHGUKaINN

Yexooxc «be3 moamucm»

[Ipennasnauen 1t BeIOOpa Merona ayTeHTU(puKanuu «be3 moxmucm».
3nauenne «be3 moamnucm» ycraHaBIMBaeTCs B CiIydae OTCYTCTBHS
ayTeHTH(UKALUU

YexOokcC
«C moanuceo cooOIIeHNID)

ITpennasnauen g BeiOOpa MeToa ayTeHTupukanun «C noanuceo
coobuieHuit». Mconb3yeTcs B ciiydae ayTeHTU(UKALMU Ha OCHOBE
MDS5 HMAC. B ciydae BeiOOpa TaHHOTO peXUMa ayTeHTU(PUKAITNH
HEo0X0IMMO 337aBaTh Takxke napamerp «Kiod moamnucu coobueHuii»

[Tone «Kirou
ayTeHTH(UKAITII

[Ipenna3zHaueHo I BBOJA KIFOYA, HCIIOIB3YEMOTO IS
OCYILIECTBIICHUS MTApOJIbHON ayTeHTUHUKAIMH. J[OITyCTUMBIMH
3HAUEHHUSAMH SIBIISIOTCS CTPOKH aI(paBUTHO-IU(PPOBBIX CHMBOJIOB
(marunckuit andasuT U dpsl 0-9) 1uHON 10 8 CUMBOJIOB

ITone «Kirou moanucu
COOOIIIEHUTIT»

[Ipenna3zHaueHo I BBOJA KIIFOYA, UCTIOJIB3YEMOTO /ISl 3alIUTHI
coobuienuii ¢ nomorupto anropurma MD5S HMAC. JlomycTuMbIMH
3HAUCHHUSAMH SIBIISIOTCS CTPOKH aI(aBUTHO-IU(PPOBBIX CHUMBOJIOB
(marunckuit andasuT U dpst 0-9) anuHON He 6oee 16 cHMBOIIOB

Knonka «CoxpaHuTb»

[Ipenna3zHaueHa aj1st COXpaHEHUS BBEJCHHBIX N3MCHEHUIT B
KOH(HUTypaIu

4.4.6.6. bnok «HTEepdeiich»

Tabnuna «UHTepdeiics» ¢ mepeuHeM Bcex A00aBICHHBIX B JTAHHOM MOpa3nese

uHtepdeiicoB npezacTasieHa B 6yoke « aTepderice» (cm. puc. 70).
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brok «MaTEpderich

ntepdeiicsi

o e
@

Puc. 70

Nnpopmanus B Tabmuue «VMHTEepdeics» NpeacTaBleHa CcO  CIAEAYIOLIUMU
napaMeTpamu:

1) «utepdeiicn;

2) «IIpuopurer;

3) «CroumocTb unTepdericar;

4) «Tun cetn»;

5) «Pexum ayTeHTUDUKAITIIY;

6) «/lelicTBuey.

B cronbue «JletictBue» wunpopmammonHoi Ttabmuiel «HTepdeiicey HaxaTue

i . .
Ha KHOTIKY «Y TauThy» (= ) MO3BOJISET yIaTUTh BEIOpaHHBIN HHTEpPEIiC.
4.4.7. llogpaznen «BGP»

[Tonpazmen «BGP» (cMm. puc. 71) mnpemHasHadeH [uisi yHpaBlIeHUS CITyKO0M
JUHAMHYECKOM MaplIpyTh3auuu no nportokory BGP.

[Toapa3zaen HacTPOHKH CTy>KObl TMHAMUYECKON MapIIpyTH3aIUH 110 npoTokoiay BGP
COCTOUT U3 TpeX OJIOKOB:

1) «Konduryparms BGP» — 3ananue nmapameTpoB y3i1a B aBToHOMHOM cucteme BGP;

2) «O01me cetn» — Ha3HAUCHHE CETEH, KOTOphble OyayT aHOHCUPOBATHCS COCEIHUM
y3nam-mapipytuzaropam BGP;

3) «CocenHue y3ibpD» —33JJaHAE MAapaMETPOB COCENHUX MapuipytusaropoB BGP

JUTSL B3aUMOJICUCTBUS C HUMU | BBIUMCIICHUS 3(D(PEKTUBHBIX MapIIPyTOB.



PYBEWKOH

BGP
KoHdourypauma BGP
Brniouuts BGP

WoeHTuukaTop mMapLupyT3aropa

Homep aeToH OMHOM CHCTEMBI

COXPAHWTL

OBLKe ceTh

AfPEC CETH

CocenHue yanel

WoeHTndnkatop MapipyTisaropa
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[Tonpaznen «BGP»
P A S
KoMMeHTapui
Homep aBTOHOMHOI YAANEHHOH CHCTEMBI Bec mapLupyta
Puc. 71

4.4.7.1. bnok «Kondurypauust BGP»

B Tabnwuie 19
«Kondurypanus BGP».

IMPUBCACHO OIMuCaHue QJICMCHTOB noapasaciia

Ta6muma 19 — Onucanue anemenToB nojapasaena «Konduryparnus BGPy»

DJ1eMeHT

Ornucanue

Yexookce «Briarounts BGP»

[IpennasHaueH U1t BKIIIOYSHUS/BBIKITIOUEHUS ciiyk0b1 BGP

[Tone «MnenTuduxarop
MapIIpyTU3aTopar

[Ipennaznadeno as BBoaa uaeHTudukaropa Mapmpyrtuzaropa BGP.
JlommycTiMO B KauecTBe UICHTU(UKATOPA UCTIOIB30BATh KOPPEKTHBIM
[P-anpec B popmaTe mociie1oBaTeIbHOCTH YETHIPEX IECITUIHBIX
4ucell, pa3ieleHHbIX ToukamMu. OOBIYHO, B KaYECTBE UICHTU(UKATOPA
ucrnonb3yeTcs Haubonpmuit [IP-anpec cpenu narepdeiicon
MapIIpyTU3aTopa

ITone «Homep aBTOHOMHOMU
CUCTEMBD)

IIpenna3znadeno 1j1st BBoJga HOMEpPa aBTOHOMHOM CUCTEMBI, KOTOPOil
MPUHAJICKUAT MapIIPyTU3ATOP (IMana3oH BO3MOKHBIX 3HAYCHHIMA
paBeH 1 — 65535 nis myOIMYHBIX HOMEPOB MCTIOIB3YETCS TMaIa3oH
1 — 64493, nnst npuBatHbIX 64512 — 65535)

Knonka «CoxpaHutb»

HpeJ:[Ha:sHaqua AJi1 COXPAaHCHUS BHCCCHHBIX U3MEHEHHI
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4.4.7.2. bnok «O011me ceTm»

brox «O0m1ue cetn» npeAcTaBieH B BUE MOJEH 1S BBOA, 00pa3yroMuX TaOJHILy,
KOTOPasi COAEPKUT CIUCOK BCEeX JOOABIEHHBIX B IAHHOM TOJIpa3/iesie CeTeH.
Tabnuma npeacTaBieHa co CIEAYIOMUMU JOCTYITHBIMU MOJISIMU JIJIs1 BBOJIA:

1) «Anopec cerm» —npenHazHadeHo i BBoga [P-agpeca cetw, MmapumipyTHas
UH(pOpMAIHS O KOTOPOH OyZeT pacipoCTPaHIThCS;

2) «KommeHTapuin» — mpeIHa3HaueHo IS BBOJIA ONMCAHUS CETH.

Jnst noGaBieHUsT HOBOM CETU C BBEJACHHBIMU IapaMeTpamMu HEOOXOJIHMMO TMOcCiie
KOPPEKTHOTO 3aIMlOJTHEHUS T0JIeH TaOJIUIIBI HAXKaTh KHOTIKY «/[00aBUTEY.

JloOaBnienHast cetb OyAeT oToOpaxkeHa B JaHHOW Tabmuie (cM. puc. 72),

|
rJe BMeCTO KHOMKHU «Jl00aBUTH» OyJeT AOCTYNMHa KHOMKa «YIanmuTb» (=), HaxaTue

KOTOPOM MO3BOJIUT yAAJTUTh 100aBICHHYIO pAHEE CETb.

bnox «O01me cetn»

O6wwne ceTH

ALpec ceTu KOoMMEHTapHIA

12.168.2.0/24 coment ﬁ

Puc. 72

4.4.7.3. biiok «CocenHue y3mib»

brnok «Cocennue y3ibl» MNpPEACTaBICH B BHJE TOJICH Ui BBOAA, OOpa3yrOIIUX

Ta0JIUITy, KOTOPAsk COJIEPIKUT CIIMCOK BCEX JOOABICHHBIX B JAHHOM TOApa3ee y3JI0B.
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Tabnuia npeacTaBieHa co CIeAYIOIKUMU JOCTYITHBIMU TOJIIMU JIJ1s1 BBOJA!

1) «nentudukarop mMapmpyTu3aTopa» — NpeaHa3HauYeHOo AJIs BBOAA WACHTH(UKATOpa
MapHIpyTH3aTOpa, KOTOPOMY OyayT MepenaBaThCcs COOOIEHHS O MapIIpyTaxX MO MPOTOKOIY
BGP. JlomyctumMo B KauecTBe WACHTHU(PHKATOPA HCHONB30BaTh KOppekTHhId [P-ampec
B (opMmare mNOCHIeNOBaTEIbHOCTH YETHIPEX JAECATUYHBIX YHUCEN, pa3esIeHHBbIX TOYKaMHU.
B o0iem ciiyyae B kauecTBe UAeHTU(]UKATOpa HCTIONb3yeTcs: Hanbomnbiuuid [P-anpec cpenu
uHTep(deicoB MapIIpyTU3ATOPA;

2) «Homep aBTOHOMHOM yHaJIeHHOM CHUCTEMbD» — MPEAHA3HAYEHO /JIsi BBOJA OOJIACTH,
KOTOPOM MPUHAJICKUT cocenqHuid Mapuipytuzarop BGP.  Jlomyctumbl — 3HaYeHUS:
ot 1 go 65535. IIpu sToM 3HayeHus ot 64512 10 65535 cuUTArOTCSI YACTHBIMU U HE JIOJKHBI
AHOHCHUPOBATHCS B TNIOOATBHYIO CETh;

3) «Bec mapuipyTa» — npeIHa3HAaYeHO MJisi BBOJA MpUOpUTETa JUIsi Mapuipyta. Bec
MaplupyTa — [oKa3areib, ONPEACTSIONIM  NPUOPUTET  BbBIOOpAa  MapuipyTa  4epes
HacTpauBaeMblii cocequuit mapipytuzarop BGP. Uem Bblie Bec mapiipyTa, Tem Ooree
IIPEAIIOYTUTENIBHBIM SIBIIETC MapIIpyT 4Yepe3 JaHHbIM COCENHMH y3en. JlomyCTMMBbIMU

3HAYECHUSAMH SIBIISIIOTC 1eJIbIe YKcia B quana3one ot 0 qo 65535.

Jlns moOaBJieHUsT HOBOTO y3j1a C BBEJACHHBIMU IMapaMeTpaMu HEOOXOJMMO TOCIe
KOPPEKTHOTO 3aI0JIHEHUS TI0JICH TaOJIHUIIBI HAKATh KHOMKY «J[00aBUTHY.

JloGaBiieHHbIN y3en OyaeT oToOpakeH B JTaHHOW TalOJyMIle, T/I€ BMECTO KHOTKHU
«/loGaBUTH» OYyJEeT MOCTYIHA KHOMKA «YJAIUThy, HAXKaTHe KOTOPOH MO3BOJHUT YIATUTh

n00aBIICHHBIN paHee y3ell.

[Ipumeuanue. B ciydae BBona ¥ MpUMEHEHUS] HEKOPPEKTHBIX MTAPaMETPOB, BHIBOAUTCS COOOIICHUE

00 ommoke (cM. puc. 73).

Coob6mienue 06 ommoke 61oka «CoceTHUE Y3IIbD»

[HeBepHbiit naeHTUbHKaTOp cocena

HesepHas yianeHHan aBTOHOMHaSA CHCTEMa
HesepHas yiangHHan aBTOHOMHaA CHCTEMa
HesepHbIA BeC

Puc. 73
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4.4.8. ITogpaznen « VLANs»

[Togpaznen «VLANSs» (cwm. puc. 74) npeaHa3HauyeH sl CO3aHUSI BUPTYaIbHBIX

nokanbHbIX ceTedt (VLAN).

[Tonpaznen «VLANSs»
PYEUKOH o o
Cnucok VLAN
Wmaa Cetb Macka ceTn Anpec WaeHTudukarop VLAN WkTepdeiice
Nerexga @ ViamennTs T Yaanuts
Puc. 74

Nudopmarus o mepedHe BUPTYaTbHBIX CETEBBIX NHTEP(EHCOB IPEICTABIICHA B BUJIC
tabnuipl «Crnucok VLANY co crienyronmu napaMmeTpamu:

1) «Amsp»;

2) «Cetby;

3) «Macka cetny;

4) «Anpecy;

5) «neatudukarop VLANy;

6) «uTepdeiicen.

Knonka «M3MeHUTHY (a) IpeaHa3HayeHa Ui IepexoJa Ha CTPAHUILY
PENAKTUPOBAHUS M HM3MEHEHHUsS] CYLIECTBYIOIIEIO B IEPEYHE BUPTYAJIBHOTO CETEBOIO

uHrepdeiica.

Knonka «Yganute» () MpeaHa3HayeHa I YOaJIeHUsT U3 TMepeyHs BHIOPAHHOTO
BUPTYaJIbHOTO CETEBOr0 UHTEp(eiica.

Kuonka «J/lo6aBute VLAN» mo03BONsIET NEpedTH Ha CTpPaHUIy CO3JaHUs
M HACTPOWKH HOBOIO BHUPTYaJbHOIO ceTeBoro wuHTepdeiica (cm. puc. 75). JlanHas
CTpaHMIIA ITPEAHA3HAYEHA JJIs1 HACTPOMKN BUPTYaJbHBIX JIOKAJIBHBIX CETEH HA KaHAIBHOM

ypoBHe Moaenu OSI npu co3aHuu JIOTHYECKOM TOMOJIOTUU CETH.
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44.8.1. Crpanunia co3laHUsi M HACTPOMKHM HOBOIO BUPTYaJIbHOIO CETEBOIO

uHTepdeiica

Crtpanunia co3jaHusi ¥ HaCTPOMKH HOBOT'O BUPTYaIbHOTO CETEBOr0 UHTEep(deiica

eth0 BrnioueH
eth1 BrioueH

eth2 BENKHEH

Puc. 75

Jns  co3maHusi W HACTPOWKHM HOBOTO BHUPTYaJbHOTO CETEBOro uHTepderica
HE00XO0IMMO 3a/1aTh CJIEIYIOIINE TapaMeTPhl B MOJIAX:

1) «Imsp» — uMs1 BUPTYaIbHOT'O CETEBOT0 aianTepa, aCCOLMUPOBAHHOTO C BUPTYaJIbHON
nokanbHOM ceThto VLAN. JlomyckaeTcss uMsi M3 JIATUHCKUX OYyKB BEPXHETO U HUKHETO
peructpa u 1udp ot 0 10 9;

2) «Cetb» — IP-aapec BupTyasibHOM JIOKabHOM ceTh. JlomycTuM KoppekTHbii [P-aapec
ceTH, coaepykanuii 0 B MitaaImux OuTax JauarasoHa, mokpeiBaemMoro [P-mackoi;

3) «Macka cetn» — IP-macka BUPTyaJIbHOM JIOKaJIbHOW ceTH. [lomycTMa KoppeKTHas
[P-macka B popmare necATHYHOM 3aMMCH YEeThIpEX 0aliT MacKu, pa3/eIeHHbIX TOUKaMHU;

4) «Ampec» —aapec,  KOTOpBIA ~ MPUHUMAeT caM  KOoMIUlekC  «PyOukon»
B HACTpaWBAeMOW BUPTyasbHOU JIoKambHOM cetn VLAN. Jlomyctum koppektHbii [P-aapec,
MIPUHAUISKAIMI TUana3ony, onpeaencHHomMy noieM «Cetb» u «Macka ceTm»;

5) «Mnentudpukarop VLAN» —unentudukarop, mNpuUCBaMBaEMblii  BHUPTYaJIbHOM
nokasibHOM cetu VLAN comnacHo crangapty 802.1q (VLAN ID, VID). Homyctumo

reounciienHoe 3aadenue ot 0 no 4095.

Takke C TOMOIIBIO YEKOOKCOB HEOOXOAWMO BBIOpAaTh CETEBbIe HHTEPDEUCH,

KOTOpBIE€ OYIyT UCIOJIb30BATHCA MPH CO3JaHUM BUPTyanbHOM cetn VLAN.
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[Tpu BBIOOpE UCTIOIB3YEMBIX CETEBBIX MHTEP(PECOB HEOOXOIUMO YUUTHIBATH, UTO:

— HacTpaWBaeMbIl ceTeBoM uHTepdelic mpu co3naHuM BUpTyalbHOU ceth VLAN
He Oymer umeTh cereBoro IP-agpeca, mosToMy aAMHMHUCTPATHBHBIN WHTEphEHC HeJb3sl
BKJIIOYATh B CIIUCOK UHTEP(EHCOB, UCTIONB3YIOIIMXCS TIPU CO3aHNU BUPTyasibHOM ceT VLAN;

—B TOM Clly4ae, €CJIM HaCTpauBaeMbIi CETE€BOW WHTEPPENC HCIOIB3yeTCs
MIPU CO3JaHUH HECKOJbKMX BUPTYalbHbIX ceTeid VLAN, To 11 3TOrO0 cereBoro uHTepdeiica
HEOOXOIMMO aKTUBUpoBarh udekOokc «802.1q» Ui OpUMEHEHHs JaHHOTO MPOTOKOJIA

K HHTEpeiicy.

I[Ipumeuanus:

1. B ciyudae BBOAA HEKOPPEKTHBIX MAPAMETPOB HACTPOUKU BUpTyasibHOM ceth VLAN mocrne
HaxaTusi Ha KHONKY «J[oOaBuTh» OymeT BhIBeEeHO cooOmieHne 00 ommOKe, a cama BUPTyajbHas CETh
VLAN no6aBiieHa He OyJier.

2. lIpotoxon 802.1q mpeamonaraer TerupoBaHue Tpaduka [Uid Tepenadyd  HHGOpPMALUU
0 mpuHaANexXHOCTH ceTeBoro nakera K VLAN no cersim cranaapra IEEE 802.3ab Ethernet.

4.4.8.2. Ctpanuiia peqakTupoBaHusi UHTEpQeiica BUPTYaTbHOMN JIOKAILHON CETH

Crpanuna pegakTupoBaHusi uHTepdeiica BUPTYaJbHOM  JIOKAJIbHOM  CETH
(cm. puc. 76) mnpeaHazHaueHa i BHECEHUS M3MEHEHUW B HAcTpoiiku wuHTep(deiica
CYILECTBYIOIIEH BUPTYAIIbHOM JIOKAJIbHOM CETH.

[Tonst m mapaMeTpsl, HOCTYMHbIE K PEeJaKTUPOBAHUIO MHTEpdeica CyliecTBYyOEeH
BUPTYQJIbHOM JIOKQJbHOM CETH aHaJIOTMYHbl (KpoMe wu3MeHeHus mnons «Mmsy)
MPEACTABICHHBIM Ha cTpaHule «CTpaHuIa CO3/IaHHUs] U HACTPOMKH HOBOT'O BUPTYaJIbHOIO

ceTeBoro uHTEpdeiicay u moApoOHO onucaHskl B 1. 4.4.8.1 HacTOSIIETO JOKYMEHTA.

I[Ipumeuanue. HenocrymnHoe it n3meneHus nojie «Vmsp» 0003Ha4E€HO CepbIM IIBETOM.

Crpanuna penakTupoBanust UHTep(deiica BUpTyaabHOM JIOKaJbHOM ceTH

MmA VLAN10
11.0.0.0

2552552550

11.0.0.1

VoeHtugukarop VLAN 10

Puc. 76
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4.4.9. llogpaznen «MocTbD»

[Tompaznen «Moctey (cM. puc. 77) mo3BoyiseT OOBEAMHUTH JBa WIM OoJiee

cermeHnToB cet Ethernet B omny L2 ceTs.

[Toxpaznen «MocTbi»

CnWCOK MOCTOB

CeTb Macka cetn Anpec WHTepdeHCs

M
Nerenna f Wamenuts [ Yaanuts

Puc. 77

Nudopmarus o mepeune MOCTOB MpeACTaBIeHA B BUae TaOIUIlbl « CIIMCOK MOCTOBY

CO CIICAYOIIUMU IMapaMCTpaMu:

1) «ms»;
2) «CeTtby;

3) «Macka cetny;
4) «Anpec»;

5) «UHTEpdeiich.

Knonka «M3meHuTH» (f?) IpeaHa3HayeHa Ui IepexoJa Ha CTPAHUIY

PE€AAKTUPOBAHHNA N UIBMCHCHH:, CYIICCTBYIOIICTIO B IICPCYHEC MOCTOB.

!
Knonka «Yganute» (= ) mpenHazHadyeHa JUisl yAaJeHHUs] U3 MEepedyHs BHIOPAHHOTO

MOCTa.

Knomnka «I[O63BI/ITI> MOCT» IO3BOJIACT HCpCﬁTH Ha CTpaHulny CO3daHHA

Y HaCTPOMKHU HOBOTO MOCTa (CM. puc. 78).
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CTpaHI/IHa CO3aHHuAg MOCTa

Macka ceTH

Anpec
eth0 BrnwoyeH
eth BrnwoyeH
eth2 BrnwoyeH
eth3 BrnwyeH

3abnoKMpoBaHHEIe HHTepdenCE] ABNAKTCA AOMUHUCTPAaTHEHEIMH MMM UCNONEL3YIOTCA

Puc. 78

[Io 3aBepmieHHIO HACTPOWKKM HOBOTO MOCTa HEOOXOIWMO HaXKaTh KHOMIKY
«/lo6aButhy. [Ipu BBeIeHNU KOPPEKTHBIX HACTPOCK aBTOMATHYECKH MPOU30MICT BO3BpAT
Ha CTpaHUIly mojapaszaena «MocThl», HOBBIM MOCT OyneT nobaBieH B Tabmuiy «Crnmcok

MOCTOB» U NOCTYIICH JIsI PCAAKTUPOBAHUS.

[Ipumeuanue. Ha crpanuie peqakTupoBaHUS M M3MEHEHMs CYLIECTBYIOLIETO B IEpeyHe MOCTa

AOCTYIIHOC OJid U3MCHCHU S I10JIC « M 0003HAYEHO CCPbIM IIBCTOM.

4.4.10. INogpaznen «O0beuHEHNE UHTEPPEHCOBY»

[Togpazmen  «OO0benuaenwe  uHTEpdeicoB»  (cm. puc. 79)  mpeaHazHayeH

JUTsE 3a7aHust KOH(UTypaluu o0beIMHEeHHsI HHTep(]eiicoB.
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[Toapaznen «O0benuHenue naTepherncoB

PYBWUKOH Ja} HiH

OCHOBHBIE NapaMeTpel 0O beAUHEHNS WHTEppeHCoE

IP-agpec o0bpeguHEHNA

Macka obbeguHeHus

Yactora monwTopunra ARP kanana
IP-agpec ona ARP MOHUTOpPMWHIa

YacToTa MOHWTOPMHIa Kadana Ml

3 nepeg ot HMEM HHTepderca

nepeqn BENHY unTepden

Pexum obbeguHeHHA

0 (balance-rr) by

ethd
ethd
ethi
eth2
eth3
eth4
ethS
etht
eth?
ethd
tund
3afnoKMpoEaHHble MHTEPgERCH ABNAKTCA aAMHHACTPATHEHDIMK WITH KCNONBIYHTCA

COXPAHWUTE

HHTepdelcn 0B beguHEHHA

3apepwxa Japepxsa
Hma Appec Pexum oG beguHEHWA :“;:;mpnnra IPanpecr:,qm;ARP :EM . WuTepdpesicel  [ledcTene
Puc. 79
B tabnure 20 IIPUBEICHO OIMCAaHHE AJIEMEHTOB noapaszaena

«Ob6benunenne nHTEpGHEncoBy.
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Ta6muma 20 — Onucanue 35eMeHToB nojapasaena «OobeanHeHue nHTepPeiicon

DJIeMEHT

Onucanue

[Tone «IP-agpec
00bETUHEHND)

[Ipenna3znaueno ajst BBosa obmero IP-agpeca mist 06bemuHIEMBIX
uHtepdeiicos. IP-anpec, KoTophlil OyJeT Ha3HAuYEH BUPTYaTbHOMY
ceTeBOMy HHTEpPeiicy, 00beTUHSIIONIEMY CETEBbIC HHTEP(DEUCHI
Komruiekca «PyOukon». JlomycTuMo UCOIb30BaTh KOPPEKTHBIN
[P-anpec B popmare nmociie10BaTeIbHOCTH YETHIPEX NECATUUHBIX
YHCEJl, pa3/IeJICHHBIX TOUKaMHU

TTone «Macka 00beIUHEHUS

[IpennaznaueHo qist BBoja ooOreid [P-macku st 00be TMHSIEMBIX
uHTepdericoB. Macka, onpenenser Auana3oH aapecoB B MOACETH
arperupoBaHHBIX HHTEPPEICOB B (hopMaTe YETHIPEX ACCATUIHBIX
YUCell, pa3/IeJCHHbIX TOUKaMHU

ITone «YacTtora
MoHutopunra ARP xanana»

[IpennaznaueHo 11t BBoa 4acToThl MOHUTOpUHTa ARP kanana (B
MUJUTHCEKYyHaX). ARP MOHUTOPUHT MeproOaNYECKH TTPOBEPSIET HA
CETEeBBIX KapTax BO3MOXKHOCTh MpHeMa u nepenadn tpaduka. s
npoBepku reHepupyrorcs ARP 3anpockl, oTpaBisieMble Ha aipec,
yka3zaHHbIl B nose «IP-agpec g ARP moHnTopunra». BeikitoueH no
YMOJIYAHUIO

[Tone «IP-agpec nnss ARP
MOHUTOPHHTa»

[Ipenna3snaueno qs BBoja IP-anpeca nyis ARP moHuTopuHra.
Hanpuwmep, [P-aapec yka3piBaeTca HE KaK YMCIO, a KaK CTPOKa B
dopmaTe xxxX.XxX.xxx.XxX (s [Pv4). Ha atu agpeca OyayTt
otnpaiaTbcsi ARP 3ampocsl, 1715 onpeaeneHus BO3MOKHOCTH
npueMa-repesadn uepe3 nurepdence

ITone «HacroTta
MOHUTOpUHTra kaHana MII»

[Ipenna3znaueHo ajist BBojia nepuoandHoctu MII monuTopunra (B
MUJLTUCEKYHAAX). OnpenenseT, Kak 4acTo 0yaeT IpOBepsIThCs
COCTOSIHHE JINHUM Ha HAJTMIME OTKa30B. BBIKIIIOUEH 10 YMOJTYaHHUIO

ITone «3anepxka nepen
OTKJIIOYEHHEM HHTepdericar

[Ipenna3HaueHo A5 BBOJA BPEMEHH 33aAEPKKH (B MUJIITUCEKYHIAX )
nepea OTKIIoUYeHneM uHTepdeiica, eciau mpousomen cooi
COEMHEHUS. DTOT IapaMeTp aKTUBEH TOJIBKO IIPH 3a1aHHOM
3Ha4eHUHU 4acToThl MII MOHUTOpUHTA U 3HAYEHUE TTapaMeTpa JTOJHKHO
OBITh KpaTHBIM 3HaUCHHSIM 10JIs1 «HacToTa MOHMTOpUHTA KaHasa MIDy

[Tone «3anepxka nepex
BKJIIOYEHUEM HHTepdericar

[Tpenna3HaueHo 171 BBOJA BPEMEHH 3aJ€P>KKH (B MUJUIUCEKYH/1aX )
nepes TeM, KaK YCTaHOBUTh COCJMHEHUE TIPU OOHAPYKEHUN
BOCCTAaHOBJICHMSI KaHaJIa. JTOT ITapaMeTp aKTUBEH TOJIBKO IIPU
3aJaHHOM 3Ha4yeHuH 4actoTel MII MOHMTOpHHTE, 3HAaYCHHUE ITapaMeTpa
JIOJDKHO OBITh KPAaTHBIM 3HaUY€HUAM 1o «HacToTa MOHUTOPHUHTA
ka"asa MID»

Brimanmaromuii Ciucox
«PexnM 00beTUHEHU

[Ipenna3nauen aJ1is1 BIOOpa pekrMa 00bEAUHEHHUS, B KOTOPOM OyayT
COIJIACOBaHHO padoTaTh BeIOpaHHBIE HHTEp(delchL. JlocTynen s
BbIOOPA OJIMH U3 CIEAYIOUINX PEKUMOB:

— «0» (balance-rr) — pexxum O6aIaHCUPOBKH (COBMECTHOTO
WCIIOJIb30BaHus HHTEP(EICOB C ypaBHUBAHHUEM TPOITYCKHOM CIIOCOOHOCTH),
B KOTOPOM CETEBbIE MTAKETHI IIOOUEPEIHO OTIPABIISIIOTCS Yepe3
uHTEp(ENChI, BKIIIOUYEHHBIE B 00beAMHEHUE. JIaHHBI pexkuM 00ecrieunBacT
OTKa30yCTONUYMBOCTD U OalaHCUPOBKY Harpy3Ku;

— «1» (active-backup) — pexxuM, ipy KOTOPOM HUCHOJIB3YETCS TOIBKO
OJIVH ceTeBor nHTep(deiic (aKTUBHBII), a BTOPOM, Pe3EPBHBIH,
MOJKJIIOYAETCS TOJBKO IIPU OTCYTCTBUU IIEPEIadu Yepe3 NepBbIid. JlaHHbIN
PEXUM 00eCIIeYrBaET OTKa30yCTONYHBOCTh




91
HIIEII.465614.002PI1

DeMEHT

Onucanue

Brinagaronmm crmcox
«Pexum 00benMHEHUSY

— «2» (balance-xor) — pexxuM OaTaHCHPOBKHU (COBMECTHOTO
UCTOJIb30BaHUS MHTEP(EHCOB ¢ ypaBHUBAHUEM MPOITYCKHON
CIIOCOOHOCTH), B KOTOPOM pPEIlIEHUE O HAIIPABJIEHUHU CETEBBIX IMAKETOB
Yyepe3 YJacTBYIOIIUX B 00beIMHEHNH HHTepEiiChl MPUHUMAETCS Ha
OCHOBAHUU BBIYUCIICHUS (DYHKLUHU B3SITUS OCTaTKa OT JEJICHUS Ha
KOJINYECTBO PE3EPBUPYEMBIX HHTEP(ENHCOB OT JBOUYHOMN ONepaIiu
XOR MAC-anpeca ucrounnka 1 MAC-aapeca HazHaueHuUs. [[aHHbBIIA
PEeXUM 00€ecIieunBaeT 0TKA30yCTOWYMBOCTh U OAJTAHCUPOBKY
Harpys3Ku;

— «3» (broadcast) — pexxuM, Ipu KOTOPOM BO BCE CETEBBIE
uHTepQeichl, BXoAAIIMe B 00beAMHEHNE, TIEPEIAI0TCsl OJUHAKOBbIC
CeTeBbIE MAKEThI, YTO 00ECIEUYNBAET OTKA30yCTONUNBOCTh MPHU
BO3MO>XHOM BBIXOJIE€ U3 CTPOsSI OJTHOTO U3 KaHAJIOB IIEpelauH;

— «4» (802.3ad) — pexxuM, Ipyu KOTOPOM BO3MOXKHA OpraHU3aLus
pe3epBUPOBaHUS KAaHAJIOB BO B3aUMOAECUCTBUHU C APYTUM yCTPOUCTBOM
«Pybuxon». CeTeBbI€ MaKEThI MEPEAAIOTCS Yepe3 00UH Cemesoll
unmepgeiic, HO TIOCTIE IOTEPH CBSA3M Iepeiaya MakeToB
OCYIIECTBIISIETCS Yepe3 Apyrou cereBoi nHTepderic. JlaHHbIH pexum
obecrieunBaeT 6aIaHCUPOBKY HArPy3KHU;

— «5» (balance-tlb) — pexxum GaaHCUPOBKHU (COBMECTHOTO
HCIIOIb30BaHUs HHTEP(EICOB ¢ ypaBHUBAHHEM MPOITYCKHOMN
CIIOCOOHOCTH), B KOTOPOM PELICHHUE O HAPABICHUU UCXOSAIINX
CETEBBIX MMAKETOB Yepe3 YUaCTBYIOIIUX B 00beTUHEHNH UHTEP(EIiChI
IIPUHUMAETCS Ha OCHOBAaHUU TEKYLIEH 3arpy3Ky KaHaia. Bxopsmue
CeTeBbl€ MAKEThl MPUXOIST Ha TEKYIIYIO CETEBYIO KapTy (miepBas Mo
crHcKy B KoloHke «MHTepdeiicsn Tadbmuisl « MHTepdeiics
o0beMHEeHus ). Eciii oHa BBIXOAUT U3 CTPOS, TO Apyras ceTeBas
KapTa (cienyromnias 1o cnucky) ycranasnuBaeT MAC-aapec
BBILLIECIIIEH U3 CTPOS;

— «6» (balance-alb) — B oTiiMunM OT NPEABIAYIIETO PEKUMA JaHHBIN
PEKUM OCYILIECTBISIET OaTaHCUPOBKY BXOSIIUX CETEBBIX MAKETOB.
Pexxum GanaHCHpOBKY (COBMECTHOTO MCIOJIB30BAaHUS HHTEP(DEHCOB ¢
ypaBHUBAaHHEM MPOIYCKHOM CIOCOOHOCTH), B KOTOPOM PEILICHHE O
HaIpPaBJIEHUHU CETEBBIX IMAKETOB Yepe3 y4acTBYIOUIUX B 00bEAMHEHUN
uHTepQeiich NPUHUMAETCS Ha OCHOBAHUH TEKYIIEH 3arpy3KH KaHajia
u ARP-0TBeTOB NpMHUMAIOIIETO y37a. baaHCupoBKa BXOASIIINX
CEeTEBBIX MMAKETOB pacHpeAesieTcs MEKIY 00beTMHECHHBIMU
uHTepdeiicamu mociea0BaTeabHO.

Yex0okc «*ums cemeeoz2o
uumepgetica*»

[IpennasnaueH 1t BbIOOpa HEOOXOIUMBIX CETEBBIX HHTEP(EHCOB 1T
najgbpHeHIero o0beTHHEHUS.

3a0110KupOoBaHHbIC UHTEP(DEHCHI ABIAIOTCS aIMUHUCTPATUBHBIMU WIIH
UCTIONIB3YIOTCS

Tabmuua «aTepdeiics
00BEINHEHU S

HpezLHa3Haqua JUIA OTO6pa)KeHI/I}I CO3JaHHBIX aI[MI/IHI/ICTpaTOpOM
UHTEp(EHCOB B JAHHOM MOIpa3aeiie

Kuonka «3mMeHuTn)»

IIpennaszHaudeHa juis Iepexoia Ha CTpaHUIly peJaKTUPOBAaHUS U
U3MEHEHHUs, CYIIECTBYIOLIEro HHTepderica

Kuonka «Y maaute»

[TpennaznaueHa Uil yaalieHus: U3 MEepeyHs CO3/1aHHbIX HHTep(dericoB
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4.5. Paznen «CiyKOb»

Pazgen «Cnyx0b1» COACPKUT CIENYIONIUE TTOIPA3IETIbI:
1) «IIpoxcuy»;

2) «FTP nocpenHuk»;

3) «Cepsep DHCPy;

4) «3anarb UMEHA XOCTOBY;

5) «CepBep BpeMEHW»;

6) «Orpannuenue Tpadukay;

7) «IIpoBepka QOCTYITHOCTH y3JI0BY.

4.5.1. Illogpaznen «IIpokcu»

[Mompaznen  «IIpokcu»  mpenHa3HaueH AN TEpeHANpaBieHUs  Tpaduka
IPOKCU-CEPBEPA U €T0 U3MEHEHHUS.
[Monpaznen «IIpokcu» cOCTOUT U3 CIEAYIOMUX OJOKOB U CEKLIUM:

1) 6ok «HacTtpoiikm», KOTOPBIil BKITIOUAET B CEOsL:

— cekuuto «O01Me napaMeTpby;
— cexuuto «IIpokcH BEpXHEro ypoBHS»;

— cekuuto «HacTpoiiku )KypHaIMPOBAHKSD.
2) Onox «PacurpeHHble HaCTPOHKN, KOTOPBIN BKITIOYAET B CEOSL:

— CEKLUIO « YIIPABJICHHUE KILIEMY,;

— cexunto «IlopTel Ha3HAYEHUS;

— cexuuto «KonTponb n1ocTyma no aapecy»;
— cexunto «Knaccubie pacumpenus (CRE)»;
— cekuuio «Crrcok URL dunsTpanum;

— cexkunto «OrpaHruYeHne 110 BPEMEHN;

— CEKLHIO «JIMMUTHI mepenadny;

— CEeKLHUIO «PerynupoBaHue 3aKaukm»;

— cexunro «Puibtp MIME THIioBy;

— cekiuto «Beb-0payzepy;
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— ceknuto «KoHdueHmanbHOCThY;

— cexmuro «Redirectorsy;

— cekuuto «Metos ayTeHTUDUKAITII;

— cekumio «BrimounTs B3aumoencteue ¢ cepeepoM ICAPy;

— CEKIMIO «BKITIOUUTH (QUIIBTPAIIMIO CKPUIITOB Ha JOTIOHUTETLHOM HOPTY».

4.5.1.1. biiok «Hactpoiikn»

brok «Hactpoiiku» (cm. puc. 80) npeaHazHavueH 11 HACTPONUKH ITPOKCHU-CEPBEPA.

PYBUKOH

HacTpoiku
VIHTEPHET NPOKCH:

O6Wmne napameTpbl

BKmnioYeHo Ha nepeoM 3ENEHOM
WUHTepdeice:

MopT NpoKCU-cepBepa:

A3bIK co0BLEHNI 00 OLWMBKaX:
[nzaitH cooblweHui of owKMEKa:

CKpbIBaTb MHDOPMALMIO O BEPCHK:

MpoKcH BEPXHEro YpoBHA
Mepechinka agpeca NpoKCH:

MNepecbinka IP-agpeca KNMUeHTa:

MNepeckinka UMeHW NONbL30BaTENA:

MpenoTepallaTh COEBAUHEHWA
CBA3@HHLIE C NepeHanpaEneHem
ayTEHTUDUKALMK:

HacTpo#KK XypHaNMPOBaHUA
JKypHan BKNOYEH:

@ 370 none Mo#eT ObiTh NYCTLIM.

biok «HacTtponikn»

8080
English v
IPCop v

OCTAHOEBNEH

MpozpayHLlil pexmm Ha SENEHBIN:
BHAMMOE UMA XOCTa: @

E-mail agMMHUCTpaTopa KaLla: @

Bepcua Squid Cache:

MpOKCH BEPXHETO YPOBHA (XOCT:NOPT) @
1Ma nonb3oBaTtens A8 BbILIECTOALLErO
MPOKCH: ©

Maponb ANS BILUECTOALYETO NPOKCH: ©

3anuck 3anpocoB:
3anuck useragents:
3anuck username:

Puc. 80

COXpaH1Thb

B nanHom Onoke npucyTcTByeT HHGOpManroHHOe Tosie «HTepHEeT mnpokcu:»

oToOpaxaroriee CTaTyC IpOrpaMMHOTO MPOIIecca MPOKCH.
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I[aHHBIﬁ MpoueCC MOKET HAXOJUTHECA B COCTOSAHUM:

— «OCTAaHOBJICH»,

— «GallylIcH».

B cocTosHMU «3amyleH» JOMOJHUTEIBHO OTOOpa)kaeTcsi 00beM 3aHHMMaeMOM

MPOIECCOM TaMSITH.
4.5.1.1.1. Cekrus «O061ue napaMeTpbi»

Cexmust «OOmme mapaMmeTpsl» (cM. puc. 81) mpeaHaszHadeHa JJIs BBOAA OOIIUX

HACTPOEK MPOKCHU CepBepa.

Cexknust «OO1IMe mapameTpbh»

11 SENEHOM uHTepdeiice

Puc. 81

B Tabmnme 21 MIPUBEICHO ONMCAaHUE AJIEMEHTOB CEKLUH

«O06mMe napameTps».

Ta6numa 21 — Onucanue 351eMeHTOB ceKIuu «O01Me napaMeTpb»

DJIeMEHT Onucanue

YexoOokc «BxiroueHo Ha
[TpenHa3HaueH I BKIIOYCHHSI/OTKITIOUSHUS CITY>KOBI TPOKCH-CEPBEpa

nepsom 3EJIEHOM y
. Ha IIEpPBOM 3eJICHOM uHTepdeiice
uHTepdeice»
[Tone «ITopt [IpennasHaueHo 11 BBOJIa HOMEpPA CETEBOIO MOPTA, HA KOTOPOM
MIPOKCHU-CEPBEPA» pabotaet ciy»x06a IpoKCH-cepBepa

Brimmanmaromuii ciucok «A3bIK

o IIpenuasHayeH 11 BEIOOpA A3bIKA COOOLIEHUN 00 OMOKax
coo01enuii 00 omuodKax» pea a p =

[Ipenna3naueH aJ1s BBIOOpA OAHOTO M3 BAPUAHTOB JU3aiHA

Brimanmaromuii Ciucox o
AAIONT Cco001LIeHu 00 oIMoOKax;

«JIn3aiin cooOmieHui 00

— [PCop;
OILIMOKAX) p: .
— CranjapTHbli
Yex6okc «CKpbIBaTh [Ipenna3naueH a1 BHIOOpA BKITFOUEHUS/OTKIIFOUCHUSI OTOOpaKEHUS

UH(POPMALIHIO O BEPCUN» UH(OPMALIMU O BEPCUH NPOKCU-CEPBEPA
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DeMEHT Onucanue

[IpennasHaueH 1t BbIOOpaA BKIIOUEHUS/OTKIIIOUEHUS CITY>KOBI
Yekooxkc «IIpo3paunsbrit MPOKCH-CEPBEPA B MIPO3PAYHOM PEKUME. ITO MO3BOJIAET UCKIIOUUTh
peXuM Ha 3EJIEHBIN» HEO0OXOIUMOCTh HACTPONKHY NapaMeTpOB MPOKCH-CEpPBEpPa
MI0JIb30BATEIEM Ha CTOPOHE KJIMEHTA

[IpenHa3HaueHo 1l BBOJIa MMEHM y3J1a IIPOKCU-CEPBEPA, KOTOPOE
OyJeT nepeaHo KIMEeHTY MpU MOAKIIOUEHUN

ITone « Buagumoe ums xocta»*

[Tone «E-mail [IpennaszHaueHo A BBOJA agpeca dJIEKTPOHHOM MOYTHI
aJMHHHCTpATOpa K3Ima»* aJMMHHCTpATOpa MeXaHN3Ma K3IIMPOBaHUs POKCU-CEPBEpa
NudopmarnmonHoe mosue [Ipenna3znaueHo ajist oToOpakeHus: HHOOPMAIUU O BEPCUH
«Bepcus Squid Cachey» MIPOKCHU-CEPBEPA

* — Tlons, He 00sA3aTENbHBIE K 3aII0JIHEHUIO

4.5.1.1.2. Cekuus «IIpokcu BEpXHErO ypOBHSD)

Cexkmust  «lIpokcu  BepxHero  ypoBHs»  (cM. puc. 82)  mpeaHa3HayeHa

JUTsl HACTPOMKHU MapaMeTPOB BEPXHEYPOBHEBOTO MPOKCU CEpBEpa.

Cexkuus «IIpokcu BepXHEro ypoBHs»

TpoKCH BEPXHErO YPOBHS
peca NpoKcH

nonb3oBaTens Maponk ANA BbILLECTOALIETO NPOKCH: @
ATh COEAMHEHIA CBA3AHHLIE C NEpexanpaBneHteM
pUEALIMM

Puc. 82

B Tabimie 22 MIPUBEICHO OIIMCaHUEe DJIEMEHTOB CEKIINH

«IIpokcu BepXHETrO YpOBHS.

Tabnuma 22 — Onucanue 31eMeHToB ceKIK «[Ipokcu BEpXHETO ypOBHS»

DJIeMeHT Ommucanue
YexOoxe [Ipenna3naueH AJ11 BHIOOpA BKITFOUYEHUS/OTKIIFOUCHUSI TIEPECHUIKH
«IlepechlKa agpeca MPOKCH» | aapeca IPOKCH-CEPBEPY BEPXHETO YPOBHSI
Yexooxkc «Ilepechuika [Ipenna3naueH A1 BHIOOpA BKITFOUYCHUS/OTKIIIOUCHUSI TIEPECHUTKH
[P-agpeca kineHTa» IP-anpeca KJIIMEHTA IPOKCU-CEPBEPY BEPXHETO YPOBHS
UYeko6oxke «Ilepecpuika umenn | [IpeaHa3znaueH a1 BBIOOpA BKIIOUYEHUS/OTKIIIOUCHHS] HEOOXOIMMOCTH
[10JI30BATEIIS» NIEPECHUIKH MMEHH T0JIb30BaTENsI POKCU-CEPBEPY BEPXHETO YPOBHS
Yeko6oxke «IIpenoTBpamars
[IpennaznaueH a1 BBIOOpA BKIIOUEHHUS/OTKIIIOUCHHS
COEIUHEHMNS CBSI3aHHBIE .
MPEIOTBPAIICHIS COSAMHEHUM, CBSI3aHHBIX C TIEpeHaIpaBICHUEM
C TIEpEHANpPaBICHUEM
ayTeHTUUKAITTT
ayTeHTU()UKALUNY
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DeMEHT

Onucanue

ITone «IIpoxcu BepxHeEro
YPOBHS (XOCT:TIOPT)»*

[Ipenna3znaueHo A BBOJa agpeca U mopTa Ajisi IPOKCU-CepBepa
BEPXHET0 YPOBHS

Ilone « IMs mmonp30BaTEeIIst It
BBIIIIECTOSIIIETO TTPOKCH» ™

[Ipenna3znaueHo AJig BBOJIa KMEHH MOJIB30BATENs sl IPOKCH-CEpBEpa
BEPXHET0 YPOBHS

[Tone «ITapons mst
BBIIIECTOSIIIIET0 TPOKCH» *

[IpenHa3HaueHo y1sl BBOJIA IAPOJIsl IPOKCU-CEPBEPA BEPXHETO YPOBHS

* — Ilous, He 00sA3aTEIbHBIE K 3aII0JTHEHUIO

4.5.1.1.3. Cekuus «HacTpoilku )KypHaIMPOBaHUS»

Cexkmust  «Hactpoitku  kypHanupoBaHus»  (cM. puc. 83)  mpeaHa3zHayeHa

JUTSI HACTPOMKHU MapaMeTPOB KypHAJTIMPOBAHUS.

Cexkuus «HacTpoliku )KypHaJIMpOBaHUS»

HacTPOWAKM Ky pPHANMPOBaHNA
JKypHan BKIIoYeH:

B tabmuiie 23

3annck 3anpocos:

3annch user: I
3annce username v

Puc. 83

IMPUBCACHO OIMKUCaHHue QJICMCHTOB CCKIIMU

«HacTpolku )KypHaIupOBaHUSD.

Tabnuua 23 — Onucanue 351eMeHToB cekInu « HacTpoilku xypHamupoBaHUs»»

DJIeMEHT

Onucanue

YekOokc
«KypHan BKIIOUEH»

[IpennazHaueH a1 BBIOOpA BKIIOUYEHHUS/OTKIIIOUCHHS
KYPHAIMPOBAHUS COOBITHI MPOKCH

YekOokc «3anuch 3arpocoBy»

Hpelea3Haqu JJISL BI:I60pa BK.HIO‘IGHI/IH/OTKJHO‘-IGHI/I}I 3arinucu
3anpocoB HTTP B >xypHan

YekO0KC
«3anuchk useragentsy»

[IpennazHaueH ais BEIOOpA BKIIFOUEHUS/OTKITFOUCHHUS 3aUCH
napaMeTpa TUIIa 0JIb30BaTENbCKOTO MPUIIOKEHUS (TapaMeTp
«useragenty) B )KypHal

YekOoKC «3amuck username

[Tpennasnauen i BbIOOpa BKIIOUEHHSI/OTKIFOUEHUS 3aMCU UMEHU
10JIb30BaTeNsl (mapaMeTp «usernamey) B )KypHall

Kuonka «O4uCTUTE K31

[Ipenna3HaueHa anst OUUCTKY (aiiina, Co3AaBaEMOT0 MIPOKCH-CEPBEPOM

Knonka «CoxpaHutb»

Hpelea3Haqua AJId COXPAaHCHUS BBCACHHBIX JAHHBIX U MMApaMCTPOB
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4.5.1.2. bnok «PacuimpeHHbIe HACTPOUKK

biok «PacmmpenHble HAaCTPOUKM» MPEIHA3HAYEH JUUII HACTPOUKHU JTONOJHUTEIBHBIX

napameTpoB.

B koHI1le JaHHOTO 6J10Ka MPUCYTCTBYIOT KHONKU «OUUCTUTH KAII» U « COXPaHUTHY.

4.5.1.2.1. Cekuus «YpaBieHUE KIIEM

Cekmust «YmpasineHue kdmem» (cMm. puc. 84) mnpeaHa3HaueHa il HaCTPOMKH

MapaMeTpOB KAIIUPOBAHUSI.

CGKHI/IH «praBJ'IeHHC K3IISM»

YnpaeneHue kawem

Pasmep kalwa Ha HDD (MB
- MakcumanbHbii pasMmep o0bekTa (Kb).
He K3LIMPOBAT 3TH IOMEHB! (ONMH B CTPOKE). o
LRU hd
CTparerna sameHbl B Kalue LRU v
Puc. 84
B tabmnurie 24 MIPUBEICHO OIHcaHue DJIEMEHTOB

«YTpaBiaeHue K3IIEM».

Ta6muma 24 — Oncanue JIEMEHTOB CEKITUHU « Y TIPaBICHUE KAIIIEM

CEKLINU

DIeMEHT

Onucanue

ITone «Pa3mep ka11a
B nnamsti (MB)»

[Ipenna3znaueHo 1j1s1 BBOJa pa3Mepa KaIa B TaMsTH

Tlone « MUHUMAJILHBIH
pasmep oobekTa (Kb)»

[Ipenna3HaueHo A5 BBOJIAa MUHUMAJIBHOTO pa3Mepa 00beKTa

- 16;

Brinagaromuii crmmcok _ 32

«KommaecTBo cyOmpeKTopuii | 6 4f
1-ro ypoBHSD» 12;3.

- 256

[IpennaznaueH ass BEIOOpA OTHOTO U3 CICAYIOIIUX TAPAMETPOB:
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DeMEHT

Onucanue

Brinagaronmm crmcox

[IpennaznaueH ass BEIOOpA OTHOTO U3 CICAYIOIIUX TAPAMETPOB:
— LRU;

«Ctpaterus ucnonszoBanust | — heap LFUDA;
MaMSI T — heap GDSF;
— heap LRU

Brimanmaromuii Ciucox
«Crparerus 3aMeHbI B K3LIE»

[IpennaznaueH ass BEIOOpA OTHOTO U3 CICAYIOIIUX TAPAMETPOB:
— LRU;

— heap LFUDA;

— heap GDSF;

— heap LRU

YekOokc «BKIHOYNTH
ABTOHOMHBIN PEKUM

[IpennaznaueH ais BbIOOpA BKIIFOUSHUS/OTKITFOUCHUSI aBBTOHOMHOTO
pexumMa

ITone «Pa3mep k1a
Ha HDD (MB)»

Hpelea3Haquo AJId BBOJIa pasMEpa Kalla Ha ) KECCTKOM OUCKE

ITone «MakcuMabHBIH
pasmep oobekTa (Kb)»

[Ipenna3zHaueHo A BBOJIA MAKCUMAIBHOTO pa3Mepa 00beKTa

ITone «He xamupoBaTs 3T
JIOMEHBI (OJIUH B CTPOKE)»*

[Ipenna3zHaueHo s BBOAA NEPEUHS JOMEHOB BPYUHYIO

* HOJ'ISI, HE 00s3aTeIbHEIC K 3aII0JTHEHHIO

4.5.1.2.2. Cekuus «IlopTel Ha3HAYECHHS»

Cekuust «llopTel HazHaueHus» (cM. puc. 85) mnpeaHa3HaueHa [UIsl HACTPOMKH

napameTpoB MOPTOB.

MopTel HazHa4YeHUA

PaspelleHHble CTaHAapTHbIE NOPThI (OOMH B CTPOKE):

80 # http
21#fip

B tabnurte 25

«HOpTI)I Ha3HaA4YCHU).

Cexkuus «IlopTel Ha3HAYEHUS»

NoOpTHI (GAWH B CTPOKE ).

8443 # alternative https

Puc. 85

IMPUBCACHO OIMnuCaHue QJICMCHTOB

CCKIIMH
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Tabnuna 25 — Onucanue 3neMeHTOB ceKiuu «[1opThl Ha3HAUCHUS

DIeMeHT

Onucanue

[Tone «Pa3pemennbie
CTaHAAPTHBIC TOPTHL
(OJIMH B CTPOKE)»

IIpennazHadeHo A1 BBOJA Pa3peLICHHBIX CTaHAAPTHBIX IIOPTOB

[Tone «Pa3pemennbie SSL
HOPTHI (OJIMH B CTPOKE)»

[Ipeana3znaueno aJig BBoja pa3penieHHbIX SSL-nopToB

4.5.1.2.3. Cekuus «KoHTposib 10CTyna 1o aapecy»

Cekus

«KoHTposnb

noctyna 1o aupecy»  (cM. puc. 86

1T HACTPOMKHY ITapaMeTPOB JOCTYIIa 110 3apaHee 3aJaHHBIM aJpecaM.

KoHTponk gocTyna no aapecy
Pa3pellieHHble NOACETH (0fIHa B CTPOKE):

e

e

B

Bnokupyembie IP-agpeca (oQuH B CTPOKE)

HeorpaH1yeHHble IP-aapeca (0OWH B CTPOKE)

(i)

tabmnuiie 26

Cexkuus «KoHTpob 10CTyna no agapecy»

) npenHa3HayeHa

3anpeTuts JOCTYN Yepe3 BCTPOEHHbIA NPOKCH:

3anpeTuTb AOCTYN YEpE3 BCTPOEHHBIN npokcy k SENEHOM u3 apyrix

noaceTen:

HeorpaHudeHHble MAC-aapeca (0QMH B CTPOKE). @

]

Bnormpyembie MAC-agpeca (0OMH B CTJ

POKE). @

Puc. 86

IMPpUBCACHO OIIMCAaHUC

«KoHTpOJIb 10CTYIa IO aApecy».

9JICMCHTOB

CEKLIUHU
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Ta6nuna 26 — Onucanue 1eMeHTOB ceKinu « KOHTposIb AoCTyIIa 1Mo aapecy»

DJIeMEHT

Onucanue

[Tone «Pa3pemennbie
nojceTH (0Ha B CTPOKE)»

[Ipenna3HaueHo /U1 BBOJIa pa3pelIeHHbIX mojceren. Jlmsa Bcex
MEPEUMCICHHBIX MOJICETEN pa3pelieH JOCTYII K MPOKCU-CEPBEPY

ITone «HeorpannueHHbie
[P-aapeca (onuH B cTpoKe)»*

[Ipennaznaueno nis BBoaa [P-aapecos. [l Bcex KIIMEHTCKHUX
[P-aapecoB 3Toro cnucka OyayT ACHCTBOBATH CIICAYIOIINE
OTPAaHUYECHUS:

— OrpaHUYEHHE BPEMEHH;

— MpeaenbHbIe pa3Mephl JJIs 3alIPOCOB Ha 3arpy3Ky;

— peryJiupoBaHuUE 3arpy3Ku;

— MpoBepka Opaysepa;

— ¢unsTp MIME THIIOB;

— ayTeHTH(UKAIHS;

— OJIHOBPEMEHHBIN BXOJ] OJTHOTO MOJIb30BATEN Ha Pa3HbIX
3JIEKTPOHHO-BBIYUCIUTEIBHBIX MallInHaxX (nanee — 9BM)
(mocTymHO, €cu BKIIFOUYEHA MPOBEPKA MOTMHHOCTH)

ITone «bmokupyemeie
IP-agpeca (onuH B CTpoOKe)»*

IIpennasznaueno misa BBoxa IP-agpecos, Bce 3ampOChl OT KOTOPBIX
OyIyT 3a0JI0KUPOBAHBI

YekOoKC «3ampeTuTh 10CTYII
4yepe3 BCTPOCHHBIN TPOKCH))

[IpennaznaueH ass BbIOOpA BKIIFOUEHUS/OTKIFOYECHHUS TIOJTHOTO
3ampeTa JOCTyMna K MPOKCH-CEPBEPY

YekOoKC «3ampeTuTh 10CTYII
Yyepe3 BCTPOCHHBIN MPOKCH
k 3EJIEHOU u3 npyrux
HoJIcETEIN

[TpennaznaueH a1 BbIOOpa BKIIOUEHUS/OTKIIIOUEHHUS 3allpeTa JoCcTyna
yepe3 MPOKCH K 3€JIEHBIM CETSIM U3 JIPYTUX MoJiceTei

ITone «HeorpannueHHbie
MAC-anpeca
(omuH B cTpOKE)»*

[Ipennasnaueno qst BBoga MAC-anpecos. s Bcex MAC-aapecos
B 3TOM CITUCKe OyIyT JeHCTBOBATh CIEAYIOUINE OTPAHUYEHU:

— OrpaHUYEHUE BPEMEHH;

— IpeJesibHbIE pa3Mephl UIs 3alIpOCOB Ha 3arpys3Ky;

— peryJaupoBaHUE 3arpy3Ku;

— MpoBepka Opaysepa;

— ¢unsTp MIME THIIOB;

— ayTeHTH(UKAIHS;

— OZIHOBPEMEHHBIN BXOJ] OJJHOTO M10JIb30BATENs Ha pa3Hbix OBM
(mocTymHO, €cau BKIIFOUYEHA MPOBEPKA MOJTMHHOCTH)

[Tone «bnokupyemsie MAC-
aapeca (OAWH B CTPOKE)»*

[Ipennasnaueno s BBoga MAC-anpecoB, BCe 3aIIpOChl OT KOTOPBIX
OyayT 3a0J0KHPOBaHBI

* —Tlons, He 00sA3aTENbHBIE K 3aII0JIHEHUIO

4.5.1.2.4. Ceknus «Knaccusie pacmpenus (CRE)

Cexknus

«Kitaccurie

pacmupenus  (CRE)»  (cm. puc. 87) mnpenHa3HadyeHa

JUTsl HACTPOMKH MapaMeTPOB PACIIMPEHHI IPYIII KJIACCOB 10 YIPABICHUIO.
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Cexknus «Knaccubie pacmmpenust (CRE)»

KnaccHele pacmpenus (CRE)

BKMHOYEHO: TMapone aAMUHUCTPaTOpa: @ :

OnpeneneHna KNaccHbIX rpynn IP-anpeca aAMMHUCTPATOPa (OQIMH B CTPOKE): @

Puc. 87

B tabmurie 27 MIPUBEICHO OIMcaHue DJIEMEHTOB CEKIIUU

«Knaccusie pacumpenust (CRE)».

Ta6muma 27 — Onucanue 3nmemeHToB cekiuu «Knaccubie pacuupenus (CRE)»

DJIeMEHT Onucanue

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIOYCHHUS
aJIMUHUCTPATUBHOIO MHTep(elica ynpaBieHus: BeO-10CTyIOM
[Ipenna3zHaueHo At BBOJA KIIACCHBIX TPYTIIL.

®dopmar rpymni:

[HazBanue rpynmsl 1];

Yexooxc «BriroueHoy

192.168.1.11;
[Tone «Onpenenenus 192.168.1.12;
KJIACCHBIX TPYMII» 192.168.1.13;

[HazBanue rpynmsl 2];
192.168.1.21-192.168.1.25
[HazBanue rpynmst 3];
192.168.1.32/255.255.255.240

ITone «Ilapoib [IpennasHaueHo A5 BBOJA MAPOJIS VI yIIpaBJIeHUsS BeO-10CTyIIOM
agAMUHHUCTpaTOpa»* (eci TaHHBIN TAPOJIh YCTAHOBIICH)
[Tone «IP-agpeca

IIpennasznaueno misa BBoxa IP-agpecos, KOTOpbIE CMOTYT YIPABIIATH

aIMHHHCTpaTOpa
o patop BE0-10CTyIIOM

(omuH B cTpoKe)»™*

* — ITomst, He 00s13aTENbHBIC K 3aII0JTHECHUIO

4.5.1.2.5. Cexuust «Crnucox URL dunbrparum»

Cekmust  «Cnucok URL  ¢unpTpammum»  (cM. puc. 88) 1aeT BO3MOMXHOCTb
OJIOKMpOBaHUs BeO-3aIIPOCOB IO KIIOYEBOMY CJIOBY B aJpece C MOMOIIBIO 3aJaHus

«YUCPHBIX» U «OCJTBIX» CITMCKOB.
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Cexknust «Criucok URL ¢unbTparum»

Cnucok URL huneTpaumn
Brnio4eHo:
MoNb30BATENLCKMA YEPHBIA CIIMCOK MoNb30BATENLCKWA DENLIA CNHCOK

Puc. 88

B Tabmie 28 MIPUBEICHO OMHUCaHUE AJIEMEHTOB CeKIUU

«Cmucox URL dunsrpanum.

Ta6muma 28 — Onucanue anmemeHToB cekiun «Crnrcok URL dunbrpanumy

DIeMeHT Onucanue

[Ipenna3nauen ajis BeiOopa BroueHus/oTkimoueHust URL

Yexooxc «BKiIroueHo»
bmbTpanun

ITone «Ilonn30BaTeNnbLCKHI
YEPHBIN CIIUCOK»
ITone «Ilomp30BaTEeNLCKUM
OeJIbI CITHCOKY

[Ipenna3zHaueHo J1s1 BBOJIA U CO3JaHUS «YEPHOTO» CITHCKA

[Ipenna3zHaueHo 1151 BBOJA M CO3aHUS «OEIIOT0)» CIHCKA

4.5.1.2.6. Cekuus «OrpaHuyeHHUE IO BPEMEHW

Cekuust  «OrpanuueHne 1o  BpemMeHW»  (cM. puc. 89)  mpenHa3zHaueHa

JJIsA HaCTpOﬁKH MapaMCTpOB OT'PAHUYICHUA BPECMCHU.

CGKHI/IH «Ol“paHI/I‘IeHI/Ie I10 BpCMCHI»

OrpaHu4eHue no BpeMeHn
LOCTYN M Br Cp Y1 Mt CO Bc C no
pAspeluuTs v | |+ S S F

Puc. 89
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B Ttabmuue 29 npuBeneHO omMcaHUE AJIEMEHTOB  ceKiuu «OrpaHuyeHue

10 BPEMEHNY.

Tabnuna 29 — Onucanue 3J1eMeHTOB ceKIun «OrpaHuyeHue o BpEMEHI

DIIeEMEHT Onucanue
. [IpennaznaueH ass BEIOOpA OTHOTO U3 CICAYIOIIUX TAPAMETPOB:
Brimanmaromuii Ciucox
— pa3peluTh;
«JlocTym»
— 3aMPETUTh
YexoOokcnl «I1n», «Bt», «Cp», | [Ipeqnaznauen muist BBIOOpA THEH HEIENH, Il KOTOPBIX OymeT
«Uty, «IIy, «Co», «Bey JIeCTBOBAaTh BEIOPAHHOE MTPABUIIO OTPAHUYEHUS 10 BPEMEHH
[Ipennaznauen asns BeIOOpa Havala OTPAHUYCHUS 110 BPEMEHH:
Brmmangaroiiye CIIMcKH «C» — B IIEPBOM CIIHCKE — YaCOB;

— BO BTOPOM CIIMUCKC — MUHYT

[IpennaznaueH ajs BbIOOpa OKOHYAHUSI OTPAHUYECHHUS] 10 BPEMEHU:
Brinagaromiye CUCcKU «1o» | — B IIEPBOM CIIHCKE — YaCOB;

— BO BTOPOM CIIHCKE — MUHYT

4.5.1.2.7. Cexkuus «JIMMUTHI IEepeaavdmny

Cekuust «Jlumutel nepemaun» (cM. puc. 90) mnpeaHazHaueHa sl HACTPOMKHU

mapamMcTpOB JIMMUTOB IICPCaAYH.

Cexkuust «JIMMUTBI Iepe1avm»

NWMKTEI nepegaymn

MiakcuMankHeI pa3mep BxoanAlleid nepeaayun (Kb) D lakc. pasmep nepenadu soBHe (KB)

Puc. 90

B Ttabmune 30 nmpuBeNEHO ~ OMMCAHUE  DJIEMEHTOB  CEKUMH  «JIMMHUTBI

rnepcaadm .

Tabnuma 30 — Onucanue 21eMEeHTOB CeKINH «JIMMUTBI Tepeaauny

DJIeMEeHT Onncanue
[Tone «Makcumanbabii pazmep | [IpenHazHadeHo 171 BBOAA MAaKCUMAJIbHO Pa3pelIeHHOTO pa3Mepa
Bxomsinieit nepenaunt (Kb)» BXOJSILLEH IepeIadn

[Tone «Makc. pazmep [Ipenna3HaueHo U1 BBOJIa MAKCUMAJIbHO Pa3pelIEHHOT0 pa3Mepa
nepenaun BoBHe (Kb)» IIepeIauu BOBHE
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4.5.1.2.8. Cekuus «PerynupoBaHue 3aKaukmy

Cexkuus «PerynupoBanue 3aKaYKN» (cm. puc. 91) peIHa3HaYeHa

HJIA pEeryjanpoBaHus IMapaMCTPOB CKOPOCTH U KOHTCHTA 3dKAaYKH.

Cexkuus «PerynupoBaHue 3aKauKm»

PerynupoBaHm1e 3aKkaqyku

i IMKT Ha SEMEHBIA TNMMUT Ha XocT Ha SENEHBIA

yNbTUMEANA

Puc. 91

B tabmuue 31 mpuBeneHo omnucaHue 3IEMEHTOB cekiun «PerymupoBanue

3aKadKn».

Tabnuma 31 — Onucanue 31eMEeHTOB ceKIH «PerymupoBanue 3akaukm»

DJIeMEHT Onucanue

[Ipenna3HaueH a1 BBIOOpA OAHOTO M3 CICAYIOMNUX TapaMETPOB:

. — 64 kBit/s;
leg%‘ﬂa“{m“ creo — 128 kBit/s;
L VT — 256 kBit/s;
3EJIEHBIN» _ 384 kBit/s:
— 512 kBit/s;
— 1024 kBit/s;
— 2048 kBit/s;
BhbIIa aroii CIHCoK — 3072 kBit/s;
«JIMMHUT Ha XOCT Ha — 5120 kBit/s;
3EJIEHBIM» — 8192 kBit/s;
— 10240 kBit/s;
— HEOrPaHUYEHHO

[Ipenna3HaueHs! A7 BHIOOPA BKIIOUECHUS/OTKIIIOYCHHUS
peryIupoBaHus MO ONpeAeSICHHBIM TUIIAM coiepKumoro. JlocTymnHbie
JUIs BBIOOpa BapUAHTHI:

— OuHapHble (ailiibl (peryTupoBaHie KOHTEHTA PUMEHSETCS K
ounapHbIM (aitnam: 7z, bz2, bin, cab, dmg, exe, gz, rar, sea, tar, tgz, zip);
— obpa3bl CD (perynupoBanne KOHTEHTa MPUMEHSIETCS K 00pazam
CD: b5t, bin, bwt, ced, cdi, cue, flp, gho, img, iso, mds, nrg, pqi, raw, tib);

— MYJbTHMeHA (PEryIMpOBaHNE KOHTEHTA PUMEHSETCS K
MyJbTUMEMIAHBIM (aitmam: aiff, asf, avi, divx, flv, mov, mp3, mp4, mpeg,
gt, ram)

Yex0O0KChI « BKIIFOUnTH
PpEryIMpPOBAHKE MO
COZIEPYKUMOMY)»
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4.5.1.2.9. Cekuus «@unstp MIME THIIOB»

Cekmust «@uibtp MIME Ttunos» (cm puc. 92) mnpenHasHadyeHa JUisi HaCTPOMKH
napametpoB puibTpa MIME THIOB.
®Ounetp MIME Britouaet ¢punbtpanuio no MIME Tunam u MokeT ObITh HACTPOEH

Ha 6HOKI/Ip0BaHI/Ie COACPIKUMOTO B 3aBUCUMOCTH OT €TI0 THUIIA.

Cexmusa «@wibtp MIME THnoB»

ounerp MIME Tunoe
BrnioyeHo

BrnokmpoBats 3w MIME Tunbl (0fWH B CTPOKE). @ He counkTpoBaTh CNefyowme HanpasneHns (OHO B CTPOKE): @

Puc. 92
B Tabmmie 32 MIPUBEICHO ONMCAHUE AJIEMEHTOB CEKLUH
«OuibTp MIME TH1I0B».

Ta6nuna 32 — Onucanue 3memMeHToB cekiuu «Puabtp MIME THos»

DJIeMEHT Onucanue

[Ipenna3nauen A BpIOOpa BKIIFOUEHUsT/OTKItoueHus Gpribtpa MIME
YekOokc «BkioueHo» TUnoB. Eciu GpuibTp BKIIIOUEH, TPOBEPSIOTCS BCE BXOIAIINE
3aronoBku MIME tunos

[Ipennaznaueno as BBoga MIME Turmos.

[Tone «bnokupoBars 311 Hanpumep:
MIME Twuriet (oauH B cTpoke)»* | — video/mpeg
— video/quicktime

[Tone « He punbTpoBath
CIICYIOIIME HAITPABJICHUS
(omHO B CTpOKE)»*

[Ipenna3HaueHo J1si BBOJIA JOMEHOB, CyOIOMEHOB, UMEH XOCTOB,
IP-anpecos, URL

* — Ilons, He 00sA3aTeNbHBIE K 3aIT0JIHEHUIO
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4.5.1.2.10. Ceknus «Be0-0pay3ep»

Cexkmus «Beb6-6payzep» (cM. puc. 93) npenHa3HadeHa Jjisi HACTPOWKH MapaMeTpoB

MIPOBEPKH U pa3pelleHus UCTI0Ib30BaHus BeO-0paysepa.

Cekuust «Be6-Opaysep»

BeG-Gpaysep

FrontPage
Google Chrome:

Puc. 93

B tabnune 33 npuBeaeHo onucaHue MIeMEHTOB cekiuu «Beb-0paysepy.

Tabnuma 33 — Onucanue sneMeHToB cekiun «Beb-Opaysep»

DneMeHT Onucanne
Yexbokc «Bkiarountsb [lpennasHauen pans BbIOOpa  BKIIIOUCHHS/OTKIIOUEHHS MPOBEPKH
IPOBEPKY Opaysepa» BeO-Opay3epa Ha COOTBETCTBUE PA3PEUICHHOMY THITY

Croucok 4eKOOKCOB
«Pa3pemeHHbIe KIIMCHTHBI 4JIs1
BeO JOCTyIa»

[Ipenna3zHaueHb! 17151 BHIOOpA BKIIFOUCHUS/OTKITIOUEHHUS YeKOOKCOB
C TUIIaMH Be0-0pay3epoB, pa3pelIeHHbBIX K UCTIOIb30BaHUIO

4.5.1.2.11. Cexuus «KoHpuneHnaabHOCTb

Cexuust «KonpunennuansHocTs» (cM. puc. 94) mnpeaHasHaueHa Ui HACTPOUKH

napameTpoB KOHPUACHIIMATbHOCTH.

Ceknust «KoHpuaeHIIHaTbHOCTD»

KoHthHaeHUWaNEHOCTE
3ameHa useragent NOCLINAEMOro BHELWHWM CAWTaM: @
JameHa referer NOCLINAeMOro BHELWWHWM CanTaMm: @

Puc. 94



B tabmnuite 34

«KoHpuneH1manbHOCTh.
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IMPpUBCACHO OIIMCAaHUEC OJICMCHTOB CCKIINHU

Ta6muna 34 — Onucanue 351eMeHTOB ceKiun «KoHpuAeHITNaTbHOCThY

DeMEHT

Onucanue

[Tone «3amena useragent
IIOChUIAaEMOI'0 BHEITHNM
caftam»™

Hpelea3Haquo AJi1 BBOJIa 3aMCHBI ITapaMCTpa TUIla
MOJI30BATEILCKOTO MPUIIOKEHHUS (TTapaMeTp «useragenty),
MOCHIJIAEMOIr'0 BHEIITHUM CauTaM.

[To ymoganuto mapaMeTp «useragenty UCHOIb3yEeMbIid BeO-Opay3epom
MPEIOCTABIISIETCS HA BHEIIHUE BeO-cepBepa. HekoTopsie
JTMHAMAYECKHE BEO-CAThl TEeHEPUPYIOT KOHTEHT B 3aBUCIMOCTH OT
MPEJICTABICHHON apaMeTp «useragenty». JlaHHas CTpoKa Takxke
3amurChIBaeTCs B JIOT-(haitipl BeO-cepBepa

TTone «3amena referer
[IOCHUIAEMOT'0 BHEIITHUM
carram»*

[Ipenna3HaueHo A5 BBOJA CTPOKU-3aMEHBI OIS «referer» 3aroioBKOB
3anpoca KJIMEHTa, IEPECHIAEMOro CEPBEPY OT MOIb30BATEIIS.

(ITone «referer» moacraBnsieTcs B 3arofioBok u ykassiBaeT URL, ¢
KOTOPOTIO MOJIb30BATEIb OCYLIECTBUI MIEPEXOJ K TEKYIIEH CTPaHHULIE
nosib3oBaress. Tekyluas cTpaHuLa - Ta, OT UMEHHU KOTOPOU
OCYIIIECTBIIEH 00pabaThIBaEMBIH 3a1poc).

[Ipu nonyuyeHun 3ampoca Moib30BaTeNs U BKIIOYEHHOM I0JIe «3aMeHa
referer, mocrl;1a€MOro BHEUTHUM caiiTam» 1osie «referer» B 3arojoBke
3arpoca OyJieT 3aMeHEeHO, ¥ U3MEHEHHBIH 3amnpoc Oyaer
IIEpEHANPABJICH CEpBEPY HA3HAUCHUS

* — Ilons, He 00sA3aTeNbHBIE K 3aIT0JTHEHUIO

4.5.1.2.12. Cexkuus «Redirectorsy»

Ceknust  «Redirectors»  (cMm. puc. 95)  npeaHazHaueHa i1 HACTPOUKHU

napaMmeTpoB mnepeHanpaBieHus. «Redirectors» paboratoT ¢ mpokcu A (GUIBTpALUU

H IICpCHAIIPpABJICHUA Be6-Tpa(i)I/IKa Ha OCHOBC IIpaBWJI, KOTOPBIC MOTYT BKJIIO4YA4aTh B cebst

«UCPHBIC» U «0bespIe» CIIMCKH, BPCMCHHBIC OI'PaHNYCHMUA.

Redirectors
BEMHOYEHO:

Cexuus «Redirectorsy»

Number of redirector processes

Available redirectors:

URL filter:

Puc. 95
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B tabnuie 35 npuBeneHo onucanue 3y1eMeHTOB cekiuu «Redirectorsy.

Taomuna 35 — Ommcanue 31eMeHToB cexkinu «Redirectorsy

DeMEHT Onucanue

YekOokc «BkioueHo» [IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIIOYCHHUS

[IpenHa3HaueHo ns yBENWYCHHsS] WJIM YMEHBIICHUS KOJUYECTBA
[Tore «Number of redirector | akTHBHBIX MPOIIECCOB TepeHanpaByieHus. KomumuecTBO MpOIeccoB
processes» 3aBUCHT OT MPOIYCKHON CIIOCOOHOCTH W 4YHCIAa OJHOBPEMEHHBIX
MOJIb30BaTeNeH. 3HAYEHUE 110 YMOTYAHUIO «5»
Crmcok mpeaHa3zHA4YeH sl OTOOPaKEHUs YCTAHOBIEHHBIX aKTHBHBIX
Cncok 4eKO0KCOB MoayJiel TepeHanpaBiieHH. YekOOoKc (MpOCTaBIsSETCS CUCTEMOM
«Available redirectors» ABTOMATUYECKH) CIIpaBa OT HA3BaHUS MOAYJISl — TOKA3bIBAET COCTOSIHUE
MOYJIsl (AKTUBEH/HE aKTUBEH)

4.5.1.2.13. Cexuusa «Metop ayTeHTHUPHUKAITTN

Cexkuus «Metog ayTeHTU(UKALIIN (cMm. puc. 96) IpeHa3HaYeHa

JUTSl HACTPOMKHU MapaMeTpoOB METOJa ayTeHTU(PUKAUU

Cekuust «MeTo ayTeHTUDUKALIAN

MeTog ayTeHTHHUKALMK
*Her TMoKansHo identd LDAP Windows RADIUS

Puc. 96

B Tabiue 36 MIPUBEICHO OIMICaHUE DJIEMEHTOB CEKINH

«MeToa ayTeHTU(UKAITUN.

Tabnuma 36 — Onucanue 31eMEeHTOB CeKIUU « MeTo1 ayTeHTU(DUKALIUN

DJIeMEHT Onucanue

Cncok 4eKOOKCOB MpeHa3HaAuEH JIJIsl BBIOOpA OAHOTO U3 HECKOJIBKUX
METOJIOB ayTEHTU(UKALINHU, YKa3aHHBIX B CITHCKE:

— «Het»;
Cnucok 4eK00KCOB — «JlokanpHOY;
«Meton ayteHTUGUKaNy | — «identdy;
— «LDAP»;
— «Windowsy;

— «RADIUS»
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4.5.1.2.14. Cekuusa «Bzaumopeiictue ¢ cepsepom [CAP»

Cekuust  «Bzaummopeiicteue c¢ cepepom ICAP» (cm. puc. 97) npenHasHaueHa

JUJIs1 HACTPOMKM mapaMeTpoB B3aumoieiictus ¢ cepepom ICAP.

Cekuus «Bzaumonerictsue ¢ cepsepom ICAP»

= e mma AT e ecT ICAP-cepsepa

Puc. 97

B Tabnune 37 mnpuBeaeHO omMcaHWE SJIEMEHTOB cekiuu «B3aumoneicTBue

c cepepom ICAP».

Tabnuma 37 — Onucanue sneMeHToB cekinn «B3aumoneiicteue ¢ cepsepom ICAP»

DJIeMEeHT Onucanue
YexOoxe .
. [IpennazHaueH i BBIOOpA BKIIFOUEHUS/OTKITFOUCHUS B3aUMOICHCTBUS
«BKIIIOYUTH B3aMMOJIEHCTBHE
¢ cepepoMm ICAP
c cepepoM ICAP»

[Tone «Anpec cepsepa ICAP» | [Ipegnaznaueno aiist BBoja aapeca cepepa ICAP

[Ipenna3HaueHa 71 BBINOJIHEHHUS TECTUPOBAHMS BHEIIHETO CPEACTBa
3amuThl  MHGOpManun (AHTHBHpYCc Kacmepckoro ans IUIH030B),

Knonka B3aMMO/JICHCTBYIOIIETO ¢ MEXCETEBBIM 3KpaHoM 1o mpotokoiy ICAP.
«Tect ICAP-cepsepa» [Ipu TpOXOXXIEHUHM TECTOB MOJB30BATENIO BBIBOAUTCS WH(MOPMAIIHS
0 pesynbrarax Ha crpaHuue «IIpokcu», a Takke AEIacTCs 3aIuCh

B )KypHaJ

4.5.1.2.15. Cexuust « PuiabTpanysi CKpUITOB HA TONOJHUTEILHOM IMOPTY»

Cekuust «@uibTpanus CKpPUITOB Ha JIONOJIHUTEILHOM MOPTY» (cM. puc. 98)
npeaHa3HaYeHa Ui HAaCTPOWKH TapaMeTpoB (QMIBTPAIMH CKPHUNTOB (pa3pemieHus

win OokupoBanus ckpuntoB B orBetax HTTP-cepsepa).
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CCKHI/I}I ((CDI/IJIBTpaHI/I}I CKPHUIITOB Ha JOIIOJHUTCIBHOM IIOPTY»

Puc. 98

B Tabiuie 38 MIPUBEICHO oIMcaHue DJIEMEHTOB CEKLIUU

«(DI/IJIBTpaHI/I}I CKpHUIITOB Ha JOIMOJHUTCIBHOM IIOPTY».

Tabnuia 38 — Onucanue 371eMeHTOB CeKIuU « DUIIbTpaIsl CKPUIITOB Ha JOMOJIHUTEIIEHOM

OpTY»

DeMEHT Onucanue

UekOokc «BKIIIOUNTH
(GUIBTpAINIO CKPUTITOB Ha
JIOTIOJTHUTEIIHLHOM TIOPTY»
[Tone «Ilopt punbTpanmu

CKPHUIITOBY

[Ipenna3znaueH i BBIOOpA BKJIIOUEHUS/OTKIIIOUCHHS (UIBTPALII
CKpPHUIITOB

[IpennasHaueHo A5 BBOJA MOPTA PUIBTPALIMH CKPUIITOB

4.5.2. llonpaznen «FTP nocpenauk»

[Togpaznen «FTP mnocpennux» (cMm. puc. 99) mnpeaHa3HaueH e HACTPOUKHU

FTP npoxkcu.
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[Toppaznen «FTP nocpenuuk»

Mopm Enokupoexa nocnedosamenssocmu FTF kowmand
COXPAHWTE
FPa3peLuums RoMaHOb

QUIT Cwo

REST FWD
FamMpelEHHBIS SPSYMEHME KOMEHI

RETH STOR
FanpeweHHDIE SpEyWSHMID! KoMEHn

LIsT FORT
FampewEHHDIE SpEyMEHMD! KoMaHID

USER PAZE
FampelueHHBIS P2y MEHME KOMaHI

PASV XPWD

NLST SITE
FampEWEHHBIE PSyMEHME KOMEHI0

COUP SMNT

NOOF

sTOU APFE

ALLO RMD
FampEWEHHBIE PSyMEHME KOMEHI0

MK SYST
JanpelieHnDIE apSyWEHME! KoMSHID

REIN TYPE

STRU MODE
FampEWEHHBIE PSyMEHME KOMEHI0

RNFR RNTO
JanpelieHnDIE apSyWEHME! KoMSHID

ABOR STAT

DELE SIZE
FampEWEHHBIE PSyMEHME! KOMEHIN

MDTM
JanpelieHnDIE apSyWEHME! KoMSHID

" W
COXPAHWTE

B tabmnuite 39

Puc. 99

MIPUBEICHO

OIIMCAaHUEC

OJICMCHTOB

SEnpelssKLE SPEYWERMEI KowaH bl
SanpeleARbE SPEYWMERMI KowaH bl

ZanpelsHHLIE SPEWMERM Al KoMaH ol

SanpellsHHbE apeymesmol KowaHdnl

Zanpewesssbe SpEpWeRmal HomaHdnl

Sanpelsskne SPEYWERMEl KowaH ol

SanpellsHHbE apeymesmol KowaHdnl

SanpElEHHEIS SDEYMERM Bl KowaHd el
JENPEWEHHEIE SDEYMERM bl KowdaHdbl
Sanpewertnie SpYMERMBl KomaHdol
SanpElEHHEIS SDEYMERM Bl KowaHd el

SanpellsHHbE apeymesmol KowaHdnl

nojipasjesna

«FTP nocpennuk».

Ta6muna 39 — Onucanue amemeHToB noapaszaena «FTP nmocpeaauky

DIeMEHT

Onucanue

Yexookce «Brarwounts FTP

TIPOKCH

[Ipennasznauen mist BeIOOpa BKItoueHust/oTkinrodeHus: FTP nmpokcu

ITone «IlopT»

FTP npokcu

[IpeanaznaueHo U1 BBOJA TOPTA, HA KOTOPOM paboTaeT Ciryxoa




112
HIIEI.465614.002PI1

DeMEHT

Onucanue

ITone «bioxupoBka
IIOCJIEI0BATEIBHOCTH
FTP xomann»

[Ipenna3znaueno s BBoaa nocienoparenbHoctu FTP-komann,
osokupyemoit ciryx6oit FTP-npokcu

CHOucok 4eKOOKCOB
«Pa3permTs KOMaHIbI»

Cnmcok nmpenHa3HaveH sl Bbioopa HeoOxonumbix FTP koman u3
criucka. JlocTynHbI 17151 BBIOOpa KOMaH/IbI:

— QUIT (3aBepuiuth ceanc);

— CWD (cMeHUTH TUPEKTOPHUIO (APTYMEHT — UMS TUPEKTOPHH ));

— REST (xomaHga «1mepeMOTKH» K OIpeIesIeHHON o3uIny B (paiie
(apryMeHT — cMelIeHue B 0aiTax));

— PWD (nokasatb Tekyuuii pabouuii karasuor);

— RETR (ckauats daiin. CpaboTaeT TOIbKO IOCIE epexoia B
MacCUBHBINA pexkuM KoMaH10ii PASV (aprymeHT — ums ¢aiina));

— STOR (3arpy3uTh (aiis1 B TaCCUBHOM peXUME (apTyMEHT — UMsI
(haiina));

— LIST (BbIBecTH COAEpKUMOE TEKYILEH WU MPEI0CTaBICHHOM
nupexktopun. Komanaa noanep:kuBaercs Kak OTHOCUTEIbHBIN, TaK U
a0COIOTHBIN MyTh (APTYMEHT — IYTh));

— PORT (nepeiiTu B akTUBHBIN peXUM Iepeiadnl JaHHBIX (apTyMEHT
— He TpebyeTcs));

— USER (nepenaTh uMs 0JIb30BaTENs (ApryMEHT — UMS
MOJIH30BaTEN));

— PASS (nepenatb mapoiib (apryMeHT — IMapoib));

— PASYV (nepeiiti B macCCUBHBIN PEKUM Iepeavn TaHHBIX (apPTYMEHT
He Tpedyercs));

— XPWD (meuatsb Tekymiero pabodero karaaora);

— NLST (B0o3BpatuTh CrUcOK (haidIoB AUPEKTOPUU B OoJIee KPaTKOM
dbopmare, uem LIST. Tonapko B pexxumMe TaCCUBHOTO COSAMHEHUS
(aprymeHT He TpebyeTcs));

— SITE (u3meneHue mpas Ha (aiin);

— CDUP (mepeiitu B pOAUTEIBCKYIO TUPEKTOPHIO);

— SMNT (cMOHTHPOBATh YKa3aHHYIO CTPYKTYpY (haijion);

— NOOP (et onepanun);

— STOU (xpanuts aitn oqHO3HAYHO);

— APPE (coobmmuTh cepBepy U NIpUHATH yaajaeHHbIN ¢aitn. Komanmga
cpaboTaeT TOJIBKO, €CIIM TaKOTO (paiija erie He CyIIEeCTBYET B
xpanmwmie. Ecim daitn cymectByer, To OyAeT Bo3BpalieHa ommoka
(aprymeHT — ums (Qaiina));

— ALLO (BepHYTb OTBET O HAJIMYUH IOCTYITHOTO MecTa. BHe
3aBHCHMOCTH OT aprymenTa otret Oynet 202 OK (aprymeHT — pa3mep
B 0aiiTax));

— RMD (ymanuTh TupeKkTOpHio (apryMeHT — UMSI TUPEKTOPHH));

— MKD (co3aath nupeKTopuio (apryMeHT — UMS TUPEKTOPHUN));

— SYST (0oT00pa3uTh onepanuoHHy0 CHCTEMY CepBepa);

— REIN (MHUIIHANTH3UPYET COCAMHEHNUE);

— TYPE (ycTanoBuTh TUT niepenayun (Hauson);

— STRU (ycTaHOBUTB CTPYKTYpY nepenayuu (hauson);
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DeMEHT

Onucanue

CHOucok 4eKOOKCOB
«Pa3permTs KOMaHIbI»

— MODE (akTuBHpOBaTh TACCUBHBIN PEXKHM);

— RNFR (BoiOpaTh (haiin aJ1s mepenMeHOBaHUS (apTYMEHT — UMS
(haiina));

— RNTO (3agath HOBOE nMs (aiina. Tobko mocie Toro, Kak ObuT
BbIOpaH komaHa0i RNFR (aprymeHnTt — HoBoe ums (aiina));

— ABOR (nipepBartsb nepenauy (aiina);

— STAT (nony4uTh CTAaTHCTHKY COCTUHEHUS (apTYMEHT He
Tpedyercs));

— DELE (ymanuth (aiin (aprymeHT — umsl ¢aiina));

— SIZE (nonyuuTh pazmep ¢aiina (apryMeHT — ums ¢aiina));

— MDTM (nomyuuts 1aty v Bpemsl i3MeHeHus (aiina (apryMeHT — ITyTh))

[Tons «3anpenieHHbIe
apryMeHThbl KOMaHbI»

Hpez[Ha3HaquH AJI1 BBOZA 3alIpCIICHHBIX apr'yMCHTOB KOMaHIbI.
ﬂOCTyrIHBIe IIOJIAA HAXOJATCA CIipaBa OT KOMaHA, K KOTOPBIM OHU
OTHOCATCA

4.5.3. llogpaznen «Cepep DHCP»

[Toxpasnen

s Hactporiku DHCP.

DHCP
eth0

«Cepsep DHCP» (cm. puc. 100) MpeAHA3HAYEH

ITonpaznen «Cepsep DHCP»

10.0.5.2221255.255.255.0

192.168.2.11255.255.255.0

192.168.3.1/255.255.255.0

192.168.4.11255.255.255.0

B H B H B H = H
2 I3 2 ] 2 I3 ‘,. 1]

Puc. 100
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[Toapaznen «Cepsep DHCP» coctouT u3 Tpex GJ0KOB:

1) «kDHCPy;
2) «Texymme GUKCUPOBAHHBIE aPCH B,

3) «Texyiiue AMHAMUYECKUE apEHIbD.

4.5.3.1. bnox «DHCP»

B Ttabnuue 40 npueneHo omucanue snemMeHToB Oioka «DHCP». JlanHbi 00K
1o3BoJsieT coBepuTh HacTpoky DHCP 1 «3eneHplX» M «CHUHHX»  CETEBBIX

uHTepdeicos.

Taomuna 40 — Onmcanue 31emenToB 010ka « DHCPy

DJIeMEHT Onucanue

[Ipenna3nauen a1 BBIOOpa BKIIOUEHUs/OTKIIIOUeHus cepsepa DHCP
JUTsI BRIOpaHHOTO ceTeBOTro MHTepdetica

[Ipenna3zHaueHo 1151 BBOJIa HAYAJIBHOTO aJIpeca U3 JuaIia3oHa aJpecos,
BbigaBaeMbix DHCP-cepBepom

IIpenna3naueHo 11 BBoja BpemeHu apeHbl [P-anpeca. [1o
UCTeUeHuH 3Toro cpoka IP-anpec ocBoboxnaercs, ecmu DHCP-knueHT
HE IIPUCIIAI 3a1poca Ha NPOJICHUE apEHbI

Yexooxc «BKiIroueHoy

ITone «HavanbHbIN agpecy

[Tone «Bpems apeHabl 1o
YMOIYaHUIO (MUH)»

YexOoKC
«Pa3zpenieHo noaKI0uYeHNE
bootp KIHEHTOBY

[IpenHa3HaueH aist BEIOOpA BKIIFOUEHUS/OTKITFOUCHUS BOZMOKHOCTH
MOAKIIOUEHUS KIIMEHTOB T10 TIPOTOKOTY «bootpy»

[Tone «ITepuunbiit DNSy» | IIpenna3znaueno s BBoaa IP-aapeca nepsuunoro DNS-cepBepa

ITone «IlepBuunslii cepep | [Ipeanasnaueno aist BBoja IP-anpeca nepBUYHOTO cepBepa BpeMEHU

Bpemernn (NTP)»* (NTP)
ITone «Aapec nepBUYHOTO
[Ipenna3znaueno nns BBoja IP-anpeca nepuunoro cepsepa WINS
cepBepa WINS»* pedt g g P P pBep
NudopmarnmonHoe mosue [Ipenna3znaueno ajs BeiBoAa nHbopmaruu o [P-aapece n Mmacke cetu
«IP-anpec/Macka ceTu» U3 TEKYIMX HACTPOEK BHIOPAHHOI'O CETEBOro MHTepeiica

[TpenHa3HaueHo /IS BBOJIa KOHEYHOTO aJIpeca U3 Juana3oHa aJpecos,

ITone «KoHeuHbIl anpecy
P BbI1aBaeMbix DHCP-cepBepoM

[Tone «Cyddukc 1oMeHHOTO

AMEHTY* [Ipenna3znaueHo ajs BBoja cygdhukca JOMEHHOTO UMEHHU

[IpennasnaueHo ans BBoja IP-anpeca BTopuuHOTO (pe3epBHOTO)
DNS-cepBepa
[Tone «Bropuunsrii cepep | [Ipeanasnaueno ams BBoga IP-agpeca BTopuyHOTo (pe3epBHOTO)

[Tone « Bropuunbiii DNS»*

BpemeHu (NTP)»* cepsepa Bpemeru (NTP)
[Tone «Anpec Bropuunoro | [Ipegna3znaueno ans 3aganus [P-anpeca BTopuuHOro (pe3epBHOTO)
cepBepa WINS»* cepsepa WINS

* — Ilos, He 00A3aTENbHEIE K 3aII0JIHEHHUIO
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4.5.3.2. bnok «Tekymue GuKCUpPOBaHHBIE apEHIBDY

brok «Texymme ¢ukcupoBanubie apeHas» (cM. puc. 101) mnpemHasHaueH
U1l oToOpakeHus: nHopManmu (B BuAe UHPOPMAIMOHHON TaOJIUIIBI) O HCIIOIB3YEMbIX

B TEKYIIUA MOMEHT (DUKCHPOBAHHBIX apeHAaXx.

bnoxk «Tekymme puKkCHpoOBaHHBIE apPEHIBD)

TeKyluue PUKCUPOBAHHEIE apeHpLl
LoGaBHTk PHKCHPOBAHHYIO apeHAY |

A Vims yana 3amevatine Onuws next-server Maker Onuwn root-path DefcTane
00:11:22:33:44°65 192.168.4.25 =N/
Nerexaa: [F) AKTUBMPOBAHO (HAXMUTE ANA AcakTHBaLMK) []IeakTUBMPOBAHO (HaXMUTE ANA akTHBauun) (P Visuenuts [ ynanuts

Puc. 101

Nudopmanust B uHbopmaionHoi tadmune «Tekyume QUKCUpOBAHHBIE apEHIbD»
Mpe/ICTaBIeHa CO CAEAYIOIUMH MapaMeTpaMu:

1) «MAC-anpecy;

2) «IP-agpecy;

3) «Mwms y3nay;

4) «3aMevaHuey;

5) «Onuus next-servery;

6) «Ilaker;

7) «Omwus root-pathy;

8) «/leticTBuey.

YexbOokc B cTonbue «/JleficTBue» HeoOX0auM sl aKTUBALUH (IIPH MPOCTAaBICHHOM

(dhnaxkke) BEIOpaHHON (PUKCUPOBAHHOM apeH bl UM JIEaKTUBALMH (TIPHU CHATUHU (i1akka).

Kunonka «W3mMeHUTHY (f?) npeiHa3HaueHa JJis Tepexoja Ha CTpPaHUILy
pEIaKTUPOBAHUS W W3MEHEHUs CYUIECTBYIOUIETO B IMEPEYHE BUPTYaIbHOIO CETEBOTO

uHTepdeiica.

T
Knonka «Yganute» (= ) mpenHazHadeHa JUisl yAaJCHHUs U3 MEepPedyHsl BHIOPAHHOTO

BUPTYaJIbHOT'O CETEBOTO UHTEpeiica.



116
HIIEI.465614.002PI1

Knonka «/[00aBUTh (UKCHUPOBAHHYIO apeHAY» HaXOIUTCS HajJ MH(POPMALMOHHOMN
Tabiuield W TO3BOJISIET  OTKPBITh ~ MEHI0O  J00aBieHuss  (PUKCHpOBAHHOMU

apens! (cM. puc. 102).
4.5.3.2.1. Mento noGaBneHus (PUKCUPOBAHHOU apEHIBI
Mento no6aBnenust pUKCUPOBAHHOM apeH bl MPEACTaBICHO Ha pucyHke 102.

MeHnto no6aBneHus: GUKCUPOBAHHON apeH/IbI

TeKywne PUKCHPOBAHHLIE ApeHALI:
LoGaBHTE UKCHPOBAHHYIO apeHay

BEenWTe JONONHMTENLHEIE AaHKbIE bOOTP PXe ANA STUX (PUKCHPOBAHHLIX apeHa

© 370 N0NE MOKET GbiTh NYCThIM.  IP-afpeca MoryT GbiTh BBeAEHb! kak FQDN [oGasiTb

- s yana 3ameuanne Onuyws next-server Maxer Onuywst root-path Reiictane

Puc. 102

B tabnuie 41 nmpuBeneHo onucaHue 3JIEMEHTOB MEHIO 100aBieHus1 GUKCUPOBAHHON

apeH/IbI.

Tabnuma 41 — Onucanue 1eMEHTOB MEHIO J100aBiieHUsT (GPUKCUPOBAHHON apeH/IbI

DJIeMEHT Onucanue

[Ipenna3naueH A1 BHIOOpA BKIIOUYEHHUS/OTKIIIOUCHHS (PUKCHPOBAHHON
apensl [P agpeca

[Ipennasnaueno s BBoga MAC-anpeca DBM, koTopoil Ha3HavaeTcs
IP-anpec

YexOokc «BKIrOUEHO

ITone «MAC-aapec»

[Tone «Mms y3na wimn

FQDN»* [IpennasnaueHo i BBoaa umeHu y3ia wim FQDN

[Ipenna3HayeHo 11 BBOJIa 3aME€UaHUI K TEKYIIEH HaCTpOMKE.

%k
Hoxe «3aveuaney He Brusier Ha paboty DHCP-cepBepa

[Tone «IP-ampec» [IpennasnaueHo s BBoaa Ha3Hadyaemoro IP-anpeca

[Ipenna3zHayeHo I BBOJA JOMOIHUTEIBHBIX TAHHBIX bootp pxe s
[Mone «filenamex* 3TUX (PMKCHPOBAHHBIX apEH]I, a UMEHHO MMeHH (aiina-odpa3a 1
3arpy3KH 1o MPOTOKOIy bootp

[Ipenna3zHaueHo A5 BBOJA IOTIOJIHUTENBHBIE JaHHBIE bootp pxe ams
[Tone «next-server»* 9THX (PUKCUPOBAHHBIX apeH]I, @ IMEHHO a/ipeca cepBepa,
coaepskauero gaiia-o0pa3s uist 3arpy3Ku

[Ipenna3HaueHo i BBOJA AOIOIHUTEIbHbIEC JaHHBIE bootp pxe mis
[Tone «root-path»* 3TUX (PMKCHUPOBAHHBIX apEH]I, 3 UMEHHO MYTH 3arpy3KHu

s (aiisiia-odpasa
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DeMEHT Onucanue

[Ipennasnauena qis 1o6aBaeHUsI HOBOW (PMKCUPOBAHHOM apeH bl
Knomnka «/[o6aBuTH» C BBEJICHHBIMU HACTPOMKaMU ToyIb30BarTesss. HeoOxomumo HaxaTh
MoCJie BBOJIA BCEX HEOOXOIMMBIX MTapaMeTPOB

* — [omns, HE 00s3aTeNnbHBIE K 3amoHeHut0. [P-anpeca MoryT ObITh BBeieHBI Kak FQDN

4.5.3.3. baok «Tekyume TMHAMUYECKUE apEHIbI»

biok «Tekymwme nuHamuueckue apenas»  (cM. puc. 103)  npegHazHaueH
U1 oToOpakeHus: nHopManmu (B Buae UHPOPMAIMOHHON TaOJIUIIBI) O HCIIOIB3YEMbIX
B TCKYIIMH MOMEHT JUHAMHYECKUX apeHax.

Jliis oToOpaxkeHus TaHHOTO OJI0OKA B TIOJIpa3/iesiec HE0OXO0ANMMO aKTUBUPOBATH CEPBEP
DHCP xo0T51-0B1 /U151 0JJTHOTO ceTeBOro UHTepdeiica (M3 He0OXOIUMON TOACETH) U HaXKaTh
KHOMKY «J{00aBUTh (UKCHPOBAHHYIO apeH Iy» (100aBISATh HOBYIO (PMKCUPOBAHHYIO ApEHIY
He o0s3arenpHO). MHpopMmanmonnas tabmuna «Tekymme JHMHAMAYECKHUE apeHIIbD»

nosiBUTCs oA tadnuieit « Tekyiue GUKCUpOBaHHbBIEC apEH/Ib» BHU3Y dKpaHa.

bnok «Tekymue ntMHaMA4YECKUE apeHIbD)

Tekywme AUHaMUYECKME apeHfibl

Puc. 103

Nudopmanus B mHbopManmoHHOH Tabmume «Tekymue AMHAMUYECKHE apeHIIbD»
Mpe/ICTaBjIeHa CO CICAYIOIMMU TapaMeTPaMHu:

1) «MAC-anpecy;

2) «IP-agpecy;

3) «Mms y3nay;

4) «Apenna ucrekaer (local time d/m/y)».
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4.5.4. Ilogpaznen «3aaaTb UMEHA XOCTOB»

[Togpaznen  «3amaTh  UMEHa  XOCTOB» (cm. puc. 104)  mpegnazHaueH

JIIA HaCTpOﬁKH MapaMCTpOB CCTCBLIX Y3JIOB.

[Tonpasnen «3agaTh UMEHA XOCTOBY

[06aBHUTE XOCT:

P-agpec yana: | |

[lomeHHoe UMA: @ | | Bknioy

=]

KET OblTb MYCThIM NoGasuTh

T

6 370 none m

Tekywue paGovmne CTaHLMK:
DOedicTene

Puc. 104

B Tabnuie 42 IIPUBEICHO OIIMCaHHE AJIEMEHTOB noapaszena

<<3aI[aTB HNMCHa XOCTOB).

Tabnuma 42 — Onucanue 1eMEHTOB Mojpa3aena «3a1aTh UMEHa XOCTOBY

DIeMeHT Omnmncanue
[Tone «IP-agpec y3ma» IIpennasznaueno mia BBona IP-agpeca y3ina
[Tone «JlomeHHOC MMM * [Ipenna3zHaueHo 11 BBOJA IOMEHHOTO UMEHU
[Tone «Mmsa y3zna» [Ipenna3HaueHo 11 BBOJIa UMEHU y3J1a

[IpennaznaueH a1 BBIOOpA BKIIOUEHHUS/OTKIIFOUECHHS XOCTa TIOCIIe
Io0aBIEeHUS

[Ipenna3naueHa a1 COXpaHEHHS BBEICHHON HH(OpMAIuy 1
moOaBIEHHS XOCTa

Nudopmanmonnas tabnuma | [Ipeana3znauena s oroOpaxeHus: 100aBICHHBIX aIMUHUCTPATOPOM
«Tekymue pabourie CTaHIMM» | pabOYHMX CTaHIUI (XOCTOB)

YexOokc «BKIrOUEHO

Knomnka «Jlo6aBuTH»

* — ITons, He 00sI3aTENBHBIC K 3aII0JTHCHUIO

Uudpopmanms B uHpopmanmonHoi Tabmuie «Tekymme paboune CTaHLIUN
(cMm. puc. 105) mpencrasneHa co ciaelyroIUMH TapaMeTpaMu:
1) «IP-anpec y3nay;

2) «wms y3nay;
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3) «JloMeHHOE NMST»;

4) «JleiicTBue.

Yexb6okc B cTonbue «JleficTBue» HeoOXoauM sl aKTUBALUH (IIPH MPOCTABICHHOM

(bnaxke) BEIOpaHHOM pabodeil cTaHIuK (XOCTa) WIH IeaKTHUBAIMH (TIpU CHATHH (PI1aXkka).

Kuonka «U3meHUTH» (‘?) NpeHa3HaYeHa JUId I[epexoda Ha CTPaHHILY
peIaKTUPOBAHUS U U3MEHEHHUsI CYIIECTBYIOIIEH B MepeyHe BHIOpaHHOM pabodel cTaHIIUU

(xocTa).

i

Knomnka «Ymamute» (=) mpenHasHavyeHa aJis yIAAJICHHUS U3 MEpPEYHs BHIOPAHHOU

paboueit cTaHIuu (XOCTa).

Nudopmarnmonnas tabnuna «Texymme paboune CTaHITUN

Texyune paGoume cTaHuum:
Ap m na . JomeHHoe A AeiicTBue
9 4 pe- ]
Nerexpa: [ AkTueupoBaHo (Haxmute Ana Aeakteauwn) [ AeakTMBAPOBaHO (HAXMKUTE ANA aKTHBALAN) 0 MameHuTe ﬁ YRanuTh

Puc. 105

4.5.5. Ilonpaznen «CepBep BpEMEHU»

[Toppaznen «CepBep BpemeHW» (cM. puc. 106) mnpenHasHaueH i YCTaHOBKH

napamMeTpoOB BPEMEHHU.

[Tonapaznen «CepBep BpeMeHU

Wcnonk2oBaTe ceTEEON CepEep BPEMEHHM:
NTP cepeep
Monyyare BpeMA C CEpBEDA CETEBOND BPEMEHK

MepBHYHbIA cepeep BpeMeHn (NTP): 0.ipcop.pool.ntp.org

BTropuyHbii cepeep Bpemenn (NTP). @ |[1.ipcop.pool.ntp.org

TpeTudHbli NTP-cepeep: @ 2.ipcop.pool.ntp.org
YacoBoi NoAc: Europe/Moscow A
@ 370 none MOKET OblTb NYCThIM. Mony4ynTh BpemA C cepeepa NTP | | CoXpaHuTb

YCTaHOBHTE BPEMA EPYHHYHO:

loa: |212-22 |l.‘ ecAl |IIIB |,C|,GHI:I | 11 | Yachi: MHHYTBI YCTAHOBUTL BpEMA BPYUHYIO

Puc. 106
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[Moapaznen «CepBep BpeMEHH» COCTOUT U3 BYX OJIOKOB:
1) «NTP cepsep»;

2) «YCTaHOBUTH BPEMSI BPYUHYIO).
4.5.5.1. biiok «NTP cepsep»

brok «NTP cepBep» (cm. puc. 107) mpeaHasHadyeH [JIs yKa3aHUs BHEIIHETO

cepBepa BPEMEHHU.

bnok «NTP cepsep»
NTP cepeep
MonyyaTe BPEMA C cepeepa CETEBOro BpeMeHn
MepBnyHBIM cepeep BpeMenn (NTF). | 0.ipcop.pool.ntp.org |
BropuyHuli cepeep Bpemedd (NTP). @ | 1.ipcop.pool.ntp.org
TpeTu4Hbiit NTP-cepeep: @ 2.ipcop.pool.ntp.org
Yacosoit NoAc: Europe/Moscow v
0 370 none MoxeT ObITb NyCTHIM. Mony4yuTs Bpema c cepeepa NTP | | COXpaHWUTh
Puc. 107
B tabnuiie 43 IIpUBEAECHO OIlMCaHue 3JIEMEHTOB 0JI0Ka

«NTP cepsep».

Ta6nuna 43 — Onucanue ammemeHToB 610ka «NTP cepBep»

DeMEHT Onucanue

Yexo6okc «llomyuats Bpems ¢ | [Ipennaznader it BBIOOpa BKIIOYCHHSI/OTKIIFOUEHUS UCTIOIH30BaAHUS
CEpBEpPA CETEBOr0 BPEMEHN» | BHEIIIHETO CEPBEPA BPEMEHU
[Tone «IlepBuunslii cepBep
BpeMenu (NTP)»
[Tone «BTtopuuHsblii cepBep
BpemeHu (NTP)»*
[Tone «TpeTtnunsbii
NTP-cepBep»*

[Mpenna3HaueHo A7 BBOJA ajpeca MEePBHYHOTO CEpBEPa BPEMEHU

[Ipenna3naueHo 1 BBOJA ajipeca BTOPUUYHOI'O CEpBEpa BpEMEHU

[IpenHa3HaueHo 11l BBOJA ajipeca TPETUUHOTO CEpBEpPa BpEMEHHU

Brimmanmaromuii ciucok [IpenHazHaueH aist BELIOOpAa MECTOHAXOXKACHUS U3ICTHS TI0
«YacoBoii mosicy KOHTHHEHTY (CTpaHe) / Topoy
Kuonka «Ilomyuuts Bpemsa | [IpennasHaueHa asisi OOHOBIICHUS BPEMEHH, MOJYYEHHOTO C
c cepsepa NTP» YKa3aHHbBIX aJMUHUCTpATOpPOM cepBepoB BpemeHu (NTP)
Knomnka «CoxpaHutb» [IpennasHaueHa asi COXpaHEHUs BBEIEHHOU HH(OpMaIUn

* — [loJs, He 00A3aTENbHEIE K 3aII0JTHEHUIO
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4.5.5.2. bnok «YCTaHOBUTH BpeMs BPYUHYIO»

biiok  «YcraHoButrh  Bpems  BpyuHyr»  (cMm. puc. 108)  mpenHazHaueH

M1 YCTAHOBKH BPCMCHU BPYYHYIO AAMHUHUCTPATOPOM U3 ICIIU.

biiok «YcTaHOBUTBE BpEMS BPYUHYIO»

YCTaHOBUTE BPEMA EPYHHYIO:

ron: 08 |,E|,eHb: | 1 | Yach!: MUHYTHI | YCTAHOEMTE EPEMA EPYUHYH

Puc. 108

2022 |Mecay

B tabimue 44 MIPUBEJICHO OITMCAHUE DJIEMEHTOB OJI0Ka

«YCTaHOBUTH BPEMS BPYUHYIO».

Tabnuua 44 — Onucanue 371eMeHTOB 0J10Ka «Y CTAaHOBUTH BPEMSI BPYUHYIO»

DeMEHT Onucanue

[Ipenna3zHaueHo A5 BBOJA TEKYIIETO T0/1a IPU pPyYHOM OOHOBIICHUH
CHCTEMHOI'0 BPEMEHU
[IpenHa3HaueHo 11l BBOJA TEKYILErO MECsIa IPU PyYHOM
OOHOBJICHMH CUCTEMHOI'O BPEMEHHU
[IpenHa3HaueHo 1l BBOJA TEKYILETO YHUCIIa MECALA IPH PyYHOM
OOHOBJICHMH CUCTEMHOI'O BPEMEHHU
[Ipenna3HaueHo A5 BBOJA TEKYILETO Yaca Mpu pyYHOM OOHOBJICHUU
CHCTEMHOI'0 BPEMEHU
[Ipenna3zHaueHo A BBOJA TEKYIIUX MUHYT IPU PyYHOM OOHOBIICHUH
CHCTEMHOI'0 BPEMEHU
KHnomnka «YcranoButs Bpems | [IpenqHazHaueHa [y yCTaHOBKM BPEMEHH BPYUHYIO €CIIM cepBepa
BPYYHYIO» Bpemenu (NTP) He nocTynHbl
[Ipumeganue — [Ipn u3MEHEHUN CHCTEMHOTO BPEeMEHH (B MPOIIICIIICEe BpEeMsI) TTOJIb30BaTEIIEM

BPYUHYIO M BKIIOYeHHOM pexume «Iloacuer Tpaduka» HeoOX0auMo HaxaTh KHONKY «BoccranoBnenne 6a3bl
JaHHBIX MoJicueTa Tpadukay B noapaszaene «HacTpoiiku sxypHanupoBaHus pasznena « KypHaisn

IMone «I'om»

ITone «Mecsamy

[Tone «/lenp»

Ilomne «Hace»

ITone «MuHyTBD

4.5.6. llogpaznen «Orpannuenue Tpaduxa»

[Toxpazaen «OrpaHuueHue Tpaduka (cm. puc. 109) peIHa3HAuYCH
JUTsl OTpaHWYCHHS Tpaduka IO OMpeAesieHHBIM uHTepdelicaM H IS BBICTABIICHUS

npuopuTteTa Tpaduka s CIIyxo0.



HacTpoitku
HacTpoiika orpasuuesys Tpagika

orp Tpadhuka no

HacTpoiika NPHOPUTA3aLMH TPathKa

CNUGOK NPHOPUTETOB TPachKa.

Virepdpedic Mpuoputer

HIIEII.465614.002P11

[Toapaznen «Orpannuenne Tpadukay

Puc. 109

[Moapaznen «Orpannyenue Tpaduka» cOCTOUT U3 CleAYIOMUX OIOKOB:

1) «Hacrpoiika orpanndeHus Tpahukay;
2) «Orpanuuenue Tpaduka 1o uHTepdencamy;
3) «Hacrpoiika npuopuTu3aiyy Tpadukay;

4) «CrrCcoK IPUOPUTETOB TpaHKay.

4.5.6.1. bnok «Hactpoiika orpannueHus Tpaguka

bnok  «Hactporika

JUTSl HACTPOMKU OTpaHUYEHUS TpauKa M0 YKa3aHHBIM UHTEpdecaM.

HacTpoWka orpaHW4eHuA TpadHKa

ethl +

CKOpPOCTb MCXOOALMX COEAMHEHUA (KOUT/CEek)

CKrop

orpannueHuss Tpaduka» (cM. puc. 110)

bnox «Hactpolika orpanndenus Tpaduka

OCThb EXOQALMX COEOUHEHWH (KDWT/CEK)

Puc. 110

MNpCAHA3HAYCH
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B Tabiuue 45 MIPUBEJICHO OITMCAHUE DJIEMEHTOB

«Hactpoiika orpanndeHus Tpaduka.

Tabmuna 45 — Onucanue 3memMeHToB 0s10Kka «HacTpoiika orpanudeHus Tpadukar

0JIOKa

DeMEHT Onucanue

Brinagaronmm crmcox

[IpennaznaueH ajs BbIOOpa OJTHOTO U3 IOCTYIHBIX HHTep(dericoB

«naTepdeiicy
Ilone ((CKOpOCTb HUCXOOAIIINX Hpelea3Haqu0 AJid BBOJIa 1 YCTAHOBKH CKOPOCTU UCXOAATIINX
COCTMHEHHH (KOUT/CEK)» COEIMHEHUN
[Tone «Cxopocts Bxogsamux | IIpenqnaznadeHo A BBOAA U yCTAHOBKHM CKOPOCTH BXOZSIINX
COCTMHEHHH (KOUT/CEK)» COEIMHEHUN
Knonka «CoxpaHuTb» [Ipenna3zHaueHa aJ11 COXpaHEHUs BBEIEHHON nH(OopMaIuu

4.5.6.2. bnok «Orpannuenue Tpaduka rmo narepdeiicam»

brnox «Orpannuenue Tpaduka mo uuTepdeiicam» (cm. puc. 111) mpeacrasnser

co0olt MHGOPMAIIMOHHYIO TaOJMIly C HACTPOSHHBIM paHee MEepPeYHEeM OrpaHUYeHU

Tpaduka.

brox «Orpannuenue Tpaduka no uarepdeiicam»

Tpacpika no

Puc. 111

Undopmanus B uHpopManmumoHHOM  Tabmuue  «OrpaHuyeHue
no uHTepdeiicam» npencTaBieHa co CIeAYIOIIUMU TapaMeTpaMHu:

1) «urepdeiic;

2) «CKOpOCTh UCXOSAIINX COSNUHEHUH (KOUT/CEK)»;

3) «CKopOCTh BXOISIINX COSAMHEHUH (KOUT/CEK)».

Tpaduka

Knonka «Yganute» (ﬁ) MpeaHa3HadeHa I yOaJIeHUs] W3 TMepeyHs BRIOPAHHOTO

uHrepdeiica.
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4.5.6.3. bnok «Hactpotika mpuoputuzanuu Tpapukar

brnox «Hactpoiika npuoputuzanuu Tpaduka» (cMm. puc. 112) mnpeaHazHaueH

U1 10OaBJICHHs IPUOPUTETOB OTpaHNueHUH Tpaduka o uHTepdenicaM u MPOTOKOIAM.

bnox «Hactpoiika mpuoputuszanuu Tpapura

HacTpoWka NpUOPUTH2AUMK TPadHKa

Puc. 112

B Tabnuue 46 IIPUBEJICHO ONMCaHue AIIEMEHTOB Omoka

«Hactpolika orpanndeHus Tpaduxa.

Tabnuma 46 — Onucanue snemenToB O1oka «HacTpoiika npuoputuzanuu Tpaduxay

DJIeMEeHT Onncanue
Brmanaroumuii Ciucok [Ipenna3naueH asns BEIOOpA OTHOTO U3 JOCTYITHBIX HHTEP(DEii
«UnuTepdeiicy Y ppercos
[TpennaznaueHo Ui BEIOOpa OAHOTO U3 CIEYIONIMX apaMeTPOB:
Brimanmaromuii Ciucox — «BrIcokniin;
«IIpuopurer» — «CpenHuit»;
— «Husknin»
ITone «Anpec» [Ipenna3HaueHo A5 BBOJA aapeca BHIOMpaeMOi CIry»KObI
[Mone «Cmyx0a» [Ipenna3HaueHo A5 BBOJA UMEHHU BHIOMpPAeMOil CITyKObI
. [Ipenna3zHaueHo A5t BBIOOpa OJHOTO U3 CIEAYIOINX HapaMeTPOB:
Brimanmaromuii Ciucox
«IIporokom» ~ «TCP;
— «UDPy»
Knonka «CoxpaHuTb» [Ipenna3HaueHa A1 COXpaHEHUs BBEIEHHON nH(opMaIuu

4.5.6.4. brnok «Cniucok mMpuoOpuTETOB TpaduKar

brnmok  «Crnucox  mpuoputretoB  Tpaduka»  (cMm. puc. 113)  mpexacramiser

co00i1 nH(GOPMALIMOHHYIO TaOJIHUILY C HACTPOSHHBIM paHee MepeuHEM MPUOPUTETOB TpaduKa.

bnok «Cnucok npuoputeToB Tpaduka

CNUCOK NPHOPUTETOR TpathMka

Puc. 113
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Nudopmaruss B uHopmanimoHHo Ttabnuie «CHUCOK TPUOPUTETOB Tpadukrar
Ipe/ICTaBlIeHa CO CIEAYIOUMMHU TapaMeTPaMH:

1) «urepdetic;

2) «IIpuopurer;

3) «Anpecy;

4) «Cyx06a»;

5) «IIpotokom».

Knonka «¥Ypanute» (ﬁ) npenHa3HaueHa JUisl yAAJeHUs] U3 MepedyHsl BHIOPAHHOTO

orpaHu4eHus Tpaduxa.
4.5.7. llogpaznen «IIpoBepka JOCTYIMHOCTH Y3JI0BY

[Tonpasnen «IIpoBepka gocTynmHOCTH y3710B» (cM. puc. 114) ocymecTsiser

IMPOBCPKY CETCBOTO COCAMHCHUSA C YIAJICHHBIM Y3JIOM.

[Tompasznen «IIpoBepka JOCTYITHOCTH Y3J10B»

MpoBepxa 4OCTYNHOCTH Y3N0B

MNpoBepka ceTeBoro coefjUHEHNA € yAaNeHHbIM y3nom

AoGasnexnue yana

CnNUcoK onpawuBaeMblX y3nos

Puc. 114

B Tabnue 47 [IPUBEIECHO OmnvcaHue JJIEMEHTOB noapaszesna

«IIpoBepka TOCTYITHOCTH Y3JIOBY.
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Tabnuua 47 — Onucanue ’eMeHToB nojpaszaena «lIpoBepka 10CTYMHOCTH y3I0B»

DJIeMEHT Onucanue

YekOokce «BKimrounTh ciryx0y

[Ipenna3naueH AJisg BHIOOpA BKITFOYCHUS/OTKIIIOUCHHUS CITY>KOBI
MIPOBEPKHU CETEBOTO

MIPOBEPKHU CETEBOTO COCAMHEHUS

COEJIMHEHUS»
Yekbokc «BKIoUnTh [TpennaznaueH ajs BbIOOpa BKIIOUEHUS/OTKIIIOUEHUS OTIOBELIEHUS O
OTOBEILIEHHUE O HEJOCTYIMHOCTH (OTCYTCTBUS OTKJIMKA) OT y3J1a U3 CIIHUCKA
HEJOCTYIHOCTH y3JI1ay OTpaIINBaEMbIX Y3JI0B
[Tone «Anpec» [IpennazHaueHo 1si BBOJA U 10OABIICHUS aapeca y3ia

WNudopmannonnas Tadnuma
«CIIHCOK OIpanInBaeMbIX
y3JI0B»

[IpennasnaueHa s 0ToOpaskeHUs apeca U BpeMEHHU OTKIIMKA
N00aBJIEHHBIX B CIIMCOK ONpPAIINBAEMBbIX y3JI0B

Knonka «CoxpaHutb» [IpennasHaueHa 1y coOXpaHeHHs BBEICHHON HH(OopMaIiu

[pennasnauena 1 yaaneHus BHIOPAHHOTO y371a HH(OPMAIIMOHHOM
KHomka «Y nanute» TaOymuibl «CIUCOK OMPANIMBAEMBIX y3JIOBY M3 CIIHCKA ONPAIINBACMBIX.
[MosiBnsiercst mocye J00aBIeHUs OMPALTBAEMOTO Y371a
[Ipenna3nauena ayis cOpoca Tekymeid nHpopMaIuy o T0CTyITHOCTH
Knonka «Ouuctutsy Y3JIOB U IMTPOU3BOAUT HOHOHHHTGHBHBIﬁ OIIpoC BPECMCHU OTKJIMKA
Ka)XJIOTO M3 Y3JI0B B CITHCKE

4.6. Paznen «Cucrema ObHapysxeHust Bropxenuin»

Pa3znen «Cucrema O6Hapy:xeHus Brop:keHuin» conep XUt Cieayromme moapasaebl:

1) «Hacrpoiika npaBuin COBYy;
2) «Hactpotiika 0OHapy)EeHU;
3) «OOHapyxeHue Atak»;

4) «Ilepemennsie COB».

4.6.1. Ilonpaznen «Hacrtpoiika mpasuin COB»

[Togpaznen  «Hactpoiika mpaBun  COB»  (cm. puc. 115)  npennasHaueH

JUTSI BKITIOUEHUS (OTKITFOUEHUS) CpabaThIBaHUSI KOHKPETHOTO PEIIAOIIETO MPaBHIIa.



Mpaeuna

Oo6aenexne npaeuna COB

OOBABUTH

Mouck npaeun COB no sid
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ITonpaznen «Hactpotika npasun COB»

Cnucok npaeun COB

rubicon
rubicon-default-modified
attack-responses
backdoor

bad-traffic

chat

community-bot
community-delsted
community-dos
community-exploit
community-ftp
community-game
community-icmp
community-imap
community-mail-client
community-misc
community-nntp
community-oracle
community-policy
community-sip
community-smtp
community-sql-injection

- |CT paHl-‘ILl,

-

- f'tp

- |

- | 2946 FTP MDTM overflow attempt
- |2373 FTP XMKD overflow attempt
¥ | 2374 FTP NLST overflow attempt
T 2449 FTP ALLO overflow attempt
: 2389 FTP RNTO overflow attempt
- | 2390 FTP STOU overflow attempt
¥ | 2391 FTP APPE overflow attempt
¥ | 2392 FTP RETR overflow attsmpt
: 2343 FTP STOR overflow attempt
- | 337 FTP CEL overflow attempt

¥ | 2344 FTP XCWD overflow attempt
T 11919 FTP CWD overflow attempt
: 1621 FTP CMD overflow attempt
-~ | 1379 FTP STAT overflow attempt
¥ | 2340 FTP SITE CHMOD overflow attempt

Puc. 115

D7k B
7 A B
D7k B
7 A B
Hihm B
7 A B
D7k B
7 A B
Byh® K
7 A B
D7k B
7 A B
k= B
7 A B
D7k B

[Toapasznen «Hactpoiika npaBun COB» pa3nenex Ha ciaeayromue OJJ0KH U CTPAHUTIBL:

1) crpannna «/lo6asnenue npasmia COBy;

2) 6ok «ITouck mpasmit COB 1o sidy;

3) 6ok «Crwucok npasuit COB».

4.6.1.1. Crpanuna «Jlo6aBnenue npasuia COB»

Crpanunia «Jlo6aBnenne mpaBuna COB» (cm. puc. 116) mpenna3zHadeHa

st HacTpoiiku npasuit COB u go6apnenus ux B criucok npasui COB.
Knomnka «/l06aBuTh» MO3BOJSET OTKPHITh JAHHYIO CTpPaHULy i J100aBICHUS

HoBoro npasuia COB.
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Crpanuna «/lo6aBnenue npasuia COBy»

Cucrema OOHapyxeHus Bropmermn
3aronceok npasuna

[OelicTene alerl v Mpotoson

10pT HCTOUHIKS

MopT HasHauetna

MonA ANA onpeencHIA BTOPREHNA B faHHbIX NaKeTa

Copeprumoe

Perynapoe EcipareHne

MonA AnA onpegerneHnA BTOREHNA & SaroNoBke NakeTa

MNpoTokon IP OanHaKoBbie HCXOAALME W BXOZALME agpeca

Puc. 116

Crpanuna «/lo6aBnenue npapuia COB» coepKUT CleayIonnue CEKIUN:

1) «3aronoBok mpaBuiIay;
2) «OCHOBHBIE T0JISI IPABUIIAY;
3) «llons nnst ompeneneHust BTOPKEHUS B JAHHBIX MTAKETay,

4) «Ilonsa ans onpeneneHust BTOP’KEHUS B 3ar0JIOBKE MTAKETay.

4.6.1.1.1. Cekuus «3arogoBOK MpaBUIa»

Ceknust «3arosioBok TmpaBwia» (cM. puc. 117) mnpeaHasHadyeHa Uil CO3JIaHMS

3aroJIOBKa MpaBHJIA.



3aronosox npasuna

B  Ttabmure 48

IIpaBuIa».

MIPUBEAEHO
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Cexkius «3arojaoBOK MpaBUIay

Puc. 117

OIMKMCaHHuEC QJICMCHTOB CCKIIMH «3aroJIoBOK

Ta6nuna 48 — Onucanue AIEeMEHTOB CeKITMU «3arojIOBOK MPaBHIay

DIeMEHT

Onucanue

Brimagaromnmii Coiucox
«JlericTBrE»

[Ipenna3znaueH A1 BBIOOpA JaTbHEHIIIETO ACHCTBUS U3ACTUS IPH
cpabaTeiBaHuHM MIpaBmiia. JloCTyreH At BEIOOpa OJIUH U3 CIEIYIOIIIX
apaMeTpoB:

— alert (3anuceiBaeT HHPOpPMALIHIO O CpabaThIBAHUU MTPaBHUIIa B
KypHa);

— pass (UTHOpUPYET CETEBOM MAaKET);

— drop (61oKUpYyeT ceTeBOl MaKEeT U 3aMUCHIBACT HHPOPMAIIHIO O
cpabaTbIBaHUH MPABHIIA B KypHa);

— reject (OJIOKUPYET CETEBOM MaKeT, 3aMUChIBaeT HH(POPMAITUIO O
cpabaThIBaHUHU MIPABUIIA B )KYPHAI U, 3aT€M OTIPABISET CETEBOI
nakeT «TCP reset» (npu ucnoavzoseanuu npomorxona TCP) unn
cereBoii maket «ICMP port unreachable» (npu ucnonrvzosanuu
npomoxkoaa UDP));

— sdrop (6;0KkHpyeT maKeT, HO HE 3aIMChIBACT HHGOPMAIIHIO O
cpabaThIBaHUU TIPABHJIA B )KYpHAI)

[Tone «IP-aapec ucTouHnka»

[Ipennasnaueno s BBoaa [P-anpeca nctounnka ceTeBoro makera

Brimanaromuii Ciucox
«Hanpasnenue nepegaun»

[penna3HaueH a5 BeIOOpa HampaBiieHus nepenadn. JJocTyneH asst
BbIOOpA OMH U3 CIEAYIOUINX TapaMETPOB:

— B 00€ CTOPOHBI;

— B OJIHY CTOPOHY

[Tone «IP-agpec Ha3HaAYEHUS»

[Ipenna3znaueno ns BBoaa [P-agpeca Ha3HAUEHUS CETEBOTO MAKETA

[IpennaznaueH ajs BbIOOpa UCIOIB3YEMOTO MMPOTOKOJIA AJIs MTpaBHIIa.
JlocTyneH [uist BbIOOpa OMH U3 CIEAYIOUINX TapaMeTpOB:

Brimanmaromuii Ciucox — tep;
«IIpoTokom» — udp;
— icmp;
—ip

[Tone «ITopt ucTounnka»

Hpe/:[HazHaquo JJIs1 BBOJIa HOMEPA MOPTa UCTOYHHUKA CETEBOI'0 ITakKeTa

[Tone «Ilopt Ha3HAYCHUA)

[TpemHa3HaueHo IS BBOJAa HOMEpPA MOPTa Ha3HAYCHHSI CETEBOTO
MaKera
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4.6.1.1.2. Cekuust «OCHOBHBIE TIOJISI TTPABUIIA»

Cexkuust  «OcHoBHble  moyisi  mpaBwia»  (cM. puc. 118)

JJIA 3aIlIOJIHCHUA OCHOBHBIX OJICH IIpaBHJIL.

Cexkuust «OCHOBHBIE OIS IPABUIIA»

OCHOEHbIe MoMnA NpaeMna
CooGLieHne Ccbinka

MaeHTHduKaTop Bepcua npasuna

Tun not-suspicious v MpuopuTeT

Puc. 118

npeaHa3HaueHa

B TtaGnume 49 npuBeneHo ommcaHWe dIEMEHTOB CeKIuu «OCHOBHBIC TIOJIS

IIpaBUJIA.

Ta6numa 49 — Onucanue 351eMeHTOB ceKIun «OCHOBHBIC MOJIS TTPaBUIIa»

DJIeMEHT Onucanue

[Tone «CooOiieHne»
IpaBUJIa

[Ipenna3znaueHo 1j1s1 BBOJIAa UMEHHU / COOOIIEHHUS CO3/ITaBaEMOT0

%k
[one «Mnenruduiarop» yKa3piBaTh uncio 6ospiie 10000000

[Ipenna3znaueHo ajst BBoja uaeHTUdUKaTopa mpasuia. Heo6xoaumo

Brmanaronuii cnucok «Tum»
JUISL CO371aBA€MOTO TIpaBuJa

[IpennasHaueH U1t BEIOOpA OJJHOTO M3 IOCTYIHBIX TApaMETPOB THUIA

ITone «Ccruika

[Ipenna3zHaueHo A BBOJA CCHUIKU Ha WH(OPMAIIMOHHBIE PECYPCHI,
OIKCBIBAIOLIME aTAKy, IPEICTABICHHYIO JaHHBIM IIPABUIOM

[Tone «Bepcus npaBuiia» IIpenHna3HaueHo Jy1s BBOJIa BEPCUU MTPaBHIIA

[Tone «IIpuopurer» [IpennasznadeHo A BBOJA IPUOPUTETA NIPABUIIA

* — DneMeHT, 00s13aTeNbHBIN K 3aII0JIHEHHIO / BRIOOPY MapaMeTpa

4.6.1.1.3. Cekuus «Ilons ayis onpeneneHusi BTOP>KEHUS B TaHHBIX TTAKETa

Cekuust «Ilonst nns ompeneneHus BTOPKEHUS B JAHHBIX MakeTay (cM. puc. 119)

npcaHa3Hav4CHa AJI 3alIOJITHCHU A noJjeu IJs1 OIPCACIICHUS BTOPKCHUA B JITAHHBIX ITAKCTA.
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CCKHI/I}I «Iloms AJIs1 OIIPCACIICHUS BTOPXKCHHMA B JAHHBIX IMAKCTa»

Monsa ANA onpefeneHA ETOPKEHWA B AaHHEIX NakeTa

H

€ YYUTBIEATE PETHMCTP
He y4uTeIBaTh CTPYKTYPY NakeTa

Cofepxumoe

rmyGuHa noucka CMelleHHe Hayana noucka

PerynapHoe
BhIpaKeHne

Puc. 119

B Ttabmume 50  mpuBemeno — ommcanwe — dMeMeHTOB  cekiuu  «lloms

AJI OIIPEACIICHUS BTOPKCHUS B JTAHHBIX IIAKCTa).

Tabmuma 50 — Onucanue snemeHToB cekuuu «llonmst 1yist ompeneneHus: BTOPKEHUS

B JAHHBIX ITaAKCTa»

DeMEHT Onucanue

[MpennazHaueHo IS BBOJA COJCPKUMOTO ITAKeTa, OMPEICIISIOIIETO
cpabaTbIBaHKE MPaBUJIA

Hpelea3Haqu0 JJIs1 BBOJa JJIWMHBI ITOCICA0OBATCIbHOCTHU

[Tone «I'myOuHa OMCKa» | OTHOCHTEIHHO CMEIICHUS, B KOTOPOW OCYIIECTBIISIETCS TOMCK
TpeOyeMOoro COAEPKHUMOTO

[Tone «Conepxumoe»

ITone «Perymnspuoe IIpennazHadeHo I BBOJA PETYJISAPHOIO BBIPAXKEHUS [UUIS IIOUCKA
BBIPa)KEHUE» H0CJIEI0BATENbHOCTH, ONPEeIIIoNIel cpabaTbiBaHNe IPaBUIa
YekOoxc «He yunThiBaTh [IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIIOUEHUS ydeTa perucTpa

perucTp» B nosie «Conepxumoe»
YekOoxc «He yunThiBaTh [IpennasHaueH U1t BbIOOpaA BKIIIOUEHUS/OTKIIIOUCHUS yUeTa
CTPYKTYpPY HaKeTa» CTPYKTYpBI I1aKeTa
[Tone «Cmemenue Hauana | [IpeqHasHaueHo A BBOJA CMEIIEHUSI OTHOCUTENIFHO Havala makeTa,
TIOUCKa» OT KOTOPOTO HAYMHAETCsI MOMCK TPeOyEeMOro CoIepKIUMOro

4.6.1.1.4. Cexuus «Ilons ayis onpeneneHusi BTOPKEHUS B 3ar0JI0OBKE MTAKETa

Cexmus «llonst y1s1 ompesienieHuss BTOPKEHHUS B 3arojioBke makera» (cm. puc. 120)

IpcaHasHa4YCHa 1Jisd 3aI10JIHCHUA ToJIeH 1715 OIIPCACIICHMA BTOPKCHUA B 3aI'0JIOBKC ITAKCTA.
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CCKHI/I}I «Iloms AJIs1 OIIPCACIICHUS BTOPXKCHHSA B 3ar0JIOBKEC ITAKETA»

Mona AnA onpegeneHnA BTOPHEHNA B 3arofIOEKe Naketa

CwmeLyeHve (parmeHTa

B tabmurte 51

MIPUBEAEHO

OOMHAKOBLIE UCXOAALLME W BXOAALINE afpeca

Puc. 120

OIMKUCaHHueC JJICMCHTOB CCKIIMHU

IJIs1 OIPEACIICHUS BTOPKCHUA B 3ar0JIOBKC ITAKCTA.

Taomuna 51 — Onucanue

B 3aroJIOBKEC ITaKETa»

aJIeMEHTOB cekuun «lloms miist OIIpCACIICHUA BTOPKCHUSA

DJIeMEHT

Onucanue

ITone «Cmemienune
¢dparmenTay

[Ipenna3HaueHo A5 BBOJA 3HAUCHHS CMEIIEHUS (parMeHTa

ITone

«Tun o6cnyxuanus (ToS)»

[IpennasnaueHo 11t BBoJa 3HaYeHHsI TUMa oocmyxuBaHus (ToS)

IMone «Ilone ommmi
B IP 3aronoBke»

IIpennasnaueHo Jy1s BBO/IA 3HaYeHMs 1ot oniuid B [P 3aronoske
ImaKera

ITone «Pa3mep makera»

Hpez[Ha3Haquo AJid BBOJIa 3HAUCHUA pa3MEpa IMaKeTa

[Tone «Homep
MOCJIEIOBATEIbHOCTHY

Hpez[Ha3Haqu0 AJid BBOJIa 3HAYCHUA HOMCPA TOCIICAOBATCIIbHOCTH

[Tone «I'panuiisl okHa
TCP makera»

[Ipenna3naueHo 1t BBoJa 3HaueHMsI rpaHuLibl okHa TCP makera

ITone «Kox ICMP makeray»

[Ipenna3znaueno ans BBoja koga I[CMP nmakera

[Tone «Homep
IIOCJIEIOBATEIHLHOCTH
ICMP makera»

[Ipenna3zHaueHo /J1s1 BBOJIAa 3HAUYEHUS HOMEpa TOCIIe0BaTEIIbHOCTH

ITone «IIporokoi IP»

[IpennasznaueHo aig BBoja nporokoda IP

[Tone «Bpems xu3Hu
nakera (TTL)»

[Ipenna3znaueno A BBo/a 3HaUeHUs BpeMeHU xu3Hu nakera (TTL)

«ITong
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DeMEHT Onucanue

[one «Mnentudukarop

HaKeTay Hpez[Ha3Haqu0 JJIA BBOJAA 3HAUYCHUS I10JIA HHGHTH(bHKaTOpa Imakera

[Tone «butel pparmentanmm» | [IpennasnadeHo 11 BBOJa 3HaYEHUsI OMTOB (hparMEeHTAIIH

ITone «®aar TCP
[Ipenna3naueno nys BBoja 3HaueHus ¢uiaroB TCP coequnenus
COCIIMHEHU S
[Tone «Homep
[Ipenna3HayeHo /1 BBOJIa 3HAYEHUSI HOMEpPA MOCJIeI0BaTENbHOCTH
MIOCJIEJOBATEIbHOCTH

IPY YCTAHOBKE COCUHEHUS
YCTaHOBKH COCIMHEHUSD)

ITone «Tun ICMP nakera» | IIpegnasnaueno nns BBoaa tuna ICMP nakera

[one «Mnentudukarop
ICMP nakerta»
Yexbokc «OanHAKOBEIE
HUCXOMSIINE U BXOISIINE
aapeca»

[Ipennasnaueno ans BBoga uaeHrudukaropa ICMP nakera

[Ipenna3naueH aist BEIOOpA BKIIFOUEHUS/OTKITFOUCHUS OTCICKHUBAHUS
OJIMHAKOBBIX UCXO/ISIINX U BXOJISAIINX aJPECOB

Hpe;lHasHaqua AJId CO3aaHus HOBOI'O IIpaBuJia C 3a/ITaHHBIMHA Ha
JTAHHOM CTpaHMIIE NTapaMeTpaMu

Hpe;lHasHaqua AJid CO3aHus HOBOI'O ITpaBuJia C JOMOJHUTCIIbHBIMU
napamerpamu. [103BONISIET OTKPBITH CTPAHUILYy C BOZMOXKHOCTBIO
CTPOKOBOT'0 BBOJA MApPaMETPOB B CUHTAKCUCE TIPABUII «Snorty

Knomnka «/[o6aBuTH»

Knonka «PegaktupoBaTh Kak
TEKCT»

4.6.1.2. bnok «ITouck mpaBus COB no sid»

brok «Ilouck mpaBun COB mo sid» (cm. puc. 121) mpennasnadeH ais ObICTPOTO
noucka B crucke mpaBuia COB mo HOMepy sid, KOTOpBIIi MOXKHO YBHIETh B JKypHAJe

B ClIy4dac aTaKH.

bnok «Ilouck npasun COB no sid»

Mowuck npaewn COB no sid

Puc. 121

Ha pucynkax 122,123,124 nokazan npumep noucka npaswia COB

10 U3BECTHOMY HOMeEpY sid.
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BBoa Homepa sid

Mowck npaeun COB no sid

Puc. 122

Haiinennasa nouckom rpynna npasuin COB

Mowuck npaeun COB no sid

1292 attack-responses (1

Puc. 123

OTtoOpaxenue B ciucke npasusi COB uckomoro npasuia

Cnucok npaeun COB

rubicon

CTpaHHu,

attack-
responses

rubicon-default-medified
attack-responses
backdoor

bad-traffic

chat

community-bot

1292 ATTACK-RESPONSES directory listing ghm B

4 4 4 4 4 4«

Puc. 124

Jnst Toro yToObl MCKOMOE MpaBwiio oToOpaswioch B crnucke mnpasuwin COB

HE0OX0AMMO HaXKaTh HA HAWIEHHOE MTOMCKOM MPaBwmiIo (cM. puc. 123) moa CTpoKoi morcka.
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4.6.1.3. baok «Cniucok nipaBui COBy

biok «Cnucok npasun COB» (cM. puc. 125) comepxut nepeduens npasuin COB

C BOBMOXHOCTBIO UX PCAAKTHUPOBAHUA.

biok «Crincok npasuit COB»

Cnucok npaewn COB

rubicon - CT:aHHLﬁ

rubicon-default-modified -

attack-responses ~ |attack-

backdoor ¥ |responses

tﬁ:{t‘a “ | 1202 ATTACK-RESPONSES dirsctory listing fh= B
community-bot -« 494 ATTACK-BESPONSES command completed & g"‘ & X
community-delsted ¥ |495 ATTACK-RESPONSES command error gh® B
commun :'-,:-tlt-sl 1 : 497 ATTACK-RESPONSES file copied ok 7h2 B
i 1,_;.__._:'] . - |1200 ATTACK-RESPONSES Invalid URL ghe B
P +7| 1666 ATTACK RESPONSES index of /ogi-bin response gl B
community-iemp v |1201 ATTACK-RESPONSES 403 Forbidden fh= B
communty T\ 49 ATTACK-RESPONSES id check returned root gh® &
community-mail-client -

p——— < | 1882 ATTACK-RESPONSES id chack returnad usend ({@M _X

Puc. 125

B neBoM umHMOpMANMOHHOM TIOJIe COAEPXKHUTCS MH(POPMALUS O TPYIIAX MPABHII
COB. Ilons3oBatensckue mnpaBuiia COB OyayT HaxXoauTbcs B TPYIINE C Ha3BaHUEM

«rubicony.

B Tabmune 52 mpuBeneHo omnucaHue 2JIeMeHTOB Oioka «CHnHCOK TpaBul

COB».

Tabnuma 52 — Onucanue snemenToB 61oka «Crmcok mpasuin COBy

DIeEMEHT Onucanue

Knomnka «¥» IIpenna3zHaueHa It pacKpbITUS OAHOTUIIHOM I'PYIIIBI IPABUII

[IpennasnaueH 1t BbIOOpa HOMEpPaA MPOCMATPUBAEMON CTPAHHIIBI C
npasunamu COB. MudopmarmonHoe mose, oToopaxaroiiee nepeueHb

Brimagarommii ciucok npasui COB, npenocTaBisieT BO3MOXHOCTh IPOCMATPUBATh MEPEUECHB
«Ctpanuiiay 1o 150 mpaBuit Ha oiHOM cTpanuile. s nabHEHIero npocMoTpa
nepeyHs HE0OXOAMMO BEIOpATh CIEAYIONIYIO CTPAHUILY B TAHHOM
CIIUCKE

[IpennaznaueH as BeIOOpa BKIItOUEHUs/OTKIIOUeHUs mpaBmia COB
YekOoke «*umsa npasuna™y» | ¥ MO3BOJISET MOJIH30BATENIO BKIIFOYATh MIIA OTKIIIOYATh BEHIOPAHHOE
MPaBUJIO, HE YIAJIASA €TI0

[TpennazHaueHa JUIs peAaKTUPOBaHUs paBmia. [Ipy HaxkaTun
OTKpBIBaeTCs JopMa peaaKTUPOBAHUS TPABHII

Kuomnka « f/? »
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DeMEHT Onucanue

IIpennaszHadeHa juIst KONUPOBAHUS IIPABUIIA B OTJEIbHYIO KATETOPUIO
«rubicon-default-modified». [Ipu HaxkaTuu oTKpBIBacTCs hopma

Kronka « % peIaKTHPOBAHUS TPABUIL

IIpumeuanue. [Tone sid mpaBuia U3MEHICTCS Ha IPOU3BOJILHOE
HEHUCTIONB3yeMOe 3HAUCHHUE, €CIIH He ObLT U3MEHEH I0JIL30BaTEIIeM

[TpennazHaueHa Jisl BKIIOYEHHSI/OTKIIIOUEHHUS YBEJOMIICHUH Ha MOYTY
0 cpabaTbIBaHMH MTPABUIIA

[TpennaznaueHa /151 BKIIOYESHHS/OTKIIFOUEHUSI aBTOMAaTHYECKOTO
n00aBJIeHNS MPABUJI CETEBOTO IKpaHa MPH cpabaThIBAHUU MPaBUIIa
[Ipennasnauena nis yaanenus npasuia COB.

Knomnka « ] » JlocTymHa TOJBKO IS TTOJIB30BATEILCKUX MPABUI, HAXOASIIHUXCS B
rpynmne «rubicon» (cwm. . 4.6.1.1 HacTosMIETO JOKYMEHTA)

Kuomxka «'x] »

Kuomnka « g »

[Tong Onoxom «Crucok mnpaBun COB» npencraBieHa JereHaa (cwm. puc. 126)

BCEX BO3MOXHBIX JAEHCTBUI ¢ paBuiiamMu B nojpaszaene «Hacrpoiika npasuin COBy.

Jlerenna noapasznena «Hactpoiika npasus COB»

AHHOTO Npaguna
IAHHOTO Npasuna

Puc. 126

4.6.1.3.1. Ctpanuia peJakTHPOBAHUS MPABUII

Crpanuua penaktupoBaHusi npaBui (cM. puc. 127) mpenocTaBisieT K HACTPOMKe
AJIEMEHTBI, COOTBETCTBYIOIIME ONMCAHHBIM paHee B 1. 4.6.1.1.1 HacTosAIIEr0 TOKyMEHTA.

Jlia Bcex IpaBuWil, HAXOAALIMXCS B TPyHIE «rubicon», TOCTYNHBI I U3MEHEHUS
Bce mnons npasuwia COB. [lnsg Bcex OCTanbHBIX TI'PyNI — OCHOBHBIE MOJS IpaBuia

(BBLAEIIEHBI CEPhIM) ISl U3BMEHEHHUS HEIOCTYITHBI.
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Crpanuna pe1akTUpOBaHUSI PABUII

ids
OCHOBHBIE NMONA Npas1na

Vil ATTACK-RESPONSES
‘ directory listing

1292

bad-unknown

MLEHTHC arop
THn

3aronoBok Npaeuna
Men 1e alert w

$HOME_NET

$EXTERNAL_NET MopT HasHa4eHns

Puc. 127

4.6.2. l[Togpaznen «Hactpoiika oOHapyKEHUSDY

[Tompasmen  «Hactpoiika  oOHapyxkeHus»  (cm. puc. 128)

JUTSI HACTPOMKHU MapamMeTpoB PYHKIIMU OOHAPYKEHUSI CKAHUPOBAHMUSI.

[Toapaznen «HacTtpoiika 0OHAPYKEHUS

HacTponka o6HapyXeHWA CKAaHWPOBAHUA

BrrtoyeHo

- Bce v
poTOKON
_ Huzkmi v
YpOBEHE CpabaThiBaHuA
Puc. 128

B rtabnuue 53 mnpuBeAeHO oOMNHMCAaHHE SJIEMEHTOB IMOJApas3fena

OOHApPYKEHUS.

npcaAHa3Ha4YCH

«Hacrporika

Tabnuma 53 — Onucanue snemMeHToB noapasnaena «Hactpoiika oOHapyxeHUs»

DJIeMEHT Onucanue

[Ipenna3HaueH aJ1s BBIOOpA BKIIOUYEHUS/OTKIIIOUCHHS CUCTEMBI
YexOokc «BKiIroueHO»

0o0OHapy>KeHHsI CKAHUPOBAHHMSI
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DeMEHT Onucanue

Hpez[Ha3Haqu JUIA BBI60pa OIHOTO U3 NJOCTYITHBIX IPOTOKOJIOB!:

— «Bcew;
Brimagaroniuii criucox — «TCPy;
«ITpotokom» — «UDPy;
— «ICMPy;

— «IIporokoi IPy»
[IpennasnaueH U1t BEIOOpA OHOTO U3 IOCTYIHBIX YPOBHEH

. cpabaTbIBaHMUS:
Brimanmaromuii Ciucox o
— «Huzkuiin;
«YpoBeHb cpabaThIBAHUS .
— «Cpennuii»;
— «BpICcOKHIY
Knomnka «CoxpaHutb» [Ipenna3znauena Juisi COXpaHEHUs! BBEICHHBIX paHEE HACTPOEK

4.6.3. [Togpaznen «O6HapyxeHHE ATaK»

[Tonpaznen «O6HapyxeHue ATax» (cm. puc. 129) npeaHa3HaYeH

JUTSl YCTAHOBKH ITApaMeTPOB OOHAPYKEHUS aTaK M 3arpy3Ku HAOOPOB MPaBHIL.

[Tonpaznen «O6HapykeHHEe ATak»

Cucrtema O6HapyweHns ATak:
. Cuctema MNpefoTBpalleHUs BToOpHeHWI

MNamATe: CocToAHMe:
Snort inline OCTAHOBINEH
Cuctema OGHapyXKeHnA BTopKeHni
WHTepdeiich: MNamATe: CocToRHMKE:
GREEN Snort eth0 OCTAHOBMNEH
GREEN Snort eth1 OCTAHOBMNEH
EEN Snort eth2 OCTAHOBMNEH
GREEN Snort eth3 OCTAHOEINEH

Anpec AnA nony4eHuA 0GHOBNEHWA

MpoBepATE METKY AOBEPEHHOTO BPEMEHW NPW OGHOBNEHWK NPABMIT

CoxpaHnTs HoBbIE HacTpoiku COB |

MPUMMEHUTL TEKYIME HACTPOIKKM COB |

Fpm.ﬂa—t NoCNEQHWE 3anuCH B XypHane YCTaHOBKW Npasun
HaGop npasun BbiBepTe (aiin |

3arpyauTk HOBLIi HAOOP NpaBun |

AN He BbIOpaH

Puc. 129

B Tabnue 54 [IPUBEIECHO OmnMCaHue JJIEMEHTOB noapaszesna

«OO0HapyxeHne ATak».
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Tabnuna 54 — Onucanue ’neMeHToB nojapaszaena «OoHapykeHue ATak»

DJIeMEHT

Onucanue

Yekbokc «CucreMa
[IpenoTBpamenus
BTopxenuii»

[Ipenna3nauen ajis BpIOOpa pexkrma padotsl «Crucrema
[IpenorBpamenust Bropxennii». [ akTuBauuy padoThl pexUMa
HE0OXOAMMO BKJIIOUUTH CIYXKOY «Snort inliney

Yexookc «Snort inline»

[Ipenna3naueH AJi1 BHIOOpA BKITFOUSHUS/OTKIIFOUCHUSI CITY>KOBI «Snort
inline» u akTHBanUU pexxuMa padboTsl «Cucrema [IpenorBpameHus
BTopxeHuiiy

NudopmarnmonHoe mosue
«ITamsaTb»

[Ipennasnauen st oToopaskeHust uHGopMaIu 00 orepaTuBHON
namsatu (B Mb), 3anumaeMoit mporieccoM 0OHapyKEHUST BTOPIKCHHS
(U1 MepeYMCICHHBIX B MOApa3Jiesie peXKUMOB paboThI H3/1ETIHsI)

NudopmarnmonHoe mosue
«CocrostHue»

[Ipenna3nauen s oToOpaxkeHus HHPOPMAIIUK O COCTOSTHUN PabOTHI
CIIy’K0 cuCTeMbl OOHAPYKEHHS aTaK

Yek6oke «Cucrema
Oo6napyxenus BroprxeHuii»

[Ipenna3nauen a1 BeIOOpa peskuma padoTsl «Cructema OOHapyKeHUS
Bropxenunit». s akTuBanuu padboTsl pexkruMa He0OX0IUMMO BBIOPATh
ceTeBoi nHTepdeiic, Ha KOTOPOM OHa OYAET aKTUBUPOBAHA.

YekOokc «*ums
unmepgetica*y

[Ipennasnauen U1t BbIOOpa ceTeBOro nHTepgeiica u akTUBAUY Ha
HEM CITyObl 0OOHapyKeHUs BTOp)KeHHH B peskume «Crucrema
Oo6napyxenus BropxxeHuity.

Ilo ymonuanuro y cemeguix unmepgheiicos, noOKI0YaemMbix K
GHYmMpeHHel cemu, 8ce NaKemol, Mapuipymu3upyemvle Mexcoy
PA3TUYHBIMU 3eIeHbIMU UHmMepghelicamu, He OIOKUpYIomcs

ITone «Anpec 1uist ony4eHust
OOHOBJICHUI»

[IpennasHaueHo A5 BBOJA aapeca JUIsl MOJTydYeHUs] OOHOBJICHUI

YexOoxc «IIpoBepsATh METKY
TOBEPEHHOTO BPEMEHH IIPU
OOHOBJICHHH IIPABUID)

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIIOUEHUS IIPOBEPKU METKH
JIOBEPEHHOT'0 BPEMEHU IIpU OOHOBJIEHUHU IPaBUII

Knonka «CoxpaHuTh HOBbIE
Hactpoiiku COB»

[IpenHa3HaueHa aJsi COXpaHEHUS HACTPOEK CUCTEMBI OOHAPYKEHHUS
BTOpKeHUS. BHeceHHbIe n3MeHeH!s OyAyT YUTEHbI MPHU CIETYIOIIEM
3aIyCKC U3CIUA UIIU MMOCJIC HAXKATUA KHOIIKU «HpI/IMeHI/ITI: TCKYIHC
Hactporiku COB»

Knonka «IIpumeHuThH
Tekymue Hactpoiiku COB»

Hpelea3Haqua AJI1 HEMCAJICHHOTO IMTPUMCHCHU A YCTAHOBJICHHBIX
napameTpoB oOHapy>keHus atak. HaxkaTie 3TOH KHOIIKH MTPUBOIUT K
MOJTHOMY TIepe3amyCcKy CUCTeMbI 00HapyKEHHS BTOPKEHUI Ha
yKa3aHHBIX paHee HHTepderncax

Knonka «IIpounTtats
MOCJIETHUE 3alUCH B
YKypHaJIe YCTAaHOBKH NPaBUID)

[Ipenna3znaueHa a1 0TOOpaKEHUs MOCIICTHEH 3aIUCH B KypHaJe
YCTaHOBKH MPaBUII

Knomnka «Beibepure daiin»

[Ipenna3zHaueHa AJ11 OTKPBITHSI CUCTEMHOTO OKkHa DBM 1151 BRIOOpA
3arpy»xaemoro (aiina 6a3pl penIaronyX MPaBul

Knomnka «3arpy3uth HOBBII
Habop TpaBUI»

[Ipenna3zHaueHa AJ1s 3arpy3Ku HOBOTO Habopa 6a3bl permaronmx
NPaBUJI CUCTEMbI OOHAPYKEHUSI BTOP’KEHUH 13 BEIOPAHHOTO
noJib30BaTeseM daiia




140
HIIEII.465614.002P11

4.6.4. ITogpaznen «Ilepemennsie COBy

[Tonpaznen «Ilepemennsie COB» (cwm. puc. 130) mpenHasHaueH il yKazaHUs

3HAUYEHUI MepeMeHHbIX B pematonux npasuiax COB.

[Tonpaznen «Ilepemennsie COB»

HacTpoiika nepemeHKsix COB

OnpeaenuTL nepementylo COB

Vma ney

3HaueHne nepemenHoi COB

Crucok nepemetHbIx COB

VIR nepemeHHoii COB 3HaueHve NepemeHHoi COB CueTUMK CChinoK
[192.168.1.0/24,192.168.2.0/24,192.168.3.0/24,192.168.4.0/24] 1745 7 a
127.00.1 78
ISHOME_NET 3914 7
SHOME_NET /]
SHOME_NET 1708 7
SHOME_NET 267 /]
SHOME_NET 30 7 o

NET 0 [/}

0 ]

0 78
80 183 7o
[2021] 0 78
2 i}
» v B
1521 321 7
[64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,64.12.163.0/24,64.12.200.0/24,205.188.3.0/24,205.168.5.0/24,205.188.7.0/24,205.188.9.0/24,205.188.153.0/24,205.188.179.0/24,205.188.248.0124]5 7B
[SHTTP_PORTS,110,143] [/}

Puc. 130

[Monpaznen «Ilepemennsie COBY coCTOUT U3 ClieqyIOMUX OJOKOB:

1) «Onpenenuth nepemennyo COBy;

2) «Criucok nepeMeHHbx COB».

4.6.4.1. biiok «Onpenenuts nepemennyo COB»

biiok  «Omnpenenuts  nepemennyro COB»  (cMm. puc. 131)  npenHazHaueH

u1s fo0aiieHust HoBoM nepeMenHoit COB.

biiok «Onpenemute nepemennyo COB»

OnpegenvTe NepeMmeHHy COB
Mma nepemeHHol COB

JHadeHue nepemedHHon COB

Puc. 131
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B Tabnune 55 mnpuBeneHO oOmMcaHuE »dJIEMEHTOB Tmojpaszaena «OnpenenuThb

nepemeHHyto COB».

Tabnuna 55 — Onucanue amemMeHToB 010Ka «Onpeaenuts nepemennyro COBy»

DeMEHT Onucanue

ITone «Mms nepeMeHHOU .
[Ipennasnaueno s BBoja umeHu nepemenno COB

COB»
Hpelea3Haqu0 JJIA BBOJA CCTCBBIX O6I>GKTOB HJIn CCPBUCOB.
B 3HaueHnM nepeMeHHOM MOTYT OBITh YKa3aHbl KOMOMHAIUM PYTUX
[Tone «3Hauenue nepeMeHHsIX, IP-agpecoB u moproB. [[011ycTUMO NOJIB30BATLCS UX
nepemenHor COBy MePEUYHCICHUEM Yepe3 3amnaTyo (TIPU 3TOM COJIep)KaHUE TIEPEMEHHOM

HYKHO 3aKJIIOUUThH B CKOOKH), @ TAKXKE IPYTMMHU TIEPEMEHHBIMU

(B hbopmare $MmMs_miepeMeHHOI)

[Ipennasnauena qis coxpaneHus u gooasneHus nepemenHoit COB B
crncok nepemeHHbix COB

Knonka «Jlo6aBuTH

4.6.4.2. biok «Cnucok nepeMeHHbix COB»

brnok «Cmucok mnepemennbix COB» (cm. puc. 132) mnpeacraBieH B BHUJIE
UH(GOPMALMOHHON TaOIHUIIBL.
JlanHblii OJOK mNpeaHa3HauyeH [UIsi OTOOpa)KE€HUs W PEIaKTUPOBAHMS CIIHMCKA

nepemeHHbIX COB.

biox «Cnncok nepemennbix COB»

Cnucok nepemeHHbix COB

MM nepemeHHoil COB 3HaueHne nepemenHoi COB CHETYMK CChiNOK

[192.168 1.0/24,192.168.2.0/24,192. 168 3.0/24,192 168 4.0/24] 1745

3914

$HOME_NET
$HOME_NET

5060

SHELLCODE_PORTS 180 22

OR ORTS 1521 321

[64.12 24 0/23,64 12 26 0/23 64 12 161.0/24,64 12 163.0/24,64.12 200.0/24,205 188 3.0/24,205.188.5.0/24,205.188.7.0/24,205.188 9.0/24,205 188 153 0/24,205 188 179.0/24,205.188.248 0/24]5

[$HTTP_PORTS 110,143]

I I T T T DTN ITIDI DI IDD
=== gsiis s === sys s )=y Y= S Y=

Puc. 132
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Cronbeny «Wms mepemenHort COB»  comepXuUT mepeueHb IMEePEMEHHBIX,
ucrionb3yembix B mpaBmwiax COB. B cronbne «3naduenuss mnepemennoir COB»
B COOTBETCTBYIOIIMX MEPEMEHHBIM CTPOKaX OTOOPAXKAIOTCS MX aKTyajbHbIE 3HAUYCHMS.
B cTonbre «CueTynk CChIJIOK» B COOTBETCTBYIOMIUX MEPEMEHHBIM CTPOKAX COIEPIKHUTCS
3HAYEHUE CYETUYMKA MCTO0JIb30BAHMS COOTBETCTBYIOIICH IEPEMEHHOM.

Jns  penaktupoBaHus 3HaueHuss nepemeHHo COB  HeoOXoauMO HaXKaTh

KHOIIKY « 4 » (M3MEHUTH), TOCJE YEro JaHHble B mojie «3HaueHue nepemeHHoin COBy»

noJJIeKaT peaakTupoBanuto (cM. puc. 133). Jlna ynanenus nepemenHoir COB Haxmute

KHOIIKY « ﬁ ».

PenaxtupoBanne nepemennoit COB

Cnucok nepemeHHbIx COB

Mmsa nepementoil COB 3Haueme nepemerHon COB CHETUHK CCHINOK

HOME_NET [192.168.1.0/24,192.168.2.0/24,192.168.3.0/24,192.168.4.0/24] 1745
5 127 1 3

SRSRSRSRSRASEASE B AR RS R R R R}

Puc. 133

4.7. Paznen «MexceTeBoi IKpan»

Paznen «MexceTeBoii SKpaH» CONEPKUT CIACTYIONINE MOApa3Iebl:
1) «HacTpoiiku MeKCeTEeBOro FKpaHay;

2) «loctyn k Cunemy untepdeicy»;

3) «Ciyx0b1»;

4) «'pymribl CIryK0»;

5) «Anpecay;

6) «['pynmsl agpecoBy;

7) «HTepdeichl 0 YMOTYaHUIOY;

8) «I'pyIIIBl COCTOSTHUI,
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9) «IIpaBuia MEKCETEBOTO IKpaHaY;
10) «Konduryparmst DMZy.

[Ipn HaACTpO¥KE MEXKCETEeBOTO JKpaHa BO3HUKAET HEOOXOIUMOCTH HMCIOJIB30BATh
3apaHee TMpeonpeaeNiecHHbIe MHEMOHHYECKHE OO0O3HAueHUs MapaMeTpoB, HAMpUMED,
OTIpEICIICHHBIX TIOPTOB WJIH aJIPECOB, CBI3aHHBIX C KOHKPETHOU CEThI0, TUOO WX TPYIIII.

AJIMAHHUCTPATOP MEKCETEBOTO dKpaHa MOXKET BHOCUTDH B U3JICTNE JOTIOTHUTEIIHHBIC
3aMUCH AJIs CIETYIOIINX 3JIEMEHTOB:

1) anpeca;

2) ciyxOBbI;

3) TpyIIIbI aJIPECOoB;

4) rpynmnsl CITyXO0;

5) cereBble HHTEP(EHCHI,

6) TPYIIIBI COCTOSHUH.

4.7.1. llogpaznen «HacTpoilku MEXKCETEBOTO IKpaHa»

[Togpaznen «Hactpoiiku MexcereBoro skpaHa» (cMm. puc. 134) mnpenHaszHaueH
JUIsl yCTAaHOBKY IMapaMeTPOB aIMUHUCTPUPOBAHMS MEKCETEBOT0 3Kkpana. O0111ast HacTporka
MEXCETEBOr0 HJKpaHa 3aKJIIYaloTCs B HACTPOWKE aJIMHUHUCTPATUBHOIO JIOCTyMa
K MEXKCETEBOMY 3KpaHy, BbIOOpE PEXHMMOB €ro paboThl, a TAKXKE B YCTAHOBKE MOJUTUK

0 YMOJIYaHUIO Ha UHTepdeiicax.

[Tonpaznen «HacTponku MEXKCETEBOTO SKPAHA»

HacTpoiiku:
CeTb

TPMPOBaHWA (PA3PELIAST AAMUHWCTPATUBHBIA IOCTYN K YCTPOACTBY PYGUKOH No NpaToKony hitps W3 3Toi ceTH)

© Ecnu 370 He Baw MAC, Bbi ONySHTE aIMAHMCTDATHBHBI IOCTYN K YCTPORCTEY PYGHKOH, TONbKO KOM1A CO3NAMTE NPaBNo AOCTYNa K YCTPOicTsy PyGUKOH NS CBOET0 CoBCTBENHOMO! CoxpanuTs [.copoc |

TIONMTHKM CETeBRIX NHTepelicoR
nmsa Liger MonuTika 3anmes B kypHan 3anpewaioujee ACTENE N0 YMONUAHUIO [HocTyn k CUHeMy uHTepeiicy ReiicTaue

Green_1 open

il

Green_2 open

) |

Green_3 open

gooo
e o8 o
VDI

= ey < kel
] T

0

Green_4 open

P

Puc. 134
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Hozlpasnen ((HaCTpOﬁKH MCIKCCTCBOI'O 3KpaHa» COCTOUT U3 CICAYIOINX OJIOKOB:

1) «Hactpoiikn»;

2) «[TomuTHKYM CeTEBBIX HHTEP(EHCOBY.

4.7.1.1. biok «Hactpoiikn»

bnokx «Hacrtpoiiku»

MCIKCCTCBOI'O 3KpaHa.

HacTtpoiikn.
CeTb aAMMHUCTPHPOBaHNA (paspellaeT aAMUHUCTPATBHBIN JOCTYN K YCTPoCTBY PyOukoH no npotokony hitps 13 aton cetw):
v G

[LononHUTENBHOE OrpaHHu4eHHE No MAC-aapecy
3anpeTuTh BCe (parMeHTHPOBaHHbIE NaKeTh
PacLUMPEHHBI PEXIAM

Hactponku GUI

Mpasuno NEW not SYN

(cm. puc. 135) npenHasHadueH i BBOAA  HACTPOEK

bnok «Hactpoiku»

aTh UBETa WHTEPEICOB NPH NPOCMOTPE Npaskn

BKNIOYEHO

©® Ecnum 310 He Baw MAC, Bbl NonyyuTe aMMHHCTPATUBHBLIA JOCTYN K YCTPOMCTBY PyOMKOH, TONLKO KOIAa Co3aguTe NPasuno JOCTyNa K yCTPORCTBY PyOUKOH Ans cBoero cobcTeeHHorol CoxpaHutb ‘ C6poc |

Puc. 135

B Tabnuue 56 npuBeaeHo onucanue 31eMeHToB 010ka «Hactpoitkuy.

Tabnuma 56 — Onucanue 35emMeHToB O10ka «HacTpoiikmy»

DIeMEHT

Onucanue

YexkO0oKChI
«CeTh aIMUHUCTPUPOBAHUS
*ums unmepcgpetica*»

[IpennasnaueH 1t BbIOOpA BKIIOUEHUS/OTKIIIOUEHUS pa3peICHHs
aIMMHHMCTPATUBHOTO JOCTYTA K U3ACIUIO U JOCTYIHBIX B IEPEYHE
CEeTEBbIX MHTEP(EHCOB, MOJKIIOYAEMBIX K BHYTPEHHEH CETH 110
npoTokoay https U3 3Toi cetn

UekOokc «JlonmomHUTENBHOE
OrpaHUYCHUE IO
MAC-anpecy»

[IpennasHaueH U1t BbIOOpaA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
orpanndeHus no MAC-anpecy 9BM, ¢ KOTOpOro BO3MOKHO
aaMuHuctpupoBanue MD. MAC-anpec He0OX0IUMO yKa3bIBaTh

B noJie «JlonosuurenbHoe orpannuenre no MAC-aapecy».

[Tocne akTUBaIUM TaHHOTO YeKOOKCa aIMUHUCTPUPOBAHHE C IPYTUX
MAC-anpecoB OyJeT HEBO3MOKHO.

IIpumeuanue. Ecnu 310 He Bain MAC-aapec, Bbl MOTy4YuTe
aJMUHHACTPATUBHBIA JOCTYII K U3IEIHIO, TOJIBKO TOTJa, Korna OyAeT co31aHo
NPaBUJI0 A0CTYNA K U3Aenuio Juisi coocTBeHHOro MAC-anpeca 9BM
aJMUHHACTPATOPA

ITone «/lonmosHUTENBHOE
OTpaHUYCHUE 10
MAC-aapecy»

[Ipennasnaueno s BBoga MAC-anpeca 9BM, ¢ KOTOpOro BO3MOKHO
aAMHUHHMCTpUpoBaHue MO
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DeMEHT Onucanue

YekOoKc «3arpeTuTh Bce
[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIIOUEHUS OJJOKUPOBKH

(dbparMeHTHPOBaHHbBIC
CETEBBIX MaKeTOB C ¢uraroM parmeHTaruu B [IP-3aronoske
MAKEThD)
YexOoxc «PacmmpeHHbIN
PRIV [IpennaznaueH a1 BBIOOpA BKIIOUEHHU S/ OTKIIIOUCHHS

[IpennaznaueH ass BEIOOpA BKIIFOUEHUS/OTKIFOYCHHS [IBETHOM

. UHIMKaIUU HHTepdeiicoB mpu mpocMoTpe npasmit MO.
Yexo6oxc «Hactpoiiku GUI»
IIpuMeganue. AKTUBHBIN 9eKOOKC ITO3BOJISICT U3ICITHIO TTOKA3hIBATh I[BETA

MHTEP(EHCOB MPU MPOCMOTPE MPABUIT

[IpennasnaueH 1t BbIOOpA BKIIOUEHUS/OTKIIIOUEHUS OJJOKUPOBKH
SYN-naketoB mo npotokoiay TCP m1st KOTOpPBIX HE OBLIIO YCTAaHOBJICHO
COEIMHEHUE

YekOoxc «IIpaBuno NEW not
SYN»

Knomnka «CoxpaHuTby» [Ipenna3zHaueHa i1 COXpaHEHHS BBEICHHBIX JIAHHBIX

[Ipenna3zHaueHa AJi1 OTMEHBI BBEJIEHHBIX HACTPOEK OJI0Ka 110

Knomnka «Copoc» . .
COCTOSTHUS TIOCTICIHEY COXPAHEHHON KOHPHUTypaluu

4.7.1.2. bnok «IlomuTuku ceTeBbIX HHTEPHENCOBY

brnox «Ilomutuku cereBbix uHTEpdeErcoB» (cM. puc. 136) comepkuT mnepeyeHb

TCKYIIUX HACTPOCK ITOJIUTHUK CCTCBBIX HHTGp(i)GfICOB.

bnok «IlonuTrku ceTeBbIX HHTEPHEHCOBY

MONNTHKN CETEELIX UHTEPDEeHCOR:
Uma Leger Monuruka 3anuck B XypHan Sanpewaoues AEHCTENE NO YMONUYAHWID LOCTYN k CHHEMY MHTEpdeAcy DencTene
open DROP

open

AR

open

o000

open

Puc. 136

brnox «Ilomutuku cereBbIX uUHTEp(ENWCOB» TMpEACTaBIEH B BHAE TaOJIUIBL,
uH(pOpMalLrs B KOTOPOH MpeicTaBiIeHa CO CISAYIOIMMHU TapaMeTpaMHu:

1) «mst»;

2) «lBeT»;

3) «Ilonutuka;

4) «3anuce B )KypHaI»;

5) «3anpeniatorniee JEHUCTBUE M0 YMOTYAHUIO,;

6) «doctyn k Cunemy unrepdency»;

7) «/[evicTtBuey.
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B Tabnuie 57 mpuBeneHo omucaHue 3JIEeMEHTOB OJyioka «[loMMTHUKH CeTeBBIX

uHTEP(PECcoBY.

Ta6muna 57 — Onucanue 3memMeHToB 0s10Ka «IlouTHKN ceTeBbIX UHTEPPEHCOBY

DeMEHT Onucanue

Hpelea3Haqu JUIA BI:I60pa BK.HIO‘IGHI/IH/OTK.HIO‘-IGHI/I}I 3aIIucCu

0 COOBITHSIX B JKypHAII

Knonka «3Menunts». [Ipennasnauena s OTKPBITHS CTPaHMIIBI
Kromnka « f/—’) » «3MeHeHne HACTPONKH TTOJTUTHKHA CETEBBIX MHTEP(EHCOBY NS
pelaKTUPOBAHUS MOJIMTHKH 110 YMOJIYAHUIO BRIOpAaHHOTO MHTEpdeiica

YekOoKe «3anuch B )KypHAD)

4.7.1.2.1. Ctpanuna «/3MeHeHre HACTPOMKHU MOJUTUKH CETEBBIX HHTEP(HEHCOB

Crpannna  «l3MeHeHHWe  HACTpOMKM  TOJUTHUKUA  CETEBBIX  MHTEp(PeiicoBy
(cm. puc. 137) mo3Bods€T M3MEHUTh NOJUTHKY MO YMOJYAHHUIO BBIOPAHHOIO CETEBOTO
uHTepdeiica.

[TonpoGuast mHpOpMAIUs O HACTPOHKE MOJUTUKUA MO YMOIYAHHUIO NJISI CETEBBIX

uHrepdeiicoB ykazana B 11. 2.3 pykoBojicTBa aamunuctparopa HITEIIL.465614.002PA.

Crpannna «/3MeHeHne HaCTPOMKH MOTUTHUKH CETEBBIX HHTEP(ECOB»

VIMEHHTE NOMUTHKY:
HTepdelic Green_1

Monwuka

" N KypHanMpoBaTh NaKkeTbl, KOTOPbIE HE COOTBETCTBYIOT MpaBuny
3anuch B XypHan

. . NaKkeTyl, He NoANaAAIoLLKE NOA NpaBHna
3anpeujaiouiee AeHCTBUE NO YMONYAHMUIO:

COXpaHuTL ‘ Copoc ‘

Puc. 137

B Ta6JII/IHC 58 INPpUBECACHO OIMCAHHUC JOCTYIIHBIX K HW3MCHCHHIO JJICMCHTOB

cTpaHulsl «/3MeHeHne HaCTPOMKM MOJIUTUKH CETEBBIX HHTEP(PEHCOBY.

Tabmuua 58 — Onucanve 31€eMEHTOB CTpaHUlbl «V/I3MEHEHHe HacTPOWKH IOIUTHKU

CETEBbIX UHTEP(HENCOBY

DJIeMEeHT Onncanue
WNudopmanmonnoe mnosne [IpennasnaueHo s oToOpaxkeHus HHGOpPMALUK O HAUMEHOBAHUU
«naTepdeiicy BBIOPAHHOTO JIJIs1 ©3MEHEHHMI CETEeBOT0 MHTEpdeiica
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DeMEHT

Onucanue

Brinagaronmm crmcox
«ITonutnkay

[IpennasHaueH U1t BEIOOpA OHOTO U3 CIASAYIOMINX MTaPaMETPOB:
— «OTKpBITY;

— «IlomyoTkpbITY;

— «3aKpbIT»

YekOoKe «3anuch B )KypHAD)

[IpennasnaueHa 11 BbIOOpa BKIFOUEHUS/OTKIIOYCHUS
KYPHIMPOBAHUS ITAKETOB, KOTOPHIE HE COOTBETCTBYIOT MTPABUITY

Brimanmaromuii Ciucox
«3anpelarouiee JeHCTBUE
110 YMOJIYaHUIO»

[IpennaznaueH ass BEIOOpA OTHOTO U3 CICAYIOIIUX TAPAMETPOB:
— «DROPy;
— «REJECT»

Knonka «CoxpaHuTb»

[Ipenna3zHaueHa 411 COXpaHEHHS BBEICHHBIX JIAHHBIX

Knomnka «Copoc»

[IpenHazHaueHa 11 OTMEHBI BBEIEHHBIX HACTPOEK CTPAHULIBI 10
COCTOSIHUSL TIOCJIETHEH COXpaHEHHON KOH(UTYpaluu

4.7.2. Noppaznen «doctyn k Cunemy uHTephency»

[Togpaznen «loctynm k Cunemy wuHTepdericy» (cMm. puc. 138) mnpenHaszHaueH

JUTsl HACTPOMKHU JJOCTYIIA y3/10B (MCTOYHUKOB) K «CUHEMY» UHTEP(ENCy.

[Tonpaznen «loctyn k Cunemy unTepdency»

Bo6aBHTE YCTPOHCTEO
Pa ICTOUHMKE: @

1]

1

AAC-ajipec UCTOUHIKA: ©

v

Samevuanve: He
AIHOBPEMEHH!

YCTPOWCTEA Ha CHHEM WHTEpdelice
IP-anpec ucTouHMKa

192.168.1.1

0GX0AMMO BBECTH N0 Kpakinei mepe oanH MAC unm oo IP-anpec Ans ycTpoiicTea. Bol KETe

MAG-aapec
NONE

€ BBECTM Tarke U MAC v IP-agpec

[loGasuTb

Samevanne

Puc. 138

Leiictame

[

B cooTBeTcTBHM C 1IBETOBBIM IpoduisieM HacTpoek MD y3ibl «CMHEro» uHTepdeiica

MOT'yT HMCTb OOCTYII B «3CJICHBIN HHTGpCI)GfIC TOJIBKO IIPpHU HAJIWYHUH CIICHHAJIbHBIX

paspemienuii. Takue paspemieHUs HEOOXOJUMO YCTaHABIMBATH B JAHHOM IMOJpa3felie

MEHIO U3IECIINA.
B  Tabmune 59

k Cunemy uHTepdeicy».

MIPUBEIEHO

OIMUCAaHUEC  JJICMCHTOB nmoapasaciia

«Jloctyn
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Ta6nuna 59 — Onucanue amemMeHToB noapaszaena «Jlocryn k Cunemy uHTEpdency»

DJIeMEHT

Onucanue

[Tone «IP-agpec
UCTOYHUKA» *

[Ipennasnaueno s BBoaa [P-anpeca ycrpoiictBa

[Tone «KommenTapuiin*

[Ipenna3zHaueHo 1J1s1 BBOJIA OTIMCAHUS

YexOokc «BKIrOUeHO»

[Ipenna3znaueHa aJs1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHSI T00aBISIEMOTO
YCTpPOMCTBA

[Tone «MAC-anpec
UCTOYHUKA» *

IIpennaznaueno qis BBoga MAC-aapec HCTOUHHKA

Knonka «/[o6aBuTH»

[Tpenna3Hauena i 1006AaBIEHUS HOBOI'O YCTPOMCTBA C 3alaHHBIMU
HACTPOUKAMU.

Nudopmanmonnas tadbimia
«YCTpOICTBA HA CUHEM

[MpennasHaueHa 11t 0TOOpaKeHHsI JOOABICHHBIX MTOJIb30BATEIIEM
YCTPOMCTB (CETEBBIX Y3JIOB)

uHTepdeice»
YexO0oKC «AKTUBALNSA [Ipenna3znaueHa A1 BBIOOpA BKIIOUYEHHUS/OTKIIFOUECHHS BEIOPAHHOTO
YCTPOMCTBA» YCTpOMCTBA

Kuomnka « l//? »

Knonka «M3mMenuThy. [IpegnasHayena Jyisi OTKPBITUS CTPAHUIIBI
«3MeHeHne HaCTPOMKH YCTPOUCTBA» Ul pEJaKTUPOBAHHUS, T
MOCJIC BHECCHHSI M3MEHEHUH HEO0XO0IMMO HaXXaTh KHOIKY
«OOHOBUTBY»

Kuomnka « ﬁ »

Knonka «Y nanute». [Ipennaznadena nis yaajaeHus CETEBOTO y3Jia U3
NIepeyHs YCTPOMCTB Ha «CHHEM» HMHTepderice

* — Tloms, He oOs3aTeNbHBIC K 3amoiiHeHn0. Heobxomnmo BBecTH 1Mo KpaitHeit mepe onna MAC wiu
onuH [P-aapec nns ycrpoiicta. Bel moxkere BBectu Takke 1 MAC u [P-aapec oTHOBpeMEHHO

4.7.3. llogpaznen «CayxkOb»

[Togpazmen  «CmyxOb1»  (cM. puc. 139)

OIpCACIICHHOTO

npcaHa3HauYCHa I BHCCCHMUA

JOTIOJTHUTEIPHOW ~ CITY)KOBI  WIIH B3aNMOJECHUCTBUSA

nopra

JJIsL

Ha TPAHCIOPTHOM YPOBHE.

[Toapaznen «Coyx0b1»

Tun ICMP

Puc. 139
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JlaHHBIH TOApa3/eN MO3BOJISET CO3/1aBaTh HOBBIE CETEBBIC CIYXKOBI JUIsl YIOOHOTO
3a1aHus npaBui MO, a TakKe COJAEPKUT CIHCOK YK€ YCTAHOBJICHHBIX CITYKO.

MD conepkuT nepedeHb OCHOBHBIX CITYXO0 U TOPTOB, KOTOPHIE UCTIOIB3YIOTCS B CETH
UACHTU(PUKATOPOB [ANA.

U 3aperucTpUPOBAHbI Ha3HAYEHUS

LenTpom
[Ipu BO3HUKHOBEHHH HEOOXOAMMOCTH MCIOJI30BAHUS JOMIOJTHUTEILHON CITYKOBI (TTOpTa)
B I1enax ¢uiasTpanuu MDD wu3genuss HeoOXoauMo J00aBUTh €€ B CIIMCOK CIIYXKO
B uHTEep(deiice ynpapaeHus.

B Tabnuie 60 nmpuBeneHo onrcaHue JIeMeHTOB moApaszeia « CiyxOb».

Ta6muma 60 — Onucanue anemMeHToB noapaszaena «CiyxObhy

DJIeMEHT

Onucanue

[Tone «Mms cimy)Ob1»

[Mpenna3HaueHo A7 BBOJA UMEHH CITYkKOBI. JOTTyCTHMBI CHMBOJTBI
natuHCKOro andasurta ¥ nudpsr 0 — 9

Yexooxkc «HBEpTHPOBATH
nopThI»*

[Ipenna3znaueHa aJ1s BBIOOpA BKIIOUEHUS/OTKITIOUCHHS (QyHKIIUH
WHBEPTHPOBAHUS MOPTA, TO €CTh BCEX MOPTOB KPOME YKa3aHHOTO

ITone «IlopTel»

[Ipenna3zHaueHo A BBOJA OPTOB JUISL CITYKOBI. JlomyCcTHMBI
YHCJIOBBIE 3HAYEHU B quanasoHe ot 1 no 65535 winu nuamna3od u3
3HAUYE€HUI HOMEPOB Ha4aJIbHOTO M KOHEYHOTO [TOPTa, pa3/IEIeHHbIX
3HAKOM «-», KOTOpbIE OylyT yKa3bIBaTh Ha TPAHCIIOPTHOM YPOBHE Ha
1opT (MOPTHI), UCIOJIB3YEMBIE IPU B3aUMOIeHCTBUH. [aHHOE TToJIE
3aI0JIHAETCA B TOM ClIy4ae, €ClIi ClIy»K0a IperonaraeT HopThl
TPaHCHOPTHOTO YpoBHs. Hanpumep, cayacoa OSPF ne ucnonvzyem
nOpMbl, NOIMOMY 3ANOTHAMb MO NOJE He mpebyemcs.

B cityuae, eciu TpeGyercst onpeaenuTs ¢y 0y TpaHCIOPTHOTO
YPOBHsI, KOTOpas MpeonaraeT UCIoIb30BaHUE BCEX, KPOME
OTIpeIeIEHHBIX MOPTOB, HEOOXOIMMO yKa3aTh JaHHbIE MOPTHI U
AKTUBUPOBATh YeKOOKC «VIHBEpTUPOBATH MOPTH»

YexOokc [IpennasHaueHa i BEIOOpA BKITIOUEHUS/OTKIIOUEHUS (PYHKLIIUU
«HBEpTUPOBATH WHBEPTUPOBAHUS TUIIA cooOI1eHus mporokoia [CMP, To ecth Bcex
[TpoTokom»* tunoB coobuienus ICMP kpome ykazaHHOTO
Brimanatomuii cnucox [Ipenna3nauen i BbIOOpa OAHOTO U3 NPEJICTABICHHBIX B CIIMCKE
«I[IpoTokom» IPOTOKOJIOB, KOTOPBIN OyIE€T MCIIOJIB30BaTh CiIyk0a
Beinagaromuii cnucox [Ipenna3nauen i BbIOOpa OAHOTO U3 NPEJICTABICHHBIX B CIIMCKE
«Tun ICMPy tunos ICMP

Knomnka «/[o6aBuTH»

[Ipenna3nauena a1 1006aBIEHUS HOBOM CITy»ObI ¢ BBEZICHHBIMU
HaCTpPOWKaMu

Knomnka «Copoc»

[Mpenna3HaueHa 111 OTMEHBI BBEICHHBIX HACTPOCK JT00aBICHUS
ciyx0b1. [Tociie HaxkaTus epe3arpyskaeT CTpaHUIy U BO3BpaIIaeT K
noapasneny «CiayxOb». He ynanser yxe 100aBieHHbIE paHee
CITyKObI

Nudopmanmonnas tadbimia
«CBoM cepBUCHI»

[IpennaznaueHa /s OTpaskeHus: HH(GOpPMaLIMU O CEpPBHCAX,
N00aBJICHHBIX MTOJIB30BATEIEM BPYUHYIO

Kuomnka « i? »

Knonka «M3menutsby. [Ipeqnaznauena s peqakTHPOBaHUS CITYKO,
YCTaHOBJICHHBIX I10JIb30BATEIEM BPYUHYIO
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DeMEHT Onucanue

Knomnka «Ynanute» B CTpOKE TaOJIUIBI HAIIPOTUB OIPEICIICHHON

Knomka « | » CIIyOBbl, YCTAaHOBJICHHOM IMOJIb30BATEIEM BPYUHYIO, IPeIHA3HAYEHA

JUISL yJTQJICHUS TAHHOM CITY>KOBI

Nudopmanmonnas tabnuma | [IpeanasznadeHa ais oTpakeHusi HHGOPMAIIMK O CEPBUCAX 10

«CepBHCHI 10 YMOIYAHUIO» | YMOJIYAHUIO, UMEIOLINX CHEUAIIBHOE UMsI B U31ETTUHI

[IpennasHaueH UIst BU3YaJIbHOTO OTJIEJICHUS B TaOJIUIE CEPBHCOB 110
Pasnenurens « I YMOJTYaHHIO, UMEIOIINX CHEIHATBLHOE UM B U3/IeTTUH (4acTO

UH(GOPMaLMOHHON TaOIUIIBl | MCIOJIb3YEMBbI€ ISl JOCTYIA K U3/ENINI0) OT OCTaJIbHBIX MMEHOBAHHBIX

CETEBBIX CITYKO

* I/IHBepTI/IpOBaHHBIC IIOJIsA OTO6pa)KaIOTC$I B KpaCHBIX CKOOKaxX CO 3HAKOM «!»

4.7.4. lloppaznen «'pymnribl ciryx0»

[Moppaznen «['pynmel ciayx06» (cm. puc. 140) mpenHasHadyeH mjig TPYHIUPOBKHU

Pa3JIMYHBIX CETEBBIX CIIYKO MO OJJTHUM 0003HAYEHUEM ISl yI00HOTO 3a/1aHus IpaBmit MO.

[Tonpasnen «I'pynmsl ciryx0»

[l06aBMTE cryX6y & rpynny:

BOK 3aMEYaHUs: 0

°
Q

Tpynne! cyws:
group - Uenonsayercs Ox A}

o ywonarmo L]
acap Mo ymorariro in}

group2 - Uenonsayetes 0x A}
BLiGopouHs

Puc. 140

B Tabmune 61 npuBeseHo onrcaHue 3JeMEeHTOB nopasaena «[ pymbl ciryx0».

Tabnuma 61 — Onucanue neMeHTOB nojpasaena «['pynmsl ciryx0»

DIeMEHT Onucanue

[Ipenna3Hayen s BpIOOpa HEOOXOJMMOCTH BBOIA HOBOTO HMEHH
rpynmsl ciayx0. IIpu OTCYyTCTBHM CO3/1aHHBIX IPYIII BEIOOP TaHHOTO
HOJISI IPOUCXOIUT aBTOMATHYECKH

[IpenHa3HaueHo A BBOJA UMEHH IPYIIHPYEMBIX CIYXO mpu
[Tone «Mmst rpymmsl cimy0» | akTHBHPOBAHHOM 4ekOoKkce. Jl0myCTHMBI CHMBOJIBI JIATHHCKOTO
asnaButa 1 udps 0 — 9

YexOokc «mst rpynmbl
CITYK0»
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DeMEHT

Onucanue

Brmanaronuii cnucox «MMs
TPYIIIIBI CITY KO0

[IpennasHaueH 1t BBIOOpA OJJHOTO M3 paHee BBECHHBIX UMEH IPYTII
ciyx0. [TosiBnsiercs ecnu cymiecTByeT XoTs Obl O/IHA paHee CO3JaHHasI
[I0JIB30BATENEM IpyIIa

ITone «3arosoBok
3aMEYaHUs»

[Ipenna3zHaueHo 151 BBOJA IPUMEYAHHH K TPYIIIE CITYXKO.

Hp HNMCUYAHUC. I[aHHOC rmoJjie He 00sI3aTEIBLHO K 3aITOJTHEHUO

YekOokc «CepBHCHI 110
YMOJTYaHUIO»

[TpennaznaueH ams BeIOOpa J0OABIECHUS CEpBHCA 110 YMOIYAHHUIO

Brinagaronmm crmcox
«CepBHUCHI IO YMOJYAHUIO»

[IpennasHaueH U1t BEIOOpA OJJHOTO M3 CEPBUCOB MO YMOIYAHHUIO,
VIMEIOIIIX CHEHUATIbHOE UMS B U3/ICIIUH WIIH UMEHOBAaHHBIX CETEBBIX
CIIyK0

Yek6okc «CBOU CEPBUCHI»

[Ipenna3nauen aJis BIOOpa 100aBIICHHS CEpBHCA M3 CITUCKA paHee
N00aBJICHHBIX MTOJIB30BATEIEM BPYUHYIO

Brmanaronuii cnucok «CBou
CEPBUCHD)

[Ipenna3naueH aJis BHIOOpA OHOTO U3 PaHee T00aBICHHBIX
II0JIB30BATEJIEM BPYUYHYIO CEPBUCOB. 110sBIsI€TCS €Cu HACTPOEH XOTs
OBl OJIMH CEPBHC, JOOABJICHHBIN MOJIH30BATEIIEM BPYUHYIO

YexOokc «BKIrOUeHO»

[Ipenna3nauen ass BEIOOpA aKTUBALIMK/ IEAKTUBALIMN CO3aHHOMN
CITY>KOBI B BRIOpaHHOM TpyTIIIE.

[Ipumeuanue. He akTuBHBIE Ci1y:X0BI HE OyAYT MPUCYTCTBOBATH B
npaBuiax MO npH “CHoNb30BaHUK BHIOPAHHOM IPYMITBI

Knonka «/[o6aBuTH»

[Ipenna3zHaueHa a1 100ABICHUS CIIYKOBI B BRIOpaHHYIO TPYIITY

Knomnka «Copoc»

[Tpenna3HaueHa 1Ji1 OTMEHBI BBEIEHHBIX HACTPOEK 100aBICHUS
ciyx0bl. [Tocne HaxkaTus nepesarpyskaet crpanunyy. He ynamser yxe
JI00ABJICHHBIC PaHEE CITYKOBI

WNudopmannonnas Tabnuma
«'pynmsl ciyx0»

[Ipennasnauena i oroOpaskeHust UH(HOPMAIMK O TPYMIAX CIyxXO,
CO3JJAaHHBIX IT0JIb30BATENIEM BPYUHYIO

Kuomnka « f? »

Knonka «13Menuts». [Ipennasnauena s pejakTMpOBaHUs IPyIIbI
ciyk0 1 OTKpbIBaeT cTpaHuily «V3MeHeHne rpymn ciryx0»

Kuomnka « ﬁ »

Knonka «Y nanute». [Ipenqnaznadena muist yaaaeHus TPYII CIyxKO
(KHOTIKA B 3aroJIOBKE BHIOPAHHOM T'PYIINBI) M CAaMHUX CITYKO (KHOIKA
CrpaBa OT BEIOPAHHOH CITyKOBbI).

Ilpumeyanus:

1. I'pymmy cimy>k0 BO3MOXKHO YIAJIUTh €CITH OHA HE UCTIOIB3YETCs U3IEITUEM.
Knormka ynaneHus rpymniibl ciay)0 MPUCYTCTBYET TOJBKO €CIIU JTaHHAS
rpymIma He UCTIONb3yEeTCS U3ACITUEM.

2. I'pymma comepskut X0TsI ObI OAHY Cayk0y. Eciu B rpyIiie mpucyTcTByeT
BCET0 OJ{HA CITYK0a, TO €€ HeJb3s yIAIUTh OTJCIEHO — B TAKOM CITydac
HEOO0XOMMO YJANISATh BCIO TPYIITY

UekOoKe «*ums cyarcowr™y

[Ipenna3zHaueH a1 BBIOOpA aKTUBAIIUK/ I€aKTUBAIIUH BHIOPAaHHOM
CITy>KOBI B TpyIIIE.

I[Ipumeuanune. He akTuBHBIE CITy:KOBI HE OyIyT MPUCYTCTBOBATH B
npasmwiax MO npy UCTIONH30BAHNN BEIOPAHHOM TPYIIIBI
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4.7.4.1. Crpanuna «V3mMeHeHne rpymnmn ciry o

Crpannma  «/M3menenue rpynnm  ciayx6»  (cm. puc. 141)  mpeanasHaueHa

AJI U3BMCHCHUA BPYYHYIHO ,ZIO6&BJI€HHI)IX IMOJIb30BATCJICM I'PYIIIL CJIy}K6.

Crpannna «V3MeHnenue rpyIi ciryx0»

[lo6asuTE cryx6y & rpynny

® WA rpynnbl cry#G: | group 3aronoBok samevaHA” o

M7 YN YK

CBl N0 YMOMHAHNAK

<>‘

© 370 NOME MOXET GITh MYCTHIM. CUENZLD

Tpynni cryx6
group1 - Ucnonkayercs 0X : [}

Cop 10 yMomHaHHio (=]

acap Mo yMomaHo O

groupz - Ucnonsayerca 0x A}
BHIGOpOtHLIA

B Ta6JII/IIIe 62 IMPpUBCACHO OIIMCAHUC JOCTYIIHBIX K HMW3MCHCHHIO JJICMCHTOB

cTpaHulsl «V3MeHnenue rpymi ciyx0».

Tabmuua 62 — Onucanue 3JIeMEHTOB CTpaHulbl «3MeHeHue Tpynn ciryx0»

DeMEHT Onucanue

[Tone «ims rpymmsl cyx0» | [IpennasnadeHo 11s pelakKTUPOBAHKS HMEHU BHIOPAHHOM TPYTIIIBI

[Ipenna3zHaueHo A peAaKTUPOBAHUS/N00ABICHHUS TPUMEYAHUH K

ITone «3aronoBok rpyTINE YO,

3aMCUYaHUA»
Hp HNMCUYAHUC. I[aHHOC mmoJjie He 00SI3aTEIBLHO K 3aITOJTHEHUTO

[IpennazHaueHa Jj1sl COXpaHEHUs U MPUMEHEHUS OTPEeIaKTUPOBAHHBIX
HACTPOEK IPYIIIbI

[TpennazHaueHa Jijisi OTMEHBI BBEJIEHHBIX HACTPOEK TPYTIIIHI CITYKO.
Knomnka «Copoc» [Tocne HaxkaTus nepesarpyskaeT CTpaHUIy U BO3BpAIlaeT K
nonpazaeny «'pynmsl ciry:x0»

Knomnxka «O0HOBIEHMEY

4.7.5. llonpaznen «Anpeca»

[Toapasznen «Axapeca» (cMm. puc. 142) npenHa3HadeH sl IPEAOIIPEACIICHUS aIpecoB

CETEBBIX Y3JIOB JJI yA00HOT0 yKa3aHus npasui MO.



FloGasws anpec

CETH No yMOnyaHuio:
vms
Any
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[Tonpaznen «Anpeca»

dopwar agpeca Anpec Macka cetn

X
Q

Venonsayeten

A}

Lger IP-aapec Macka ceTH
0

Puc. 142

B tabnune 63 npuBeaeHO onucaHue MIEMEHTOB Mopaszeiia «Aapecay.

Tabnuma 63 — Onucanue MIEeMEHTOB Mojpasaeina «Aapecar

DeMEHT

Onucanue

ITone «Mma»

[Ipenna3naueHo st BBoja uMeHu (0003HaUCHHUs ) afapeca

Brimanmaromuii Ciucox
«Dopmar axpeca»

[IpennasnaueHo Ans BBIOOpa 01HOTO U3 (hOpMaTOB (TUTIOB) ajipeca A
noist BBoaa «Anpec». Jlocrymubl BapuanThl: IP mim MAC (BeiOop
MAC neobxomum [yt ykazanust onuHouHoro MAC-anpeca ceTeBoro
YCTPOWCTBA)

ITone «Anpec»

[Ipenna3znaueHo AJig BBOJA aapeca CETEBOro y3ia.

IIpumeganue. MAC-aapec He MOJKET UCIIOJIH30BATRLCS KaK aipec
Ha3HAUYCHUS

ITone «Macka ceTn»

[Ipenna3zHaueHo 1J1s1 BBOJIAa MACKH CETH B TIOJTHOM JICCSITUMHOM BH/JIC

Knomnka «/[o6aBuTH»

[TpennaznaueHa JuIs 10OABICHUS HOBOM 3aIMCH 00 aJipece CeTeBOTo
y3na C BBCIACHHBIMHU I10J1b30BAaTCIICM HaCTpOﬁKaMH

Knomnka «Copocy

[Ipenna3zHaueHa AJi1 OTMEHBI BBEJICHHBIX HACTPOCK HOBOH 3aMucH 00
aapece cereBoro y3ina. [locie HaxkaTus nepe3arpykaer CTpaHuIly

Nudopmanmonnas tadbimia
«/lomonHUTENHHBIC apecay

[Ipenna3znaueHa a1 0ToOpakeHUs MHPOPMAILIUU O TOTTOTHUTEIIBHBIX
aJ]pecax CETEBbIX Y3JIOB, CO3JaHHBIX MOJIH30BATEIEM BPYUHYIO

Kuomnka « f? »

Knomnka «3MeHUThY» B CTPOKE TAOJIUIIBI HAPOTUB OMPEIACICHHOTO
JOTIOTHUTEILHOTO aJjpeca CETeBOro y3ia, J00aBIeHHOIO
MOJIb30BATEIEM BPYUHYIO MIpeAHA3HAYEHA I PeAaKTUPOBAHUS
JTAHHOTO ajJjpeca M OTKphIBaeT cTpanuly «M3meHeHue aapecay

Kuomnka « ﬁ »

Knormnka «Y nanuTh» B CTpOKe TaOIUIBI HATPOTUB OMPEACIICHHOTO
JIOTIOTHATEIBLHOTO ajjpeca CETeBOro y3ia, J00aBJICHHOTO
MOJIb30BaTEJIeM BPYUYHYIO, TIPeIHA3HAYCHA IS yAaJICHUS TaHHOTO
ajapeca.

IIpuMeuyanue. Anpec CeTeBOro y3jia BO3MOXHO YAAIUTh €CIU OH HE
UCTIONB3yeTcs u3aenueM. KHomka ynajgeHns aapeca ceTeBoro y3ia
MIPUCYTCTBYET TOJIBKO €CIIN JaHHAs TPYIIa HE UCIOIh3YETCs U3EIIHEM.




154
HIIEI.465614.002PI1

DeMEHT Onucanue

HpeleasHaqua AJId OTpaXCHUA I/IH(bOpMaI_II/II/I O CCTAX, CBA3AaHHBIX C
CETEBBIMHU HACTPOMKAMHU U3jeius. JJaHHBIC CETH UCTIONIB3YIOTCS IS
yno0cTBa paboThI ¢ HacTpoiikamMu MO

WNudopmannonnas Tadnuua
«CeTH 10 yMOITYaHUIO»

4.7.5.1. Crpanuna «M3mMeHeHus agpecar

Crpannnia «M3menenus anapeca» (cM. puc. 143) mno3BonsieT peaakTUPOBaTh

HACTPOMKHM ajipeca BEIOPaHHOI'O CETEBOI0 y37a.

Crpanuna «/3MeHeHus agpeca»

WamennTs agpec
Vms ®opmar agpeca Anpec Macka cetn

3ameuaHne: MAC-aApeC He MOXET UCMONL30BATLCA KaK aapec HasHavueHus OGHOBNEHHE [copoc]

[HononwwTensHsie agpeca:

Wms Appec
address1 192.168.14.16 265

Henonsayeten
1 7

mact 08:02:abicd:ef:11 0x A

CeT o ymonsanHio:
Vs User IP-anpec Macka ceti
Any 0000 0000

Green Address 1 | | 1005222 255.255 255,255

Puc. 143

B Ta6HHHC64 MNPUBCACHO OIIHMCAHHUC JJICMCHTOB CTPAHUIBI «H3meHeHus

azapecay.

Tabmuua 64 — Onucanue 3J1eMEeHTOB cTpaHullbl «3MeHenus agpeca

DJIeMEeHT Onucanue
ITone «ms» [Ipenna3zHaueHo A peAaKTUPOBAaHUS UMEHU (0003HaUEHUS) apeca
Brimagarommii ciucok [IpennazHaueHo st UI3MEHEHHsI BBIOOpa opmaTa ajgpeca Jist oIS
«Dopmar aapecay BBOJIa «AJIpecy
[Tone «Anpec» [Ipenna3zHaueHo s peAaKTUPOBAHUS aJIpeca CETEBOTO y3Jia
[Tone «Macka cetn» IIpenna3HayeHo s peIaKTUPOBAHUS MACKH CETH CETEBOIO y3i1a

[IpenHa3zHaueHa A1 COXpaHEHHS M PUMEHEHHS OTPEIaKTUPOBAHHBIX
HACTPOEK aJipeca CETEeBOro y3Ja

[Ipenna3zHaueHa AJi1 OTMEHBI BBEJICHHBIX HACTPOCK aJpeca CETeBOro
Knomnka «Copoc» y3na. [locne HaxaTus mepe3arpy»aeT CTpaHHILy U BO3BpAILAET K
noapasneny «Aapecay

Knonka «O0HOBIEHUEY
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4.7.6. llogpaznen «I'pyniibl aapecoBy

[Mogpasnen «['pynmel anpecoB» (cM. puc. 144) mpenHazHadeH il TPyNIIMPOBKU
pa3IMyYHBIX aJPECOB CETEBBIX Y3JI0B IOJ OJHUM O0O3HAu€HUEM IJs YJOOHOro 3ajaHus

npasui MO.

[Tonpasznen «I'pynrbl axpecos

DLoBaBwTE aapec K rpynne:

33r0N0BOK 3aMeYaHns: @

MMA TpyNNkl 3Apecos:

Brnioyero: ¥

3ameuaHme: MAC-aIpEC HE MOXET UCTIONE30BATLCA KaK APEC HAsHAYEHNA. B OIHOI My He IOMKHO GbITb apecos IP u MAC
© OTO MONE MOKET GbiTb NYCTLIM. [106aBHTE [copoc]

rpynnk: anpecoe:

group1 - Mcnansayetcs Ox g

address1 BbIGOPO4Hb of

Green Address 3 o yMoraHHio o}

mact BHIOOPONHBiA ]

group2 - Ncnoneayerca 0x 4]
Private Network 172.16.0.0 Mo ymonyanmio

B tabmuue 65 npuBeneHO — omMcaHuWe — ANEMEHTOB  mofpasznena  «['pymmbl

aapeCcoB».

Tabnuna 65 — Onucanue 31eMeHTOB noapasaena «['pynmsl anpecony

DJIeMEHT Onucanue

[Ipenna3HayeH s BeIOOpa HEOOXOJMMOCTH BBOIa HOBOT'O HMEHH
rpymnmsl agpecos. IIpu OTCYTCTBUM CO3AaHHBIX TPYII BEIOOP JAHHOTO
HOJIS IPOUCXOIUT aBTOMATHYECKH

[IpennasHaueHo A BBOJA MMEHU IPYIIIHPYEMBIX aIpeCcOB MPH
aKTUBHPOBAaHHOM 4ekOokce. J[omycTHMBI CHMBOJIBI IATHHCKOT'O
asnaButa 1 udps 0 — 9

[Ipenna3HayeH s BEIOOpA OHOTO M3 paHee BBEJCHHBIX HMEH TPy
aznpecoB. [losBisieTcst eciu CyIIecTBYeT X0Ts ObI OZJHA paHee
CO3JTaHHAs MTOJIL30BATENIEM TpyIIa

Yexooxc «Mms rpyniib
a/IpEcoB»

[Tone «Mms rpynmsl
azpecoB»

Brimamaronumii Criucox
«Mms rpynmel axpecosy

Yekookc «Cetu 110
[Ipennaznauen ass BbIOOpa JOOABICHUS CETH IO YMOTYAHUIO

YMOJTYAHUIOY
Brimamaronumii Criucox [Ipenna3HnaueH a1 BHIOOpA OJHOU U3 CETEH, CBSI3aHHBIX C CETEBBIMU
«CeTH 10 YMOJTYaHUION HAaCTPOMKaMU U3JeIIus

Yekooxke «Jlomomautensupie | [IpeanazHadeH myist BEIOOpa 100aBICHUS aapeca U3 CIUCKa paHee
agpecay N00aBJICHHBIX MTOJIF30BATEIEM BPYUHYIO

[Ipenna3naueH aJis BHIOOpA OHOTO U3 PaHee T00aBICHHBIX
II0JIB30BATEJIEM BPYUHYIO afgpecoB. I1osBisercs eciim HaCTpOEH XOTs
OBl OIMH a/ipec, J00aBJIECHHBIN MOJb30BAaTEIEM BPYIHYIO

BrImagarommii cuucok
«JlomomHUTENIbHBIE apecar
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DeMEHT Onucanue

[IpennasHaueH U1t BBIOOpA aKTHBALIMK/JICAKTUBALIMU CO3JAaHHOTO

aZipeca B BRIOpaHHOM TpyTIIe.
YexOoxkc «BrirroueHo»

[Ipumeuanue. He akTuBHBIE aapeca HE OyAyT MPUCYTCTBOBATH B PABHIIAX
MD npu BCNOIb30BaHUH BEIOPaHHOMN TPYIIIEI

IMome «3aroaoBoK [Ipenna3HayeHo 11 BBOJIa MPUMEYaHUM K TPYIIIE aJIpECOB.
3aMCHaHuA» [Mpumeuanue. JlaHHOE MOJIC HE 0053aTEIBHO K 3aIIOJHCHHUIO
Knonka «/{o06aButb» [TpennaznaueHa Jist 106aBIeHUs ajJpeca B BBIOPAHHYIO IPYTIILY

[TpennaznaueHa Jjisi OTMEHBI BBEIEHHBIX HACTPOEK 100aBIIeHUS

Knomnka «Copoc» anpeca. [Tocne HaxkaTust mepesarpyxaer crpanuily. He ynamnser yxe

no0aBJIeHHBIE paHee ajpeca

WNudopmannonnas tabnauna | Ilpeanasnadyena ans oroOpaxeHus nHGOpMAIKMU O TPYIINaxX aJpecoB,
«"pynnel agpecoBy CO3JaHHBIX MOJIb30BATEIIEM BPYUHYIO

Knonka «3Menutsy. [IpennasnaueHa s peJakTHPOBAHUS TPYTIIIBI

aIpecoB U OTKPbIBAET cTpaHully «M3MeHeHue rpymn aapecoBy

Knonka «Y nanutey. [Ipennaznadena i yaaaeHus rpymnin apecon

(KHOTIKA B 3aroJIOBKE BHIOPAHHOM T'PYIINBI) U CAMHUX aIpecoB (KHOIKA

CIpaBa OT BHIOPAHHOH CITyKOBbI).

Kuomnka « f? »

Ilpumeyanus:

Kromka « ﬁ » 1. I'pymimy anpecoB BO3MOXKHO YIATUTh €CITA OHA HE UCIOJIb3YETCS
U3ICIINCM. KHOHKa YAaJICHUA rpynnbl aIpeCOB MPUCYTCTBYCT TOJIBKO €CIIN
JaHHasd rpyI1na HE UCTIOJIb3YCTCA U3CIINCM.

2. I'pymma comep kit XOTsI ObI OJH aapec. Eciu B TpyIIe NpucyTCTBYET
BCE€TO OIUH aAp€C, TO €0 HEIB3d YAAJIUTh OTACIIBHO — B TAKOM ClIy4dac
HEOOXOMMO YAAJSITH BCIO TPYIITY

[Ipenna3HaueH 11 BBIOOpA aKTUBAIIUK/I€aKTUBAIIUHA BHIOPAHHOTO
ajzipeca B TPyIIIIE.

YexOokc «*ums aopeca*»
IIpumeganue. He akTuBHEIE anpeca He OyAyT IPUCYTCTBOBAThH B IIPaBMIIAX

MD npu UCIIOJIB30BaHUH BEIOPAHHOM TPYIIIBI

I[Ipumeuanus:

1. MAC-anpec He MOXET UCIIONB30BAThCS KakK ajipec Ha3HadeHus. [Ipu co31aHnU ¥ HATIOJTHEHUH
TPYIIITEI aIPECOB HEOOXOAMMO VIHTHIBATh €€ TOCIICAYIOIIee NCITOIb30BaHue B Ipasmiax M3. MAC-aapec, B
TOM YHCJIE B COCTaBe TPYIIIBI, HE MOXKET OBITh MCIIONIb30BaH JJIS YKa3aHHA ajJpeca Ha3HauYeHHs B mpaBmiIax MD.

2. B opHol1 rpynme He g0mKHO OBITh ajipecoB IP u MAC

4.7.6.1. Crpanuna «M3MeHeHHe rpyIin aapecoB»

Crpannnia  «/3menenne  rpynm  aapecoB»  (cMm. puc. 145)  mo3Bonsier

peAaKTUPOBATh HACTPONKH BHIOPAHHOM IPYIIIIBI aIPECOB.
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Crpanuna «V3MeHeHue rpyI aapecoBy

[.062BHTE aAPEC K rpynne:
® s pynNel anpecos:

3aroNoBOK 3aMeNaHHs: 0

BameyaHme: MAC-aiPEC HE MOKET HCMONb30BATHCA Kak aiPEC HasHaYEHHA. B ONHOM rPYNNe He AOMKHO BbiTh apecos IP n MAC
© 370 N0E MOXET ObiTh MYCTHIM ObHoENEHHe [copoc ]

Fpynnei anpecos

group1 - Ucnonesyetes 0x )

address1 BbIGOPOX Bl ]

Green Address 3 Mo ymoraniio (]

mact BriBopoN b i}

group2 - cnonkayeTes OX : A}
Private Network 172.16.0.0 Mo yMonuakmio

B rtabnuue 66 mpuBeAEHO OMHUCaHUWE JIIEMEHTOB CTpaHulpl «l3MeHenue

TPYII aPECOBY.

Tabnuma 66 — Onucanue 31eMEeHTOB CTpaHUIlbl «VI3MeHeHe TPYyII aApEecOBy

DJIeMEHT Onucanue

[Tone «Mmsa rpynmst
[Ipenna3znaueHo A peAakTUPOBAHUS UMEHH TPYIIIbI apEeCcOB

aJIPECOB»
IMoite «3aroIoBOK [TpennazHaueHo Ui pelaKTUPOBAHUS MPUMEYaHUN K TPYIIE a[pecoB.
3aMCHaHuA» [Mpumeuanue. JlaHHOE MOJIC HE 003aTEIBHO K 3AIIOJHCHUIO

IIpenna3zHaueHa Uit COXpaHEHUS U IPUMEHEHUS OTPEIAKTUPOBAHHBIX
HACTPOEK a/ipeca CETEBOro y3ia

[Ipenna3HaueHa At OTMEHBI BBEICHHBIX HACTPOEK TPYIIIBI CITYXKO.
Knomnka «Copocy [Tocne Haxkatus mepe3arpykaet CTpPaHUILYy U BO3BpAIIAET K
nojapaszeny «Aupecay

Knomnka «O0HOBIEHMEY

4.7.7. Honpaznen «uTepderichl Mo yMOIT4YaHUION

[Toppaznen «Uurepdeiicet no ymonuanuio» (cM. puc. 146) mnpegHazHaueH

JUTSL PETUCTPALIMK B U3EIMHA BUPTYAIbHBIX HHTEP(PEHCOB.
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[Tonapaznen «MuTEpdeichl 0 yMOIYaHUIO

Do6aBuTk uHTEpeiic:

LononHKTeNkHbIe MHTEPgeCcE:
nms ViHTeptpelic McnoneayeTcs

VLAN1D LAN10 0x [“Rinf

VHTepdpeiicsl No yMON4YaHNO:
Wma LiBeT WHTepgerc

eth1

G eth2
Green_4 ethd

Puc. 146

CereBble HHTEpPEICH MOKHO pa30UTh HA IBE TPYIIIbL:

1) puznyeckue — onpenaensroTcs UCXOI U3 HATMYUS (PU3MUECKUX CETEBBIX aalTePOB;
2) BUpTyaJIbHbIC — Ha3HAUaloTCd Ha (u3nueckux wuHTepdericax Wi OOBbEIUHSIOT

UX B BUPTyaslbHbIE HHTEP(ENCHI.

B xagecTBe mpumepa BUPTyanbHBIX HHTEPPEHCOB MOKHO BBIICIUTD CICTYIOIINE:
1) rynnenu GRE;

2) tynnenu OpenVPN;

3) unTepdeiickl OObeAMHEHMS,

4) untepdeiicel MOCTa;
5) unrepdeticel VLAN.

HuTtepdeiickl ceTeBbIX afanTepoB MOTYT HAMPSIMYIO Y4acTBOBATh B 3aJlaHUU MTPaBUII
MD 1o uMeHaM COOTBETCTBYIOIIUM I[BETOBBIM nofuTukam («Green_1», «Blue 3» u 1. 1.).

Peructpanusi TONOJHUTETBHBIX HUHTEPPEHCOB OCYIIECTBISETCS B JAHHOM
noapaszaene MeHto uzaenus. [lpu stom M 10JkeH ObITh NepeBeleH B paciMpPeHHbIH
pesxknM (B noapaszaene «MexceTeBoil Jkpan» — «HacTpoilku MEKCETEBOIO S3KpaHay).

[TogpoOHee nndopMalus 0 HacTporkax GU3UYECKUX U BUPTYaIbHBIX HHTEP(DEIcoB
IpeacTaBleHa B nozapaszaene «HacTpoiika MeXCeTeBOro 3SKpaHa» pPYKOBOJCTBA
anmuHuctparopa HITEIIL.465614.002PA.

B Ttabmune 67 mpuBeneHO oOmMcaHUE dJIEMEHTOB Tonpazaena  «Hutepdeiich

110 YMOJTYaHHIO» .
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Tabnuma 67 — Onucanue 35eMeHToB noapasena « MaTepdeichl Mo yMOoITYaHUIo

DJIeMEHT

Onucanue

Tlone «ma»

[Ipenna3zHaueHo i BBOJA MCEBJOHMMA /ISl PETHCTPUPYEMOTO
uHTepdeiica. [IceBIOHUM MOXKET COBIAAATh C (PAKTUYECKUM
HaMEHOBaHHEM HHTepdeiica

[one «uTepdeiic»

[TpennaznaueHo /i BBOJA (PaKTUUECKOTO HAUMEHOBAHUS
CYIIECTBYIOIIEro nHTepdeiica s qalbHEeHUIIEeH perucTpaiy ero B
143 (S07071

Knonka «/[o6aBuTh»

[Ipenna3HaueHa Ui COXpaHEHHs U 100aBICHUS (PETUCTPAIIUH)
BBEJICHHOTO MHTep(deiica B MHOOPMAITMOHHYIO TabIUIly
«/lononHuTenbHbIE HHTEPDEHCHD)

Knomnka «Copoc»

[Ipenna3zHaueHa A1 OTMEHBI BBEJICHHBIX HACTPOCK PETHCTPALIUH
cereBoro uHTepdeiica. [locne HaxkaTus nepe3arpykaeT CTpaHuIly

Nudopmanmonnas tadbimia
«JlomomHUTENbHBIE
uHTEphEHCh»

[Ipenna3nauena Ay otobpaxeHus nHGpopMaIu o 100aBICHHBIX
(3aperucTpUpPOBAHHBIX B U3JICIHH) BPYYHYIO TOTIOTHUTEIHHBIX
nHTepdencax

Kuomnka « l//? »

Knonka «3mennts». [IpenHasHauena s pejakTHpOBaHUS
BBIOPAHHOTO JIOMOJHUTEIBHOIO HHTEp(delica U OTKPBIBAET CTPAHULLY
«M3menenne uaTepheicoB M0 YMOIYAHHUION

Kuomnka « ﬁ »

Knomnka «Y nanutey. [Ipenqnasnadena s yiajaeHus BRIOpaHHOTO
JIOTIOJTHUTEIBHOTO HHTEpdeiica.

IIpumeuyanue. JloMOIHUTENbHBIN HHTEPHEHC BO3MOXKHO YIAIUTh €CIIH OH
HE HCToNb3yeTcs n3aenueM. KHoMKa yJjaneHus TOTOIHATETHHOTO
uHTep(delica MPUCYTCTBYET TOIBKO €CIM JaHHBIN HHTEpdeiic He
WCTIOTIB3YeTCS U3IeNIEM

Nudopmanmonnas tadbimia
«MHuTepdeticet mo
YMOJTYAHHIO)

[Ipenna3Hauena st 0TOOpaKEeHUs CIUCKa (PU3NUECKUX CETEBBIX
uHTEepdeiicoB

4.7.7.1. Ctpanuua «/3meHeHre HHTEPPENCOB MO YMOTIAHHIO»

Crpanuna

«3meneunue

uHTep(DENcoB MO  yMOJIYAHHUIO»

MO3BOJIAET PEIAKTUPOBATh HACTPOHKH BEIOpAHHOTO HUHTEpeiica Mo yMOIYaHHIO.

Crpanuna «/3mMenenne nuTepdeicoB 1Mo yMOITUAHUIO

VismenuTs ukTepdeiic
Mnast

DononHuTenLHele MHTEpdecH

VHTepcefics! Mo yMonuanwio

Wrepdeiic:

[oomoenene | [copoc]

s Wirepeiic Venonkayetes
VLAN1O VLAN1O ox |

(] Liser VHTepeiic
etho
et
eth2

eth3

Puc. 147

(cm. puc. 147)
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B Tabnuie 68 mpuBeneHO omHMcaHWe SJIEMEHTOB cTpaHuilbl «V3MeHeHue

UHTEP(PEICOB O YMOTUAHUION.

Tabnuua 68 — Onucanue 31eMeHTOB cTpaHullbl «M3MeHeHne HHTep(EcoB MO0 YMOTUYAHUIO

DeMEHT Onucanue

[Ipenna3znaueHo A peAaKTUPOBAHUS NICEBIOHUMA IS
peructpupyemoro uatepdeiica. [lceBmoHMM MOXKET COBIAIATh C
TTone «Ms» dakTHYeCKUM HaMMEHOBaHUEM HHTepderica.

IIpumeganue. JlaHHOE TIOJIE BO3MOXKHO PEIAKTHPOBATEH €CITH BHIOPAHHBIN
uHTep(delic He NCTIONb3YeTCs U3/ICINEM B MOMEHT H3MCHCHUS

Tone «AnTepdeiion [IpenHa3HaueHo A peAaKTUPOBAHUS (PAKTHUECKOTO HAMMEHOBAHUS
CYILECTBYIOIIETO CETEeBOro uHTEpdeiica

[IpenHa3HaueHa 11 COXpaHEHUs U IPUMEHEHUS OTPENAKTUPOBAHHBIX
HACTPOEK BHIOPAHHOTO JOTIOJHUTEIHLHOTO CETEBOTO HHTEpderica
[Ipenna3HaueHa it OTMEHBI BBEJACHHBIX HACTPOEK BHIOPAHHOTO
JOTIOJTHUTEILHOTO ceTeBOro nHTepderica. [locne HaxkaTus
nepe3arpy’kaeT CTpaHHILy M BO3BpaIlaeT K nojapasaeny «Murepgeiics
110 YMOJTYaHHUIO»

Knonka «O0HOBIEHUEY

Knomnka «Copocy

4.7.8. Ilonpaznen «I'pymiibl COCTOSTHUN

[Toppaznen «['pynmel coctosinuil» (cM. puc. 148) mpenHasHaueH i CO3JAaHUS

N PCAAKTUPOBAHUS I'PYIIIL COCTOSIHUM CETEBBIX COGI[I/IHGHI/Iﬁ U30CIIN.

[Tonpasznen «I'pynmsl COCTOSIHUID

TpyNNkl COCTOAHMA COQNHEHUH

groupnew v

NEW v

pynn!

groupnew - UcnonbayeTcn - Ox @

b= =]

groupest - Micnone3syetca - 0x :
ESTABLISHED

Puc. 148

B rtabmuue 69 npuBeneHO omHMcaHWE 2JIEMEHTOB  moxapaszaena  «[pymnmbl

COCTOSTHUW.
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Tabnuma 69 — Onucanue 31eMEeHTOB nojipaszesna «[ pynnbl COCTOSHUN

DJIeMEHT

Onucanue

Yexookc «HazBanue
TPYIIIBDY

Hpelea3Haqu JJIs1 aKTUBAllUN BI:I60pa BBOJAa HOBOT'O Ha3BaHUA
rpYyNIbl COCTOSIHUM

ITone «Ha3BaHnue rpymnmsi»

[IpennasHayeHo 1y BBOJIA BPYYHYIO HOBOTO Ha3BaHUS IPYIIIbI
COCTOSTHUN

YexOokc «BpiOpath rpymnmy»

[Ipenna3zHaueH 1)1 aKTUBALMK BBIOOPA YKE CYIIECTBYIOMIEH TPYIIITHI
COCTOSTHUN

Brimanmaromuii Ciucox
«Bb1OpaTh rpymimy»

[Ipenna3nauen aJis BBIOOpa HAUMEHOBAHUS OJTHON U3 YXKE
CYILECTBYIOIIMX I'PYIII COCTOSIHUI

Breimapatomuii cnucok
«Bp1OpaTh cocTostHIE
COCTMHEHUS

ITpennasnaueH i BbIOOpa OAHOTO U3 CIIETYIOIUX BApPUAHTOB
COCTOSIHUSI COEIMHEHMS JIUIs1 CO3/1aBAEMOM IPYIIIBL:

— «NEW» («HoBoe») — ceTeBoil akeT, sIBISIETCS MAaKeTOM
YCTaHOBJIEHUS COEAMHEHNUS;

— «KESTABLISHED» («YCTaHOBJICHHOE)») — aHATU3UPYEMBIH MMaKeT
IIPUHAJICKAT COCIUHEHHIO, KOTOPOE YXKE €CTh B CIIUCKE
YCTaHOBJIEHHBIX COEAMHEHUN;

— «RELATED» («CBsi3aHHO€») — aHAIU3UPYEMBII CETEBON NAKET
CBSI3aH C YCTAHOBJICHHBIM coeluHeHueM. Hampumep, npu padore no
nporokoiy FTP, cHadana coeMHEeHNe yCTaHaBINBACTCS IS ITOPTA ©
HoMepoM 21. ITo 3ToMy coeTMHEHUIO MEPEAAIOTCS YIIPABIISIOIINE
KOMaHJIbl. A IpH HE0OXOAUMOCTH NIepeIadr JaHHBIX HCIIOIb3YeTCs
nopT 20, HO CETEBbIE MAKETHI C JAHHBIMH CBSI3aHBI C COCIUHEHUEM,
YCTaHOBJIEHHBIM Ha nopTy 21;

— «(INVALID» («Omub0o4HOe») — aHaTU3UPyEMBbIil CeTeBOM MaKeT He
MOJKET OBITh OIIPEJEIIEH WU HE UMEET OIIPEEIIEHHOIO COCTOSHUS,
Hanpumep, ommbka ICMP, koTopast He OTHOCHTCS K KaKOMY-JIHO0
KOHKPETHOMY COEIMHECHHUIO

Knomnka «J{o6aBuTH»

[IpennasHaueHa A1k COXpaHEHHS U T00aBJICHUS HOBOM TPYTIITBI
COCTOSIHUH C BBEIEHHBIMM paHee HacTpolikamu. Co3/laHHas rpymnia
COCTOSIHHI 0TOOpa3uTcsi B nHMOpMAIMOHHOM TabmuIe «I pymmb

Nudopmanmonnas tadbimia
«['pynmbpy

[Ipenna3nauena s oTobpaxeHus nHGpopMaIu o 100aBICHHBIX
BPYUYHYIO I'PYIIIIAX COCTOSHUM CETEBBIX COCIMHEHUMN W3NS

KHOMKA «#%

Knonka «Y nanuts cocrosHuey. lIpeagnaznaduena muisi y1ajieHus
OJIHOT'O U3 COCTOSIHUM, BXOSILUX B IPYIIIY COCTOSHUMN.

Kuomnka « ﬁ »

Knonka «Y nanute». [Ipeqnaznadena muist yaaneHus: BBIOpaHHON
TPYNIbI COCTOSIHUN CETEBBIX COCTUHEHU.

IIpuMeuyanue. I'pynmy cocTossHUN BO3MOXKHO YAAIUTE €CIIM OHA HE
UCIoNb3yeTcs u3aenueM. KHomka yaaneHus rpynnbl COCTOSIHUM CeTeBBIX
COEIMHEHHH MPUCYTCTBYET TOJIBKO €CIIM TaHHAS TPYIINa HE UCIOIb3yeTCs
U3JIETTUEM.
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CoznaBaemasi MoJib30BaTEIEM TPYIIAa COCTOSHUM MOXET COAEpk aTh 10 YEThIPEX
pa3IMyYHBIX 3JIEMEHTOB (CocTosiHMM  coenuHeHus). g pobaBieHus  dieMeHTa
B CYUIECTBYIOUIYIO TPYIIy COCTOSHUA HEOOXOJIMMO BBIOpAaTh TpeOyemMoe COCTOSHUE
¥ Ha3BaHUE TPYMIBI, B KOTOPYIO HeoOxoaumo ero qo0aButTh. Co3gaHHas TakuM 00pazom

rpymia € YKa3aHHbIM HMCHEM dBTOMATHUYCCKU OG’I)GI[I/IHI/IT BBI6paHHI)Ie COCTOAHUA

(cm. puc. 149).

I'pynmna ¢ pasnuuHbIMA COCTOSHUSAMHU COCIUHEHUS

rpynnk
# HazeaHue rpynnkl CocToAHWE COROWHEHMA

1 Group1 NEW ESTABLISHED

Puc. 149

4.7.9. llogpaznen «IIpaBuiia MeKCETEBOTO FKPAHA

[Togpaznen «llpaBuia MexkcereBoro »skpaHa» (cM. puc. 150) mnpenHazHaueH

TSl OTOOpaKE€HUsI U YCTAHOBKHU HOBBIX IIpaBuil MDO.
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[Tonpasznen «IIpaBuia MeKCETEBOTO SKpaHa
PYBMKOH & 0

NoGaBuTh HOBOE NPaBRNO:

| Opyrie 13 BHYTDEHHEN CETH BO | Doctyn K ycTpoiAcTey PyGukoH I MNepexnanpaenexue nopTos | Mpoxcu |Jloc1'yn W3BHE I CcoB ‘

Texywue npasuna:
[pyrue us EHYTPEHHER CETH BO BHEWHION:
Cete
# Ve eiic MeTouHuE
0 Green Network 1(192.168.1.0)

HasHauyeHue 3ameqaxne [OedcTene

Any BIATAY

Doctyn K ycTpoicTey PyGukot:

Cete M
Wrrepeesic HecTouHuE Hypran: HasHaueHve 3ameyanne NedcTBne
1 0 Green Network 1(192.168.1.0) B » IPCop : Ping BAFHRGAv
Kanane: (Pinholes):
CeTe Cetn =
Wrrepeeiic MeTouHKE FypHan: WnTepdesic HasHaueHue 3ameuaHve DeicTene
HacTpoika nepenanpasneHns nopros:
e MeTounuk BHewnuit agpec HasHaueHua PyBukox HypHan: — Bw HHMIA EC HAIHAYEHUR 3ameyanue LewicTane
WHTepdeic L L ot WhTepdeic M L
1 Any 192.168.66.201 Red Address 1{192.168.10.1) : Ping B » 192.168.2.11 : Ping FHhROav
P e ana
MNpokcu:
— McTounKK Brewnuit agpec HasHaveHna PyGukon HypHan: — BHYTPEHHHA C HasHA4EHHA Jameyarwe [ewcTame
WrHTepdeiic a ypran: WnTepdeic VTR aape
1 Any » -~ fax 5 » Red htip BFATAY
Pi HacTpoikK : P ANA KypH
DocTyn W3BHE:
— WeTouHnk Hypuan: HasHaueHue 3ameyanne [ewcTame
WHTepdenc ¥P!
1 Any B » IPCop : Ping BAF ARG AY
PaclnperHeie HacTpoim . Pasp: ANA Xy < —=limit .
Cmcrema ODHapymenna BropmeHni:
Mnizzeﬁc WeTouHnk Hypuan: HasHaueHue 3ameyanne AewcTame
1 Any Any B » IPCop BAFRHRTAY
PacwwnpenHeie HacTpoirs . Pasp: ANA xypI i B
Nerexga: @ Jannce B KypHan AKTHMBHPOEAHD (HKMWTE ANA 4EaKTHEaLMN) anKCk B XypHan [eaKTHEBMPOBAHO (HAKMKTE ANA aKTHEALMH) })Crarﬂap'moe NPasnno NPWHATHA »BEnpeuqarouqee npasuno %I‘Ipaauno KYPHANMPOBAHKWA, TONBKO 3aNKCH B KypHaN }) PaclumperHoe Npaskno NPMHATHA, OTKpEIBaeT Baw M3
[F) AKTHEMDOBaHO (KIKMUTE ANA ASAKTHEALIMM) D oeax (HaxmuaTe Ana ) 9 HMamennTs - CronmposaTs npasmno [ Yaanurs A Beepx
W Brinz llBcs senensie, VPN, cunme, op kpactibie wnTepdeiics [ffBee cunme, op kpacHie urTepdeiics [JBce biE, KpacHsle i .Bce KpacHbe UHTEpedics!

Puc. 150
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[Mompaznen «IIpaBmia MeEXCETEBOTO 3KpaHa» COCTOUT W3 CIEAYIOIIUX CTPaHUIL
U OJIOKOB:

1) crpanuna «/[pyrue u3 BHyTpeHHEW CETH BO BHEIITHIOIOY;

2) ctpanuiia «JlocTym kK ycTpoicTBy PyOukony;

3) crpanuna «Kanamen;

4) crpanuna «llepeHanpaBieHne IOPTOBY;

5) crpanuna «IIpokcwy»;

6) crpanuna «/loctyn u3BHey;

7) crpanuna «COBy;

8) omok «Tekyiue mpaBuIa.
4.7.9.1. Crpanuna «/lpyrve u3 BHyTPEHHEN CETU BO BHEIIIHIOIO»

Crpanuna «Jlpyrue u3 BHYTpeHHEH ceTH BO BHEIIHIOWO» (cM. puc. 151)
OTKPBIBAETCSI TOCJIE HaXKaTUsi OJHOMMEHHOW KHOIKHM, HAXOJSIIEHCs B BEpXHEH YacTu

9KpaHa noapasaciia «HpaBI/IJ'Ia MCIKCCTCBOI'O OKpaHa».

Crpanuna «/lpyrue u3 BHyTpEHHEN CETH BO BHELITHIOIO»

WcTounnk Haanauenue eicTBre [lononxuTensHo

Green_1 v

VLAN10 v

Green Network 1 v

address1 v

group1 -

Puc. 151
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Crpanuna «/lpyrue u3 BHYTPEHHEW CETM BO BHEIIHIOO» IIpeIHa3HAYeHa
i 1o0aBiIeHUs MpaBUil GUIBTPALIMN CETEBBIX MAKETOB, JJI KOTOPHIX aJpec UCTOYHHUKA
U a/ipec Ha3HAYEeHUs MAPUIPYTU3UPYIOTCS U3 OAHOrO GU3NYECKOro CETEBOro UHTepdeiica
B JIPYTOMN.

Crpanuna «/I[pyrue u3 BHYTpEHHEH CETH BO BHELIHIOK» COCTOUT M3 CIIECIYIOLIUX
BKJIQJI0K:

1) «McTounuk»;
2) «Ha3nauenuey;
3) «/lelicTBuey;

4) «/lonoIHUTETBEHOY.

Ha ,Z[&HHOfI CTpaHULEC NPUCYTCTBYIOT TAKXKC CIICAYIOIINEC 3JICMCHTBI HABUTAlITMOHHOI'O

MECHIO:

1) knonka «Hazam» —npenHa3HadeHa JUid Mepexofa Ha MPEAbIAYyIIyH0 BKIAAKY
CTPaHMUIIbI;

2) kHomka «/Jlanmee» — mpenHa3HayeHa ISl Mepexoja Ha CIACIYIOUIYH BKIIAAKY
CTpPaHMUIIbI;

3) xaonKa «COXpaHUTh» — MpeTHA3HAYEHA JJIs1 COXPaHEHHS BBEICHHON HH(POPMAIIHIH;

4) xaHonka «COpocC» — MpelHa3HaYeHa JJIsl OYMIIEHHUS 3aloJIHeHUs Bced (PopMbl
AKTUBHOW BKJIAIKU;

5) kHonka «OTMeHa» — MpeAHa3HaYeHa sl Bo3Bpata B moapasmen «lIpaBwma

MCIKCCTCBOI'O SKPAHa» oe3 COXpaHCHUS BBCACHHBIX JJAHHBIX HA CTPAHUIIC.

4.7.9.1.1. Bkinagka «cTouHUK)

Bxnagka  «Mctounuk»  (cm. puc. 152)  mpeaHasHaueHa IS HACTPOMKHU
napamMeTpoB  GUIbTpAllMM MO  JAaHHBIM 00  HMCTOYHHUKE  CETEBOro  IaKeTa

B npaBuiie MO.
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Bxmnanka «McToUuHUK»

Green_1 v

VLAN10 ~

Green Network 1 v
P - Anpec ucTodHuKa (MAC mnu IP unu cetb,

address1 ~

group1 v

Puc. 152

B tabnuie 70 npuBeeHO ONMCaHKe JIEMEHTOB BKIaAKU «ICTOUHUKY.

Taomuna 70 — Omncadue 3IeEMEHTOB BKIIAAKA «CTOUYHUK

DJIeMEHT

Onucanue

YekOoke «uTepdeiice mo
YMOITYAHUIO»

[Ipenna3HaueH AJ19 aKTUBAIUK BBIOOpa (pr3nyeckoro nutepdeiica
U31CIUS

Brimanmaromuii Ciucox
«MHuTepdeticet mo
YMOITYAHUIOY

[Ipenna3Hauen A BEIOOpa OHOTO U3 MEPEYHS TOCTYITHBIX
¢u3nueckux naTepheicoB U3aenusl.

IIpumeuganue. Ecnu uarepdeiic Bxoaut B MocT i VLAN, Oymer
CO3/IaHO MPaBUIIO, KOTOPOE OCYIIECTBISACT (PUIBTPAIIUIO HA KAHATEHOM
YPOBHE JiJIsl YKa3aHHOTO HHTepdeiica

UekOokc «JlomoaHuTETbHBIC

[IpennazHaueH a5 akTUBAIMU BbIOOpa BUPTyalIbHOTO HHTEep(deiica

uHTepeiich»* W3JIENHs], OPEIENIIEMOT0 TI0Jb30BaTENEM
Brimanmaromuii coiucoxk [IpennazHaueH ass BEIOOpA OTHOTO M3 TIEPEYHSI TOCTYITHBIX
«/lononHuTEIBHBIE BUPTYaJIbHBIX (3apETUCTPUPOBAHHBIX M0JIb30BATENIEM BPYUHYIO)
uHTepeiich»* uHTEpEicoB H3AeHs

YekOokc «HBepTHpOBATH» *

[Ipenna3naueH aJ1s BBIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (DYHKITUN
MHBEPTUPOBAHMS CETEBOTr0 HHTEp(delica, TO eCTh BCEX CETEBBIX
UHTEPDEHCOB KpOME YKa3aHHOTO

YekOoke «Aapec»

[IpennasHaueH JUIst aKTUBAIIMK BHIOOpA ajipeca HICTOUHUKA U3 TIepeUHs
JOCTYIIHBIX aJIPECOB

Brinagaronmm crmcox
«Apnpecy

[IpennasnaueH U1t BEIOOpA OJJHOTO M3 MEPEUHS TOCTYITHBIX a/IpECOB
HUCTOYHMKA

YekOoke «Dopmat aapecar

[Ipenna3HaueH [y akTUBALMK BbIOOpa BBOJA aJpeca HCTOUHHMKA
BpYuHYyI0 ¢ ykazanuem ero tuna (MAC, IP wiu cetp)
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DeMEHT

Onucanue

Brimagaroniuii criucox
«Dopmar aapeca»

[IpennaznaueH asst BEIOOpA OTHOTO U3 CICAYIOIIUX TUIIOB aJPECOB
HCTOYHUKA:

— «IP»;

— «MAC»

[Tone «Anpec ucTouHUKa
(MAC unu IP wim cetb)»

[Ipenna3zHaueHo I BBOJA a/ipeca HCTOYHNKA 00pabaThIBAEMBIX
nakeToB B popmare MAC unu IP wiu cetb. [t paboThl JaHHOTO
napaMeTpa HeoOX0IMMO aKTHBUPOBATh YeKOoKkce «Dopmar ampeca»

YekOoke «JlomoTHUTEIIBHBIC
ajpecay

[IpenHa3HaueH aJsl akTUBAIMK BHIOOpPA JOMOHUTENBHBIX aJIPECOB
CETEBBIX Y3JIOB M3 CO3/IaHHBIX PaHee M0JIb30BATEIEM BPYUHYIO

Brimanmaromuii Ciucox
«JlonoJsIHUTENBHBIE aipeca

Hpez:Ha3Haqu JJISL BI:I60pa OIHOTO JOIIOJHUTCIIBHOTO aapeca u3
nepeyvHsi (CO3IaHHBIX paHee MOJIb30BaTEIEM BPYUHYIO)
JOMOJIHUTCIIbHBIX CCTCBLIX Y3JIOB

Yex6okc «I'pymmbl agpecoBy

[IpennazHaueH A7 aKkTUBALMU BBIOOpA TPYIIIBI aIPECOB CETEBBIX
y3JI0B U3 CO3JJaHHBIX pPaHEe MOJIb30BATEIEM BPYUHYIO

Brimanmaromuii Ciucox
«'pynmsl agpecoB»

[TpennaznaueH ass BbIOOpa OJTHOM TPYIIIBI U3 MepeyuHs (CO3/1aHHbIX
paHee MoJIb30BaTENIEM BPYUHYIO) Iy aJIpECOB

YexOokc «THBEepTHUpOBATH» *

[Ipenna3HaueH AJ1s1 BBIOOpA BKIIOUEHUS/OTKIIIOUCHHS (PYHKITUN
WHBEPTHPOBAHUS aJIpeca CETEBOTO y3JIa, TO €CTh BCEX aJIPECOB
CETEBBIX Y3JIOB KPOME YKa3aHHOTO

Yexookc «McIonp30BaTh
HOPT UCTOYHHUKA» *

[TpennaznaueH ajs BbIOOpa BKIIOUEHUS/OTKIIIOUEHNS NCIIOIB30BaHUS
MIOPTa, YKAa3aHHOI'O M0JIb30BATEIEM BPYUYHYIO

[Tone «ITopt ucrounuka»*

[Mpenna3HaueHo AJs BBOJA MTOPTA, C KOTOPOTO MOCTYIAIOT CETEBEIC
IIaKCThI

YexOokc «THBEepTHUpOBATH» *

[Ipenna3HaueH AJ1s1 BBIOOpA BKIIOUEHUS/OTKIIIOUCHHS (PYHKITUN
WHBEPTHPOBAHUS IMOPTA, C KOTOPOTO MOCTYHAIOT CETEBHIC IMMAKETHI, TO
€CTh BCEX MOPTOB KPOME YKAa3aHHOTO

* — DnemeHT uHTEpdelica, JOCTYIHBINA TONBKO B «PacIMpeHHOM pexrMe)

4.7.9.1.2. Bkinanka «Ha3znauenue»

Bxnanka

«Haznaueunuey

(cm. puc. 153) npenHazHaueHa It HACTPOUKH

[mapamMcTpOB (I)I/IJ'II)TpaHI/II/I 10 JaHHBIM O Ha3HAYCHHHU B CCTCBOM IIAKETEC B IIPABUJIIC MD.
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Bxnanka «Haznauenuey

[Ipyrue U3 BHYTPEHHE
® L1

CETH BO BHELUHIOH

tepgedicsl no y

Any h
Lsem uimepgbelica KpacHoli ¥
AononHumensHsie unmepgpedcs! VLAN10 v
HHsepmUposams
® Cemu no yMon4aHuio Any e
fononHumensHsle adpeca address? >
Moynner adpecos group1 h
unu cems HaaHayYenus
Musepmuposa
v
Mpynnbr cyx6 group1 v
C80U Cepeucs! abc ¥
* Cepsuch! MO yMONYaHLH -- BuiBepu1Te ceTeBOA NPOTOKON Chy#Gbl — ~
Puc. 153

B Tabnuie 71 npuBeneHo onvcaHue 3JIeMEHTOB BKIaaku «HaznaueHnue.

Taomuma 71 — Onucanue 31eMeHTOB BKIaaku «Ha3zHaueHuey

DIeMEHT Onucanue

YekOoxc «HTEpdeEiich! mo

YMOJTIAHHION [IpennazHaueH s akTUBAIMHU BbIOOpa MHTEP(HENHCOB 10 YMOTYAHUIO

Hpelea3Haqu JUIA BBI60pa OJHOT'O U3 I[OCTyHHbIX B Hepequ
Brinagaromumii crimcok (UBUYECKUX CETEBBIX MHTEPHEHCOB U3ICIHS.

«MuTepdetic o [Mpumeuanue. Eciu unrepdeiic Bxoaut B moct mim VLAN, Oyzaer

yMOII4aHHI0» CO3/1aHO MPABUIIO, KOTOPOE OCYIIECTBISCT (PUIBTPAIMIO HA KaHATEHOM
YPOBHE JIJIsl YKa3aHHOTO HHTEpdeiica

[IpenHa3HaueH AJs aKTUBAIIMK BIOOpPA I[BETOBOM MOJIIUTUKUA CETEBOTO

YekOoxc «LIBeT nntepdeiica» .
uHTepderica n3aenus

[Ipenna3naueH aJi1 BHIOOpA OHOM U3 CIICTYIONTUX IIBETOBBIX

MOJINTUK:
Brmamaromuii crimcox «L{ser | — «3enensiit/ VPNy;
uHTepdeiica» — «CuHniiy;

— «OpaHXKeBbliD»;

— «KpacHslity.
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DeMEHT

Onucanue

YekOoke «JlomoTHUTEIIBHBIC

[IpennasHaueH U1t aKTUBAIIMK BEIOOpA BUPTYaJIBHOTO HHTEpdetica

nHTEepDEUCH * W3JICINs, OTIPEICISIEMOTO TI0JIH30BATEIIEM
Brimanmaromuii coucok [IpennazHaueH ass BEIOOpA OTHOTO M3 TIEPEYHSI TOCTYITHBIX
«JlononHUTENBHBIE BUPTYaJIbHBIX (3apErHCTPUPOBAHHBIX MOJIB30BATEIEM BPYUHYIO)
uHTepeich»* uHTEpEicoB H3AEHs

YexOokc «HBepTHpOBATH» *

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIUN
UHBEPTUPOBAHMS CETEBOT0 HHTEp(delica, TO eCTh BCEX CETEBBIX
uHTEp(dEeiicoB KpoMe YKa3aHHOTO

Yexookc «Certu 1o
YMOITYAHUIO»

[IpennasnaueH U1t BbIOOpa 100aBICHUS CETH IO YMOIYAHUIO

Brimamaromumii cicok «Cetn
110 yMonanmo»

[Ipenna3naueH a1 BHIOOpA OJHOU U3 CETEH, CBSI3aHHBIX C CETEBBIMU
HAaCTPOMKaMHU U3JEus

UekOokc «JlomoaHuTETbHBIC
aapeca»

[Ipenna3zHaueH AJi9 aKTUBAIIUK BHIOOPA JOTIOJHUTEIBHBIX apPECcOB
CETEBBIX Y3JIOB U3 CO3/IAHHBIX PaHEE MOJIb30BATEIEM BPYUHYIO

Brimanmaromuii Ciucox
«JlonoJIHUTENbHBIE aipeca

[IpennaznaueH ajs BbIOOpa OJTHOTO TOTIOJHUTENLHOTO aJipeca u3
nepeyHst (CO3/1aHHbIX paHee MOJIb30BaTEIEM BPYUHYIO)
JIOTIOJTHUTEJIbHBIX CETEBBIX Y3JI0B

YekOokc «'pyrmiisl aapecoBy

[IpenHasHaueH Ut aKTUBAIIMK BEIOOpA TPYIIIBI aIPECOB CETEBBIX
y3JI0B U3 CO3JaHHBIX paHee MOIb30BATEIEM BPYUHYIO

Brimapatomuii cniucok
«I'pynmbl agpecoB»

[IpennasnaueH 1t BbIOOpA OHOM TPYIIIBI 3 MepeyHs (CO31aHHBIX
paHee NOoJIb30BaTEIEM BPYUHYIO) TPYII aJpEecoB

Yexookc «IP unn ceThb

[Ipenna3zHaueH 1)1 aKTUBALMK BBIOOpA aapeca Ha3HAUEHUS C

HazHAYECHHUSD) YKa3aHHBIM BpPYUYHYIO nosib3oBaresnem [P wim cetpio
ITone «IP wnu ceTh [Ipennasnauen nys BBoaa IP-aapeca winm cetu yist y3ina Ha3HAYEHUS
Ha3HAYCHMS (zeneBoro y3aa 00pabaThIBAEMOr0 AKETa)

YexOokc «HBepTHpOBATH» *

[Ipenna3naueH aJ1s1 BBIOOpA BKIIOUEHUS/OTKIIIOUCHHS (PYHKITUN
WHBEPTHPOBAHUS aJIpeca CETEBOTO y3Jia, TO €CTh BCEX a/IPECOB
CETEBBIX Y3JIOB KPOME YKa3aHHOTO

YexoOoxkc «Mcmoap30Bars
CITYKOY»

Hpelea3Haqu JJISL BI:I60pa BKHIO‘IGHI/IH/OTKHIO‘-IGHI/I}I HUCITIOJIB30BaHUA
BBIOPAHHOM TOJIH30BATEJIEM CITYKOBI MJIH CEpBHCA

YekOoxc «I'pymnmbl Ciryx0»

[IpenHa3HaueH A aKTUBAIMK BEIOOPA MCTIONIB30BAHUS TPYTII CITYKO,
CO3JJaHHBIX paHee BPYUYHYIO M0JIb30BATEIEM

Brimagarommii ciucok
«'pynmsl ciyx0»

[IpennasHaueH 1t BEIOOpA OHOM IPYIIIBI U3 IIEPEUHS CO3JJaHHbBIX
paHee BPYYHYIO II0JIb30BaTENEM

YekOokc «CBOM cepBHUCHD)

Hpelea:;Haqu JJIs1 aKTUBAIlUN BBI60pa HCIIOJIb30BAaHUSA CCpBHCA,
CO3JIaHHOTO paHee BPYUHYIO MOJIB30BATEICM

Brmanaronuii cnucok «CBou

[MpennasHaueH i BEIOOpA OAHOTO CEPBHCA U3 TIEPEYHS paHee

CEPBUCHD) J00aBICHHBIX BPYYHYIO MOJI30BATEIIEM
Yex60okc «CepBUCHI IO [Ipenna3zHaueH AJ19 aKTUBAIIUK BHIOOPA MCIIOIB30BAHUS CETEBOTO
YMOJTYAHUIOY MPOTOKOJIA CITY>KObI, UMEIOIIEH CIIeMaTbHOE UMS B U3JICITHH

Brimanmaromuii Ciucox
«CepBHCHI IO YMOTYAHUIO»

[TpennaznaueH s BBIOOpA OJHOM U3 CETEBBIX IPOTOKOJIOB CITYKOBI,
13 MEePEeYHsl UMEIOIINX CIEIUAIbHOE UM B U3JICTTUU

* — DnemeHT uHTepderica, JOCTYIMHBIN TOJIBKO B «PaclIMpeHHOM peKUMEN
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4.7.9.1.3. Bxiagka «JlenictBue»

Bxnaaka «/ledictBue» (cMm. puc. 154) npenHasHaueHa Juisi HACTPOMKH JEHCTBUMN

o GuIbTpaluu MpU cpadaThIBAHUU ITPABUII.

Bxnanka «JlenictBue»

v [1pasuno skmHeHo
Mpasuno xypHanuposaHus
2ACTBME NPaE!
JeicTBXE Nnpas1na ACCEPT b

3aronoBoK 3amedaHus

@ 3T0 None MOXKET ObiTh NyCTbIM

PaclnpeHHble HACTPORKK

KpHTepuil cpaGaTbiEaHUA NP NpeBLIWeHHN (Match limit): PA3PEILEHO ANA Ky PHANKDOSAHNA .
y A

10/minute

KT

W
@

Puc. 154

B Tabnuie 72 nmpuBeieHO ONMCaHKE 2JIEMEHTOB BKIaAKU «JleficTBHEY.

Tabmuma 72 — Onucanue 2IeMEHTOB BKIIAIKHU «/JleficTBreY

DJIeMEeHT Onucanue
Yeko6oxe «IIpaBuno [Ipenna3naueH A1 BBIOOpA BKIIOUYEHUS/OTKIIIOUCHHS TIPaBUIIA U
BKJIFOUEHO) BBIOpaHHBIX JICHCTBUH, PU €ro cpadaThIBAHUU

[TpennaznaueH s BbIOOpa BKIIOUEHUS/OTKIIIOUEHUS TpaBHIia
KYPHAIMPOBAHMS IPOXOKIECHUS TAKETOB 110 HACTPAaUBAEMOMY
IpaBUITy

[IpennasHaueH 1t BEIOOpA OHOTO U3 CISAYIOMUX JeHCTBUIN TPH
cpabaThIBaHHWH MPABUIIA:

Yexo6okc «IIpaBmio
KYPHATUPOBAHHSD

5 5 — «ACCEPT»;
«Iﬁngﬂammﬂﬂ ;HHCO;( — «DROP»;
CUCTBHE NPaBUIIA — «REJECTx;

— «ToABKO 3amKCh B KypHAID»;
— «Cucrema OOHapy>xeHusi BropskeHuin»

IMoite «3aroI0BOK [TpennaznaueHo /Ui BBOJA MPUMEUYAHUN K HACTPaUBaEMOMY MPaBUILY.
3aMEYaHUs»

Hp NMCUYAHUC. I[aHHOC mmoJjie He 00SI3aTENBLHO K 3aITOJTHEHUTO
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DeMEHT

Onucanue

Brimapatomuii cniucok
«Kputepwuii cpabaTeiBaHUS
MIPY TPEBBINICHUU
(Match limit)»*

[IpennaznaueH asst BEIOOpA OTHOTO U3 JOCTYITHBIX B IEpEUHE
pacIIMpEeHHBIX HACTPOEK JEHCTBUS pU cpabaThIBAHUU MTPABUIIL:
— «B03M0XHOCTB OTKITFOUEHAY;

— «PaspemieHo 11 )KypHaAIUPOBAHUDY;

— «Pa3pernieHo s NOTUTHKYU TPUHSATUS WIH COPACKIBAHUSD;

— «Pa3penieHo 1yt NOTUTHK 000UX BUIOBY

Yekooke «Cpennsist yacTora
coObITHiA (--limit avg)»*

[Ipenna3HaueH Ui akTUBALlMK BbIOOpA UCIIOIB30BaHUS (DYHKIIMU
OTPaHUYEHUS 3aIHMCH COOBITHIH B XKYpHAJ [0 CPeIHEH yacToTe
COOBITHI

[Tone «Cpenusis yactotra
coObITHH (--limit avg)»™*

[IpennasHaueHo A5 BBOJA cpeHeil yacToTsl coobITHii. Heobxomumo
yYKa3bIBaTh B (hopMaTe: YHCJI0 COOBITHI/€TMHIIIA BpEMeHH

Yex0okc «MakcuMaabHOE
KOJIMYECTBO COOBITHH 3a 3 yaca
(--limit-burst number)»*

[IpennasHaueH JUIst aKTUBAIIMK BHIOOPA MCTIOIB30BAHMS (DYHKITUH
OTPaHMYCHUS 3aMUCH COOBITHH B KypHAJI IO MAKCUMAIILHOMY
KOJINYECTBY COOBITUH

TTone «MakcumainHOE
KOJIMYECTBO COOBITHM 3a 3 yaca
(--limit-burst number)»*

ITpenna3HaueHo 171 BBOJA MAaKCUMAJILHOTO KOJIMYECTBO COOBITUH 3a
3 vaca, 3anMCHIBAEMBIX B XypHaJl. JlaHHBII mapameTp Oyaer
OIIPEACIIAT UK «Pa30BO» JOCTABKH ITAKETOB. 3HAYCHUE 10
YMOJIYAHHUIO «5»

UYekO0kce «BrITIOUUTH
HEMEJICHHBIE OIOBEILICHUS U
OIIOBEILIECHY 110 MIEKTPOHHOU

noure (email alert)»*

[Ipenna3naueH a1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (PYHKITUN
MOJIYyUYCHU OIIOBCIICHUS O Cpa6OTaBI_HeM IMpaBUJIC HA DJICKTPOHHYIO
ouTy

YexOokc «BIirounTs
HEMEUIEHHBIE OMOBELLIEHUS
(local alert)»*

[Ipenna3naueH A1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (PYHKITUN

OITIOBCIICHM A B BCIIJIBIBAKOIIIEM OKHE YBGI[OMJ'ICHI/Iﬁ N3OCITHUA « »

* — DnemeHT uHTepderica, JOCTYIMHBIN TOJIBKO B «PaclIMpeHHOM peKUMEN

4.7.9.1.4. Bxnagka «J1omoJHUTEITBHOY

Bxnanka «/lomonHuTensHOo» (cM. puc. 155) mnpenHazHaueHa i HACTPOMKHU

JIOTIOJIHUTENBHBIX ~ MapaMeTpoB (UIbTpallMU: 1O BpPEMEHH, MO0 OUTOBOW Macke,

10 COCTOAHHNIO COCAMHCHUA, 110 q)paFMeHTI/IPOBaHHBIM ImakeTaM, 110 MaHAaTHBIM MCTKaM.

[Ipn cpabGaTbiBaHMM TpaBWIa BO3MOXXHO TPUCBOCHHE YHCIOBOM  METKH,

MIPUMEHSEMON I JanbHEHIIeH 00pab0oTKH CETEBOTO MaKeTa B IEJISIX MaAPIIPyTU3AIINH.

I[Ipumeuanue — JlanHas BKJIAJIKa TOJILKO B

JIOCTYITHA

(BKJIIOUMTH PACIIMPEHHBIA PEXUM MOXHO B paszene «MexcereBoit Dkpan» — «HacTpoliku MexceTeBoro

pPaCHIMPEHHOM  PEXUME

9KpaHa» aKTUBHPOBAB UeKOOKC «PacImpeHHbIN pexum»)
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Bkrnanka «JlonmoaHATETBHOY

oo v 00 v as 00 v ] v

YeTAHOENEHHOS CORAMHEHRE ~

Puc. 155

B Tadymuie 73 MIPUBEICHO OIHCaHue DJIEMEHTOB BKJIAQJIKH

«J1OTIOTHUTEIIBHO..

Ta6muma 73 — Onucadue 31eMEHTOB BKIAIKHU «/{OTOTHUTEIEHOY

DIeMEHT Onucanue

[Ipenna3HaueH AJ19 aKTUBAIUK BHIOOPA UCIIOIB30BaHUS (PYHKITUN
n00aBICHNS BPEMEHHOTO TMara3oHa JIJs MPaBuil (PHIIbTPAIAH
CETEBBIX ITAKETOB

[Ipeana3znaueH Jyuist akTUBALIMKM BPEMEHHOTO IMara3oHa B IHSX,
YKa3aHHBIX B BBINAJAIOIIMX MOJIAX «THEN»

Yexbokc «J1006aBUTH
BPEMEHHOM JUaIa3zoH»

YekOOKC «THEN
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DeMEHT

Onucanue

Brimamaromye nois «JHen»

[IpenHa3HaueHs! 715 BHIOOpPAa BPEMEHHOTO AMAIa30Ha B AHAX MeEcCsIa.
Hauvano BpemeHnHoro nuamnasona (epBbli 1€Hb) HEOOXOAMMO BEIOpaTh
B IIEPBOM CITHUCKE, 2 OKOHYaHHE BPEMEHHOT0 Jrarna3ona (oCIeHHi
JIEHb) BO BTOPOM BBITIAJIAIONIEM CITUCKE (CIpaBa OT HAAIHUCH «J10»)

UekOokc «JlHN HEmemm»

[IpenHa3HaueH aist akTUBAIIMU BHIOOpA UCTIONB30BAHUS TIPAaBUIIa
(buIbTpauy CETEBBIX MAKETOB B COOTBETCTBUU C BHIOPAHHBIMH THAMU
HEJIEJIN U BPEMEHH, YKa3aHHOMY B BBINMAIAIOMINX ClIUCKax «Yace» u
«MUHYTBI»

Yexbokcnl «BockpeceHbey,
«ITonenenbHUK», « BTOPHUK,
«Cpena», «Hersepr»,
«[Taranmay, «Cy660Tay

[Ipenna3zHaueHs! 17151 BBIOOpA JHEH HEIEIH, IO KOTOPBIM OyIeT
HCIIOJIb30BAThHCS IPABHIIO (PHIIBTPALIMN CETEBBIX MTAKETOB

Brimagaromue crimcku
«Yace*

[Ipenna3zHaueHsl 17151 BEHIOOpA 9acoB, 1O KOTOPHIM OyIeT
HCIIOJIb30BATHCS TIPABIIIO (PHIILTPAIIMY CETEBBIX TTAKETOB.

Hauano gacoBoro nuama3zoHa HeoOX0IMMO BEIOPATh B TIEPBOM CITHCKE,
a OKOHYaHHE — B TPETHEM BBINAJAIONIEM CIIHCKE (TIEPBBIN CIIpaBa OT
HAJIITUCH <«JI0»)

Brimagaromure cnucku
«MunyTBHDY*

[IpenHa3HaueHsl It BEIOOpA MUHYT, 110 KOTOPBIM OyAeT
MCIIOJIb30BATHCS IPABUIIO (PUIIBTPALIMU CETEBBIX MTAKETOB.

Hagano munyTHOTO MUana3zoHa HEOOXOIUMO BEIOPATh BO BTOPOM
CIIUCKE, a OKOHYaHHE — B YETBEPTOM BBINAAIOIIEM CITUCKE (BTOPOit
CIIpaBa OT HAJIIHUCH «J10»)

YekOokc
«BxmounTs GuIbTpaIMIO MO
OUTOBON Macke»

[IpennasHaueH U1t akTUBAMK QPYHKIMH QUIBTPALIUU TT0 OUTOBOM
Macke (4 Oaiita)

Ilone «cMmentenue»

Hpelea3Haquo JJIs1 BBOJA BEJIMYMUHBI CMCHICHHUA OKHA ITOUCKa 32-x
OUTHOTO (hparMeHTa OTHOCHTEIIPHO HavyaJIa MmakeTa B OaiTax

Ilone «macka»

[Ipenna3znaueHo A BBOJIa MAaCKH, HAKJIa1bIBAEMOM HA JJAHHbIE
CETEeBOr0 MAaKeTa M0 BHIOPAaHHOMY CMEIICHUIO

Tlome «c»

[IpenHa3HaueHo sl BBOJIa MUHUMAIIBHOTO 3HAYCHHSI 32-X OUTHOTO
dbparMeHTa TaHHBIX

Ilome «mo»

[IpenHa3HaueHo sl BBOJIAa MAaKCUMAIBHOTO 3HAUEHUS 32-X OUTHOTO
dbparMeHTa TaHHBIX

YekOokc
«BxmounTh QuUIbTpAIMIO 1O
COCTOSIHHIO COSAMHECHHUS)

[TpennazHayeH s aKTUBAIIMHU BBIOOpA MCTIOIB30BaHUS (PYHKIINH
(GUIBTpALUK 110 COCTOSTHUIO COCTUHEHHUS WIIM CO3JJaHHOH paHee
MOJIH30BATEIEM BPYUYHYIO TPYNIION COCTOSTHUM

Brinagaronmm crmcox
«CocTosgHre COSTUHEHU

[IpennaznaueH asst BEIOOpA OHOTO U3 CICTYIOIIUX COCTOSTHHIMA
COCTUHEHUN:

— «YCTaHOBJIEHHOE COECIUHEHUEY;

— «HoBoe coenuHenney;

— «*Haumenosanue nonv308amenbCcKou 2pynnsl COCMOAHUL
COeOUHEeHUTI™ .

IIpumeganue. CTpoku BhImamaromero cnucka « CocTostHue
COCJIMHEHMS» — «Y CTAHOBJIeHHOe coennHeHue» U «HoBoe coennnenuey,
SIBIIIIOTCS 3ape3ePBHPOBAHHBIMH 1 0TBEUaIOT cOCTOSTHUAM «NEW» 1
«ESTABLISHED» cOOTBETCTBEHHO
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OnemMeHT Onucanue
YekOoke
«Bxmrounts punbtpanmio | [IpenHazHadeH a7 akTHBALMU BBIOOPA UCTIOIb30BaHUSA (PYHKLIUU
(bparMeHTUPOBAHHBIX ¢ubTpanun pparMeHTUPOBAHHBIX MTAKETOB
IAKETOBY
Yexboke [IpennasHaueH JUIst aKTUBAIIMK BEIOOPA MCTIOIB30BAHMS (DYHKITUH

(GuiIbTpanuy Mo MaHAATHEIM MeTKaM. [Ipu akTuBanuu naHHON
¢yHKIMU co3maHHOe npaBuiio MO npoBepsieT Halu4yhe MaH1aTHON
meTkH cormacHo 'OCT P 58256 (RFC 1108)

[Tone «YpoBeHb»

[MpenHa3HaueHoO A7 BBOJA 3HAYCHHSI YPOBHSI TAHHBIX (COTIIACHO
I'OCT P 58256). 3anaercs B necaTuunom dopmare 0, 1,2 u 1. 1.

[Tone «Kareropus»

[IpenHa3zHaueHo 1715 BBOJA U OMMCAHUSI KATETOPUH, K KOTOPOH
otHocsTcs nannble (cormacHo ['OCT P 58256). 3apaercs B hopmare
nociaegoBateabHocTu 0 u 1 (mpumep: 1, 10, 11 u . 1.)

YekOokc «3amaBaTb METKY
COOTBETCTBYIOIIUM MAKETAM)

[TpennazHaueH s aKTUBAIMU BBIOOpA MCTIOIB30BaHUS (PYHKIINH
3a/laHusl METKH COOTBETCTBYIOIIMM NakeraM. [Ipu akTuBanum faHHON
(GYHKIIUM ceTeBble MaKeThl, MOoMaaroIire noja npasmwio M9, OyayT
IPOMapKHUPOBAaHbI METKaMH J1si 00padOTKU B M3/ETHH.

JlaHHBII MEXaHU3M UCIOIL3YETCS ISl CTATUYECKON MapuIpyTH3alu
110 METKaM

ITone «Metkay»

[Ipenna3znaueno A BBOJA U 3a/1aHusi METKU, HaunHast ¢ 1002
(manmpumep, 1002, 1003, 1004 u T. 1.)

* — Bpems 3agaercs B popmare UTC (o I'punBuuy) (MSK, +0300)

4.7.9.2. Crpannna «Jloctyn K ycTpoicTBy PyOHKoH»

Crpanuna «octyn K YCTPOMCTBY Py6uxon» (cm. puc. 156)

OTKPBIBACTCA IIOCJIC HAKATHA OI[HOHMGHHOﬁ KHOIIKH, H&XOI[HHICI\;ICH B BerHeﬁ qaCTHu

9KpaHa nmoapasaciia <<HpaBHna MCIKCCTCBOI'O OKpaHa».
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Crpanuna «/loctyn k yctpoiicTBy PyOukon»

B Mmeppedc o yarau Green_1 v

Green Network 1 4

addresst v

groupt v

Puc. 156

Crpannna «Jloctyn k ycrpoicTtBy PyOukon» mnpenHasHaueHa i Tepexoja
K CTpaHuIle J0OaBJICHUs MpaBUi (PUIBTPALMU CETEBBIX MAKETOB, JJISi KOTOPBIX aJ[PECOM
HA3HAYCHUs SBISETCA anapec (WM TICEBIOHWM ajpeca) cereBoro wuHTepdeiica MO
(Hanpumep, 17 HACTPOUKHU aJMUHUCTPATUBHOTO JIOCTYTIA U3 «3E€JCHOI» WIH U3 «CHUHEI»
MOJICETH, WM JJIsl pa3pellieHus NMaKeTOB WHUIMAIU3aluu uHTepdeinca ajis mpoToKoia
GRE).

Crpanuna «Jloctyn K ycTpoilcTBy PyOMKOH» COCTOUT U3 CIAEAYIOMIUX BKIIAOK:

1) «McTounuky;

2) «Ha3nauenuey;

3) «/lelicTBuey;

4) «/lonoIHUTETBEHOY.

Ha nanHoli cTpaHuLie NpUCYTCTBYIOT TAKXKE CIAEAYIOIINE JIEMEHTBI HABUTALIHOHHOTO
MEHIO:

1) knonka «Ha3zam» —npenHazHayeHa Uil Nepexofa Ha MPEAbLAYLIYH0 BKIAJAKY
CTpaHULIBL;

2) kHomKa «/lanee» — mpenHazHayeHa Uil NEpexofa Ha CIEAYIOUIYI0 BKIIAJIKY

CTpPaHULIbI,
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3) xHormka «CoXpaHUThy» — MpeIHa3HAYEHA Il COXpaHEHHs BBEACHHOW MH(pOpMAaIIIH;

4) xaHonka «COpoc» — MpelHa3HaYeHa JJIsl OYMIIEHHUS 3alloJIHeHUs Bced (PopMbl
AKTHUBHOMU BKJIAJKU,

5) kHomka «OTMeHa» — pefiHa3Ha4eHa i1 Bo3Bparta B moxapasaen «llpaBuma

MCIKCCTCBOI'O SKPaHa» oe3 COXpaHCHUS BBCACHHBIX JJTAHHBIX HA CTPAHUIIC.

4.7.9.2.1. Bkinagka «/cTOYHUKY

Bxnagka «Mctounuk» Ha crpanuie «Jloctym Kk ycTpoicTBy PyOukon»
npenHa3HayeHa Al HAaCTPOWKH MapaMeTpoB (QHIBTpPAlMM MO JAaHHBIM 00 HCTOYHUKE
CeTeBOro makera B mpaBwie MO u omucana nojapob6Ho B 1. 4.7.9.1.1 nHacrosmiero

JOKyMCHTA.
4.7.9.2.2. Bkinanka «Haznauenus»

Bxnanka «Hasnauenus» Ha crpanune «Jloctym Kk  ycTpoiicTBy PyOukonH»
(cm. puc. 157) mpennazHaueHa Uisi HACTPOWKH THapaMeTpoB (UIBTPALMU TO JAHHBIM
O HAa3HAYEHUH B CETEBOM MakeTe B mpaBuwie MO. AnpecoM Ha3HAaueHUs BCErja SIBISETCS

aapec (WM MCeBAOHUM aJipeca) ceTeBoro uurepgdeiica M9.

Bxnanka «Haznauenus»

WAL CRYHE group1 v

0

o

3]
<

bl 110 YMOMHEHLAO — BuiiepuTe CETEBOR NPOTOKON CNyKBkl — v

Puc. 157

B Ta6J'II/IH€ 74 IMPUBCACHO OIIMCAHHUC OJICMCHTOB BKJIdJIKH «HaznaueHnue»

Ha cTpanule «JlocTym Kk ycTpoiicTBy PyOrKon».
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Tabmuna 74 — Onucanue sneMeHToB BKiIanku «HasHauenuwe» Ha crpanmie «Jloctym

K YCTpoiicTBY PyOuKon»

DeMEHT

Onucanue

YexoOoxkc «Mcmoap30Bars
CITY)KOy»

Hpelea3Haqu JJISL BI:I60pa BKJIIO‘IGHI/IH/OTKHIO‘-IGHI/I}I HUCITIOJIB30BaHUA
BBIOPAHHOM TTOJIH30BATEJIEM CITYKOBI MJIH CepBHCA

UYekOoke «I'pynmsl cmyx0»

[IpenHa3HaueH A aKTUBAIMU BEIOOPA MCIIONIB30BAHUS TPYTII CITYKO,
CO3JJaHHBIX paHee BPYUYHYIO MT0JIb30BATEIEM

Brinmagarommii ciucok
«'pynmsr cimyx0»

[IpennasHaueH it BEIOOpA OHOM IPYHIIBI U3 IIEPEUHS CO3JaHHbIX
paHee BpyYHYIO II0JIb30BaTENEM

YekOokc «CBOM cepBHCHDY

HpezLHa:;Haqu JJIs1 aKTUBAllUN BBI60pa HCIIOJIb30BaHUSA CCpBHCA,
CO3JIaHHOTO paHee BPYUYHYIO MOJIb30BaTEIeM

Brimamaromuii coucok «CBou
CEPBUCHD)

[IpennasnaueH 1t BEIOOpA OHOTO CEpBHUCA U3 IEPEUHS paHee
N00aBJIEHHBIX BPYUYHYIO MOJIb30BaTEIEM

Yex60okc «CepBUCHI IO
YMOITYaHUIO»

[Ipenna3zHaueH AJ19 aKTUBAIIUKA BHIOOPA UCIIOIB30BAHUS CETEBOTO
MPOTOKOJIA CITYKObI, UMEIOIIEH CIIeMaTbHOE UMS B U3ICITHH

Brimanmaromuii Ciucox
«CepBHCHI IO YMOTYAHUIO»

[TpennaznaueH s BbIOOpA OJJHOM U3 CETEBBIX MPOTOKOJIOB CITYKOBI,
U3 MEePEeYHs UMEIOIINX CIEUaIbHOE UMS B U3JIETTUU

4.7.9.2.3. Bxiaaka «/leiictBue»

Bxnanka «/leiicTBue» npenHasHadeHa JJIsi HACTPOWKH JIEUCTBUN MO (PUIbTpaIuu

npu cpabaThIBaHUH NMPABUII U OMKMCaHa MOAPOOHO B 1. 4.7.9.1.3 HacTOsIIEr0 JOKYMEHTA.

4.7.9.2.4. Bxknagka «J1onmoJHUTEITIbHOY

Bxianka «J/lononHuTenbHO» NpeaHa3HayeHa Uil HACTPOMKHU JOIOJIHUTENIBHBIX
nmapamMeTpoB (UIBTPALMU: IO BPEMEHH, M0 OMTOBOW Macke, 10 COCTOSTHHIO COCIMHCHUS,
no (¢parMeHTHPOBAHHBIM I[IaKeTaM, IO MaHJAaTHbIM METKaM M OIHKCaHa MOAPOOHO

B 11. 4.7.9.1.4 HacTOsIIETO JOKYMEHTA.

[Ipumeuanune. B manHO¥M BKJIagke, B OTJIMYMU OT OMUCAHHOW paHee B 1. 4.7.9.1.4 nacrosiero

AOKYMCHTA, OTCYTCTBYCT BO3MOXKHOCTD 3aJlaHUS MCTKH COOTBCTCTBYIOIIIUM ITAKCTAM.
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4.7.9.3. Crpanuna «Kanansr (Pinholes)»

Crpanunia «Kanamsr (Pinholes)» (cM. puc. 158) oTkpbhIBaeTcss moOcie HaXKaTHS
OJTHOMMEHHON KHOIKH, HaxXOJSIIECHCA B BEPXHEW yacTh 3KpaHa mnonpasnaena «lIpasuna
MEXKCETEBOTO 3KpaHa». [laHHas KHOIKA CTAaHET BUAMMOW M JOCTYIHOM B MOApA3JEIe

TOJIBKO €CJIA B U3/ICJINU MIPUCYTCTBYET (CO37aH) «CHHUI» CETeBOM MHTEp(DEIiC.

Crpanuna «Kanansr (Pinholes)»

“TOYHUK HazsnaueHue [leAcTBre [lononH1TensHo

Blue_1 v
Green Network 1 v

LononHumensisle adpeca address1 i

groupt -

poc | ‘ OTvena ‘

Puc. 158

Crpanunia «Kananet (Pinholes)» mnpenaHazHadyeHa [y HACTpPOMKH TMapamMeTpoB
(GuIbTpaMK MAKETOB OT BBIJCIICHHBIX Y3JI0B «CHUHEH» WM «OPAHXKEBOW» CETH K y3JlaM
«3€JICHO» CETH.

Crpanuna «Kanamnst (Pinholes)» cocTout u3 cieayronmx BKIaI0K:

1) «Mcrounuky;

2) «Ha3nauenuey;

3) «/leticTBuey;

4) «JlonoTHUTEIEHOY.
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Ha ,HaHHOﬁ CTpaHULEC NPUCYTCTBYIOT TAKXKC CIICAYIOIINEC 3JICMCHTBI HABUTAlITMOHHOT'O

MEHIO:

1) knonka «Ha3zam» —npenHazHayeHa Uil Iepexofa Ha MPEAbLAYLIYH0 BKIAJKY
CTpaHULIBL;

2) kHonKa «/lanee» —mpenHazHaueHa JUId Iepexoja Ha CIEAYIOUIYIO0 BKJIAAKY
CTpaHUIIbL;

3) kaonka «CoXpaHUTh» — MpeJHa3HAuYEHA JJIsl COXpaHEHHs BBEICHHON HH(POPMAIIH;

4) xHonka «COpoc» — MpelHa3HaYeHa JJIsl OYMIIEHUS 3alloJIHeHUs Bced (PopMbl
AKTUBHOM BKJIQJIKHU;

5) kHonka «OTMeHa» — mpefHa3HaYeHa it Bo3Bparta B mozapasaen «llpasuia

MCIKCECTCBOI'O OKpaHa» oe3 COXpaHCHUs BBCACHHBIX JAHHBIX HA CTPAHHUIIC.

4.7.9.3.1. Bknanka «/IcTOUHUK)

Bxnagka «Mctounuk» Ha ctpanmne «Kanmamer (Pinholes)» (cm. puc. 159)
npeaHa3Ha4YeHa IS HACTPOWKHM IapamMeTpoB (UIbTPAIMHM IO JaHHBIM 00 HMCTOYHUKE

CETEBOro nakeTa B mpaBuiie MO.

Bxmanka «1cTOUHUK»

Blue_1 w

Green Network 1 ~
am aopeca I} v Anpec nCToqHKKa (MAC unu IP ik ceTb,

AononHumeneHsie adpeca address1 M

group ~

Puc. 159

B Tabmumme 75 nmnpuBemeHo omucaHuWE OJIEMEHTOB  BKIAAKA  «VICTOUHUWK»

Ha ctpanune «Kananer (Pinholes)».
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Ta0nmuna 75 — Onucaunue DJIEMEHTOB BKJIQJIKU «cTouHuKY Ha CTpaHULIE
«Kanams (Pinholes)»
DJIeMEeHT Onucanue

YekOoke «uTepdeiice mo
YMOTYAHUIO»

[Ipenna3HaueH AJ19 aKTUBAIUK BBIOOpa (prznyeckoro nurepdeiica
U31CIUS

Brimanmaromuii Ciucox
«MHuTepdeticet mo
YMOJTYAHUIOY

[Ipenna3HaueH A BEIOOpA OTHOTO M3 MEPEYHS TOCTYITHBIX
¢u3nueckux naTepheicoB u3aenus (JOCTYIHBI 11l BBIOOpa TOJIBKO
«CUHHE» U «OPaHXEBbIe» CETEeBbIC HHTEP(EIChI)

YekOoke «Aapec»

[IpennasHaueH JUIst aKTUBAIIMK BHIOOpA ajipeca HICTOUHUKA U3 TIepeUHs
JOCTYIIHBIX aJIPECOB

Brinajgaronimmn crmcox
«Apnpecy

[IpennasnaueH 1t BEIOOpA OJJHOTO M3 MEPEUHS TOCTYITHBIX a/IpECOB
HUCTOYHMKA

YekOokc «Dopmart agpecar

Hpez:Ha3Haqu JJIs1 aKTUBAllUN BI:I60pa BBOJIa aApeCa HCTOUYHUKA
Bpy4HYIO0 ¢ ykazanueM ero tumna (MAC, IP unu cetp)

Brimanmaromuii Ciucox
«Dopmar axpeca»

[Ipenna3naueH asst BEIOOpA OTHOTO U3 CICAYIOIIUX TUIIOB aJPECOB
HCTOYHUKA:

— «IP»;

— «MAC»

[Tone «Anpec ucTouHnKa
(MAC wunu IP wim cetb)»

[Ipenna3zHaueHo I BBOJA a/ipeca HCTOYHNKA 00pabaThIBAEMBIX
nakeToB B ¢popmare MAC umu IP wium cetb. [t paboThl JaHHOTO
napaMeTpa HeoOX0IMMO aKTHBUPOBATh YeKOokce «Dopmar ampeca»

YekOoke «JlomoTHUTEIIBHBIC
ajpecay

[IpenHa3HaueH aJsl akTUBAIIMU BHIOOpA JOMOHUTENBHBIX aIPECOB
CETEBBIX Y3JIOB M3 CO3/IaHHBIX PaHee M0JIb30BATEIEM BPYUHYIO

Brinagaronmm crmcox
«JlomomHUTENbHBIE apecar

Hpez:Ha3Haqu JJISL BI:I60pa OIHOTO JOIIOJHUTCIIBHOTO aapeca u3
nepeyHsi (CO3IaHHBIX paHee MOJIb30BaTeIeM BPYUHYIO)
JOMNOJIHUTCIIbHBIX CCTCBLIX Y3JIOB

Yex6okc «I'pymmbl agpecoBy»

[IpennazHaueH A7 aKkTUBAIMU BBIOOpA TPYIIIBI aIPECOB CETEBBIX
y3JI0B U3 CO3JJaHHBIX pPaHEe MOJIb30BATEIEM BPYUHYIO

Brimanmaromuii Ciucox
«'pynmsl agpecoB»

[IpennaznaueH ajs BbIOOpa OJTHOM TPYIIIBI U3 MepeyuHs (CO31aHHbIX
paHee MoJIb30BaTENIEM BPYUHYIO) IPYIN aJIPECOB

Yexooxc «aBEpTHPOBATHY *

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
MHBEPTHPOBAHMUS aJ[peca CETEBOTO y3JIa, TO €CTh BCEX a/IPECOB
CETEBBIX Y3JI0OB KPOME YKa3aHHOTO

Yexookc «Mcronp30B8aTh
HOPT UCTOYHHUKA» *

[TpennaznaueH a1 BbIOOpa BKIIOUEHUS/OTKIIIOUEHUS NCIIOIB30BaHUS
MIOPTa, YKAa3aHHOIO M0JIb30BATEJIEM BPYUYHYIO

[Tone «ITopt ucrounnka»*

[Mpenna3HaueHo A7 BBOJA MTOPTA, C KOTOPOTO MOCTYIAIOT CETEBEIC
IIaKCThI

YexOokc «THBEepTUpOBATH» *

[Ipenna3naueH AJ1s BHIOOpA BKIIOUEHUS/OTKIIIOUCHHS (PYHKITUN
WHBEPTHPOBAHUS IMOPTA, C KOTOPOTO MOCTYHAIOT CETEBHIE IMAKETHI, TO
€CTh BCEX MOPTOB KPOME YKAa3aHHOTO

* — DnemeHT uHTEp(elica, JOCTYIHBINA TONBKO B «PaclIMpeHHOM pexrMe)
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4.7.9.3.2. Bkinanka «Ha3znauenue»

Bxnagka «Hasnauenme» Ha crpanune «Kanamer (Pinholes)» (cm. puc. 160)
MpeaHa3HaYeHa JUISl HACTPOWKHU IMapaMeTpPoB (UIBTpAIlMU IO JaHHBIM O Ha3HAYCHHH

B CETEBOM MaKeTe B MpaBuiie MD.

Bxnanka «Haznauenuney»

KaHane! (Finholes)

® [Hmepdhelcsl Mo yMONYAHLI Blue_1 v
® Cemu no yMon4anuio Any h
LononHumensHele adpeca address1 h
rpynnsl adpecos group1 w
P unu ceme HaanaJe
Mueepmuposamb
v MHenonssosame Ciyxo
Tpynnsl cayxG groupt v
Ce0U CepsLich abc ¥
& Cepsuchl Mo yMOM4aHLIK -- BoiOepHTE CETEBOA NPOTOKON YOkl — v
Puc. 160

B Tabmune 76 nmnpuBeaeHO oOmNHMcaHWE dJIEMEHTOB BKiIaaku «HasHaueHue»

Ha ctpanule «Kanansl (Pinholes)».

Tabmuma 76 — Onucanue 3eMeHTOB BkiIanku «HasHauenue» Ha ctpanuie «KaHasbl

(Pinholes)»

DJIeMEHT Onucanue

YekOoke «uTepdeiice mo .
[Ipenna3HaueH Ui aKTUBAIIMK BEIOOpa HHTEP(EHCOB MO0 YMOITYaHHIO

YMOTYAHHIO»
Brimanmaromuii Ciucox [Ipenna3naueH a1 BBIOOpa OAHOTO M3 JOCTYITHBIX B ITEpEYHE
«MHuTepdeticet mo ¢u3nuecKkux ceTeBbIX HHTEP(EcoB U3aenus (JOCTYIHBI I BRIOOpa

YMOJTYAHUIO» TOJIbKO «CHHHE» U «3€JICHbIE) CETEBbIe HHTEP(Eiichl)
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DeMEHT

Onucanue

Yekookc «CetH 110
YMOJTYAHHIO)

[Ipennaznauen ass BbIOOpa JOOABICHUS CETH IO YMOTYAHUIO

Brinmamaronmii cnucok «Cetu
10 YMOJTYAHHIO)

[IpennasnaueH U1t BEIOOpA OJJHOM U3 CETEH, CBA3aHHBIX C CETEBBHIMU
HAaCTPOMKaMHU U3JETUs

UekOokc «JlomoaHuTETbHBIC
aapeca»

[Ipenna3zHaueH AJ19 aKTUBAIIUK BHIOOPA JOTIOJHUTEIHHBIX apPECcOB
CETEBBIX Y3JIOB U3 CO3/IaHHBIX PAHEE MOJIb30BATEIEM BPYUHYIO

Brinagaronmmn crmcox
«JlomomHUTENbHBIE apecar

[IpennaznaueH ajs BbIOOpa OJTHOTO TOTIOJHUTENLHOTO aJipeca u3
nepeydHst (CO3/1aHHbIX paHee MOJIb30BaATEIEM BPYUHYIO)
JIOTIOJTHUTEJIbHBIX CETEBBIX Y3JI0B

Yex6okc «I'pymmbl agpecoBy

[IpennasHaueH U1t aKTUBAIIMK BEIOOpA TPYIIIBI aIPECOB CETEBBIX
y3JI0B U3 CO3JaHHBIX paHee MOIb30BATEIEM BPYUHYIO

Breimapatomuii cnucok
«['pynmbl agpecoB»

[IpennasHaueH 11t BbIOOpA OHOM TPYIIIBI U3 MepeyHs (CO31aHHBIX
paHee N0JIb30BaTEIEM BPYUHYIO) FPYII aJpEecoB

Yekookc «IP wim ceth

[IpennasHaueH Uit akTUBAIIMK BHIOOpA ajipeca Ha3HAUCHUS C

Ha3HAYCHUSD) YKa3aHHBIM BPYYHYIO nosib3oBareneM IP nam cetsro
ITone «IP unu cetp IIpennasnauen s BBoga IP-anpeca wim cetu [uis y3ia Ha3HaYeHUs
Ha3HAYCHHS (1ieneBoro y3ima 00padaThIBAEMOTro MaKeTa)

Yexooxc «HBEpTHPOBATHY *

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
MHBEPTHPOBAHMUS aJ[peca CETEBOTO y3JIa, TO €CTh BCEX a/IPECOB
CETEBBIX Y3JI0OB KPOME YKa3aHHOTO

YexoOoxkc «Mcmoap30Bars
CITY)KOY»

Hpelea3Haqu JJISL BBI60pa BKJ'IIO‘IGHI/IH/OTKJHO‘-IGHI/I}I HUCITIOJIB30BaHUA
BBIOPAHHOM TTOJIH30BATEJIEM CITYKOBI MJIH CEpBHCA

YekOoke «I'pynmsl cmyx0»

[IpenHa3HaueH A aKTUBAIMU BEIOOPA MCIIONIB30BAHUS TPYTII CITYKO,
CO3JJaHHBIX paHee BPYUYHYIO MT0JIb30BATEIEM

Brimagarommii cnucok
«'pynmsl ciyx0»

[IpennasHaueH U1t BEIOOpA OHOM IPYNIIIBI U3 MIEPEUHS CO3JaHHbIX
paHee BPyYHYIO II0JIb30BaTENEM

Yek6okc «CBOU CEPBUCHI»

Hpelea:;Haqu JJIs1 aKTUBAIlUN BBI60pa HCIIOJIb30BAaHUS CCpBHCA,
CO3JIaHHOTO paHee BPYYHYIO MOJIB30BATEICM

Brimamaromuii coucok «CBou

[Ipenna3naueH ass BEIOOpA OTHOTO CepBUCA U3 TIEPEUHS paHee

CEpPBUCHI» J00aBJICHHBIX BPYYHYIO II0JIb30BaTEIEM
YekOokc «CepBHCHI 110 [IpenHasHaueH U1t aKTUBAIIMK BHIOOPA HCIIOJIB30BAHHSI CETEBOTO
YMOJTYaHHUIO» IIPOTOKOJIA CITyKOBbl, UMEIONIEeH CrelHanbHOE UMs B U3AEIHH

Brinagaronmm crmmcox
«CepBHUCHI IO YMOJYAHHUIO»

[IpennasHaueH U1t BEIOOpA OJHOM M3 CETEBBIX MMPOTOKOJIOB CITYKOBI,
U3 MEPEYHs UMEIOIINX CIELUaIbHOE UM B U3JIEIIUU

* — DnemeHT uHTEp(elica, JOCTYIHBINA TONBKO B «PacIMpeHHOM pexnMe)

4.7.9.3.3. Bxiagka «JlenicTBue»

Bxnanka

Ha cTpanune «Kanamnbl

«JlericTBue»

Ha crpanune «Kanamer (Pinholes)» (cwm. puc. 161)

(Pinholes)» mnpemnHasHaueHa s HACTPOWKH  JIEHCTBHIA

1o GUIbTPALUU NTPU CpadATHIBAHUYU TTPABUII.
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Bknanka «JlenctBrue»

3aronoBok 3aMevaHun

@ 370 none MoKeT ObiThb NYCThbiM

PacluMpeHHble HAacTpoik1
KpuTepuii cpaGaTeiBaHKA Npu npeBbiwednn (Match limit)

PaspelUeHo ANA #ypHaNHpoBaH1a

10/minute

£

Puc. 161

B Tabmuue 77 mnpuBEACHO OMUCAaHUE  3JIEMEHTOB

Ha ctpanune «Kananel (Pinholes)».

BKJIAAKu  «/lericTBue»

Tabnuna 77 — Onucanue 21eMeHTOB BKIaku «JleiictBue» Ha crpanulle «Kanasl (Pinholes)»

DneMeHT Onucanue
YekOoxc «IIpaBuio [IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIIOUEHUS TIPAaBUIIa U
BKJIFOUCHO BBIOpaHHBIX JICHCTBUI, P €ro cpadaThIBaHUH

Yeko6oxe «IIpaBuno

[IpennasHaueH U1t BEIOOpA BKIIOUEHUS/OTKIIIOUEHUS TIpaBUIIa
KYyPHAJIMPOBAHUS MTPOXOKICHHSI IAKETOB 10 HACTPANBAEMOMY

KYPHATUPOBAHHSD npaBiTy
IMome «3aroIoBoOK [Mpenna3HaueHo A7 BBOJA MPUMEYaHUN K HACTPAUBaEMOMY ITPABHITY.
3aMCHaHuA» [Mpumeuanue. JlaHHOE TOJIC HE 00S3aTEIBHO K 3AIIOJTHCHUIO
[IpennasHaueH i BEIOOpA OJHOTO U3 TOCTYITHBIX B IEPEYHE
BrInaaaronmii Crimcok pacIIMpEHHBIX HACTPOCK IEHCTBUS IPU CpadaThIBAHUN TIPABUIL:
«Kpurepuii cpabarpiBanusi | — «B03MOXKHOCTE OTKIIIOYEHAY,
MIPH TTPEBBIIICHUH — «Pa3pernieHo uIs KypHaIHUPOBAHUSY,
(Match limit)»* — «Paspeneno a1l NOJIUTHKY IPUHATUS WK COPAChIBAHUS;

— «Pa3pemnieno 11t moaTUTHK 000UX BUIOBY

YekOokc «CpenHsis yacToTa
coOpbITuH (--limit avg)»*

[Ipenna3HaueH JUIst aKTUBAIIMK BEIOOPA MCTIOIB30BAHMS (DYHKITUH
OTPaHWYECHUS 3aMKUCH COOBITHI B )KypPHAJI 110 CPEIHEH YacTOTe

(--limit-burst number)»* KOJIMYECTBY COOBITHI

COOBITHIA
[Tone «Cpennsist yactoTa [Ipenna3zHaueHo 1J1s1 BBOJA CpeIHEH 4acTOThl coObITHI. Heobxoammo
coObITHil (--limit avg)»* yKa3bIBaTh B hopMare: YHCJI0 COObITHII/eTHHULIA BpeMeHHU
YexOokc «MaKkcuMabHOe [Ipenna3HaueH JUIst aKTUBAIIMK BEIOOPA MCTIOIB30BAHMS (DYHKITUH

KOJIMUECTBO COOBITHH 32 3 4aca | OrpaHUYCHHS 3alMUCH COOBITHI B KyPHAI 10 MAaKCUMAJIBHOMY
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DeMEHT Onucanue

[IpenHa3HaueHo 1si BBOJIAa MAKCUMAIBHOTO KOJIMUYECTBO COOBITHIA 3a
3 yaca, 3anMChIBaeMbIX B )KypHai. JlaHHbIN mapameTp Oyner
ONPENIETATh MUK «Pa30BOM» TOCTABKU MAKETOB. 3HAUEHHE 110
YMOJTYAHUIO «5»

Tlose «MaxcumanbHOe
KOJIMYECTBO COOBITHH 3a 3 yaca
(--limit-burst number)»*

YekO0okc «BKITIOUUTH
HEME/ICHHbIE OTMIOBELIEHUS 1
OIIOBEILIECHY 10 MIEKTPOHHOU

noure (email alert)»*

UYekOokce «BKITIOUUTH

HEMEUIEHHBIE OIMOBEIIEHHUS
(local alert)»* OTIOBEIICHHMS B BCILIBIBAIONIEM OKHE YBEIOMIICHUM H3ICITHS « »

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
HIOJTyYEHHS OTIOBEUICHHUS O CpadOTaBIIeM IPaBHUIIC HA 3JICKTPOHHYIO
OYTy

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN

* — DnemeHT uHTepderica, JOCTYIHBIN TOJIBKO B «PacIIMpEeHHOM PEeKUMEN

4.7.9.3.4. Bxiaaka «/[onoaHuTensHO

BKJ'IaI[Ka ((I[OHOJ'IHI/ITCJIBHO» MpcaHasHa4CHa JIA HaCTpOﬁKH JOITOJIHUTCIIBHBIX
I[mapaMcTpOB q)HHBTpaHI/II/II 10 BpE€MCHHU, II0 OuTOBOM MacCKe€, I10 COCTOAHHUIKO COCIMHCHUA,
110 (I)paFMeHTI/IpOBaHHBIM nmak€raM, IO MaHJAAaTHBIM MCTKaM H OIIMCaHa HOI[p06H0

B 1. 4.7.9.1.4 HacToOsIIETO JOKYMEHTA.

[Ipumeuanue. B naHHON BKiIajaKe, B OTIMYMM OT ONHUCAaHHOW paHee B 1. 4.7.9.1.4 nacTosero

AOKYMCEHTA, OTCYTCTBYECT BO3MOXXHOCTE 3aJlaHUSA MCTKH COOTBETCTBYIOIIIUM ITaKETaM.

4.7.9.4. Crpanuna «llepenamnpapieHrue mopToB»

Crpanuna «llepenanpaBienne nopToB» (cM. puc. 162) OTKpbIBaeTCs IMOCIE
Ha)XkKaTUs OJHOMMEHHOM KHOIIKM, HaxoJsLIeiicsi B BEpXHEW YacTH dKpaHa MojJpaszeia

«HpaBHna MCIKCCTCBOI'O SKpaHa».
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Crpanuna «llepenanpapieHnre mopToB»

P v
[Hononsumensrisie adpeca address1 i

groupt v

Red Address 1(192.168.4.1) v

abc v

— BbiBepuTe CETEBON NPOTOKOM CMIYKGbI — v

Puc. 162

Crpanuna «IlepeHanpapieHue mopToB» NpeaHa3HaAYCHA AJI1 HACTPOUKH MapaMeTpOB
(GuUIBTpaIM CETEeBBIX MAKETOB, JIsI KOTOPHIX (PU3WYECKUil ajpec W MOPT Ha3HAYCHUS
MOJCTABIISIETCSl TPH ToJydeHMH MO makera ¢ ONpeleNeHHBIMU aJMUHUCTPATOPOM
napaMeTpamMu Ha3HaueHus. Hampumep, nans opraHumzanum JOCTynma K cepBepaMm
B JIEMIIMTapU30BaHHOM 30He (Hanee — [IM3).

Crpannna «llepenanpaBiieHrne MOPTOB» COCTOUT U3 CIEAYIONINX BKIIAOK:

1) «McTounuk»;

2) «Ha3nauenuey;

3) «/leticTBuey;

4) «JlonoTHUTEILHOY.

Ha nanHoii cTpaHuiie IpucyTCTBYIOT TaK)Xe CIEAYIONINE JIEMEHThI HABUTAITHOHHOTO
MCHIO:

1) knonka «Hazam» —npenHazHaueHa JUid Mepexofa Ha MPEAbIAYyIIyH BKIAAKY
CTpPaHMUIIbI;

2) kHomka «/Jlanmee» — mpenHa3HaYeHa ISl Mepexoja Ha CIACIYIOUIYH BKIIAAKY
CTpPaHMUIIbI;

3) xHormka «CoXpaHUTh)» — MPpeIHA3HAYEHA U1l COXpAaHEHHs BBEACHHOW MH(bOpMAaIIIU;
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4) xHonka «COpoc» — MpelHa3HaYeHa JJIs OUMIIEHHUS 3aloJIHeHUs Bced (PopMbl
AKTUBHOW BKJIAIKU;
5) kHomka «OTMeHa» — peiHa3Ha4YeHa il Bo3Bpara B moxapasaen «llpasuma

MCIKCCTCBOI'O SKPAHa» oe3 COXpaHCHUS BBCACHHBIX JJAHHBIX HA CTPAHUIIC.

4.7.9.4.1. Bknagka «cTouHUK)

Bxnanka «Mcrounuk» Ha crpanune «llepenanpasienue moptoB» (cM. puc. 163)
npenHa3HayeHa AJii HAaCTPOWKH MapaMeTpoB (QHIbTpPAlMM MO JAaHHBIM 00 HCTOYHUKE

CETEBOTI0 MaKeTa B pasuiie MO.

Bxmanka «McTouHUK»

)eC UCTouHUKA (MAC nnu IP unu ceTh

P v A

HononHumensHoie adpeca address1 ~

cos groupl v

McesnoruM IP: Red Address 1 (192.168.4.1) M
abc ~

M0 yMOMHaHL0 — BriepuTe CeTes0i NPOTOKON CRyHGkl - h

Puc. 163

B Ttabnuie 78 nmnpuBeAeHO ONHMCAaHUE DJIEMEHTOB  BKIaAKu  «VcTouHMK»

Ha CTpaHUIC «HepeHaHpaBHeHHe IIOPTOB».

Tabmuna 78 — Onucanue 31eMeHTOB BKIIaaku «Vctounuk» Ha ctpanuiie «llepeHarpasinenue

ITOPTOB»

DJIeMEHT Onucanue

[Ipenna3HaueH Juisd akTUBALMK BEIOOpA BCEX BO3MOXKHBIX a/IpeECOB
VCTOYHHUKA

[Ipenna3HaueH [y akTUBALMK BbIOOpa BBOJA aJpeca HCTOUHHMKA
BpYuHYI0 ¢ ykazanueMm ero tuna (MAC, IP wiu cetp)

YexOoxkc «Anpec Any»

UYekOoke «Dopmat aapecar
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DeMEHT

Onucanue

Brimagaroniuii criucox
«Dopmar aapeca»

[IpennaznaueH asst BLIOOpA OTHOTO U3 CICAYIOIIUX TUIIOB aJPECOB
HCTOYHUKA:

— «IP»;

— «MAC»

[Tone «Anpec ucTouHUKa
(MAC unu IP wim cetb)»

[Ipenna3zHaueHo I BBOJA a/ipeca HCTOYHNKA 00pabaThIBAEMBIX
nakeToB B popmare MAC unu IP win cetb. [t paboThl JaHHOTO
napaMeTpa HeoOX0IMMO aKTHBUPOBATh YeKOoke «Dopmar ampeca»

YekOoke «JlomoTHUTEIIBHBIC
ajpecay

[IpenHa3HaueH aJsi akTUBAIIMU BIOOpA JOMOIHUTENBHBIX aJIPECOB
CETEBBIX Y3JIOB M3 CO3/IaHHBIX PaHee M0JIb30BATEIEM BPYUHYIO

Brimanmaromuii Ciucox
«JlonoJsIHUTENBHBIE aipeca

Hpez:Ha3Haqu JJISL BI:I60pa OIHOTO JOIIOJHUTCIIBHOTO aapeca u3
nepeyvHsi (CO3IaHHBIX paHee MOJIb30BaTEIEM BPYUHYIO)
JOMOJIHUTCIIbHBIX CCTCBLIX Y3JIOB

Yex6okc «I'pymmbl agpecoBy

[IpennazHaueH A7 aKkTUBAIIMU BBIOOpA TPYIIIIBI aIPECOB CETEBBIX
y3JI0B U3 CO3JJaHHBIX pPaHEe MOJIb30BATEIEM BPYUHYIO

Brimanmaromuii Ciucox
«'pynmsl agpecoB»

[IpennaznaueH ass BbIOOpa OJTHOM TPYIIIBI U3 MepeyuHs (CO3/1aHHbIX
paHee MoJIb30BaTENIEM BPYUHYIO) IPyIN aJIpECOB

Yexookc «VcIronp30B8aTh
MOPT UCTOYHHKAY

[TpennaznaueH ajs BbIOOpa BKIIOUEHUS/OTKIIIOUEHUS NCIIOIB30BaHUS
MIOPTa, YKAa3aHHOI'O M0JIb30BATEIEM BPYUYHYIO

[Tone «ITopt ucTounnka»

Hpe;LHa3Haquo IJid BBOJIa TOPTa, C KOTOPOIr'o MOCTYIAOT CETCBBIC
ITaKCThI

YekOokce «aBEpTHPOBATHY

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
MHBEPTHPOBAHMUS ITOPTA, C KOTOPOTO MOCTYHAIOT CETEBBIC MAKETHI, TO
€CTh BCEX MOPTOB KPOME YKAa3aHHOTO

Brimanmaromuii Ciucox
«IIceBmonum IP»

[Ipenna3nauen A BeIOOpa MceBIOHNMa HHTEpdelica Wi «KPacHOT O
cereBoro unrepgeiica. O6s13aTeNbHBIN MapaMeTp Ui BEIOOpa.

Ilpumeuanue. JlaHHBIN ajipec ABISIETCSA OJHUM U3 MAPAMETPOB MPUHATHUA
pelieHus 0 PeoOpa3OBaHUM aapeca U MopTa Ha3HAYCHUS, TO3BOJISS
pa3AenuTh 3alpockl K y371aM BHYTPEHHEH CeTH

Yek6okc «CBOU CEPBUCHI»

[Ipenna3HaueH AJi9 aKTUBAIIUKA BHIOOpA MCITOB30BAHUS CEPBUCA,
CO3JJaHHOTO paHee BPYYHYIO MOJIb30BATEIEM

Brmanaronuii cnucok «CBou

[MpennasHaueH i BEIOOpA OAHOTO CEpPBHCA U3 TIEPEYHS paHee

CEPBHCHI» J00aBJICHHBIX BPYYHYIO MIOJIb30BaTEIEM
YekOokc «CepBHCHI 110 [IpennasHaueH U1t aKTUBAIIMK BEIOOPA MCIIOJIB30BAaHHS CETEBOTO
YMOJIYAHUIO) IIPOTOKOJIA CIIY>KObl, UMEIOIIEH CIeUaTbHOE UMS B U3JICIHU

Brinagaronmm crmcox
«CepBHUCHI IO YMOJYAHHUIO»

[IpennasHaueH U1t BEIOOpA OJHOM M3 CETEBBIX MMPOTOKOJIOB CITYKOBI,
U3 MEPEYHs UMEIOIINX CIELUAIbHOE UM B U3JIEIUU

4.7.9.4.2. Bkinanka «Haznauenus»

Bxmanka  «Hasnauenmss»  Ha  crpanune — «llepenanpaBieHue — mopTOB»

(cm. puc. 164) mpennazHayeHa Uisi HACTPOMKHM MHapaMeTpoB (UIbTPALUMU TO JAHHBIM

O HAa3HAYCHHUH B CCTCBOM IIAKCTC B IIPABUJIC MD.



BHyTpeHHAA CeTb

®) Hmepelcs Mo yMonyaHuro

Mcnonb3osate cnyxoy

Ceou cepsuchl

* Cepsuckl MO yMOM4aHLK

B Tabnune 79 npuBeaeHO OMUCaHUE
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Bxnanka «Ha3znauenue»

Green_1 v

address1 v

abc v

-- BribepuTe CETEBOI NPOTOKOM CRYKObI — ~

Puc. 164

OJICMCHTOB  BKJIAAKH «HaznaueHue»

Ha cTpanuile «[lepenanpaBieHue NOPTOBY.

Tao0mmna

«IlepenarpaBiieHrE TOPTOB»

79 — Onncanue

9JICMCHTOB BKJIaAKH «Ha3znauenue» Ha CTpaHHIIC

DIeMEHT

Onucanue

YekOoxc «HTEpdeEiich! o
YMOJTYaHHIO)»

[IpennazHaueH s akTUBAIMHU BbIOOpa MHTEP(HENHCOB 10 YMOITYAHUIO

Brimanmaromuii ciucok
«uaTepderice mo

[Ipenna3HaueH A BEIOOpA OHOTO U3 JOCTYIHBIX B IIEPEYHE
(¢u3nUecKux ceTeBbIX HHTEPEHCOB U3 AT

YMOJTYAHUIOY
YekoOoxke «/lomomautensupie | [IpegHazHaueH 1uisi akTHBAIMK BBHIOOPA TOTIOJIHUTEIBHBIX aJIPECOB
aapeca» CETEBBIX Y3JIOB U3 CO3/IaHHBIX PAHEE MOJIb30BATEIEM BPYUHYIO

Brimanmaromuii Ciucox
«JlonoJIHUTENbHBIE aipeca

[IpennaznaueH ajs BbIOOpa OJTHOTO TOTIOJHUTENLHOTO aJipeca u3
nepeyHst (CO3/1aHHbIX paHee MOJIb30BATEIEM BPYUHYIO)
JIOTIOJTHUTEJIbHBIX CETEBBIX Y3JI0B

Yexookc «IP HazHaueHUS»

[Ipenna3HaueH JUIst akTUBAIIMK BHIOOpA ajipeca Ha3HAUCHUS C
YKa3aHHBIM BPYYHYIO Nojab30BaTeneM [P uim cethio

Ilone «IP HazHaueHU»

IIpennasnauen s BBoga IP-anpeca wim cetu [uis y3ia Ha3HaYCHUS
(1ieneBoro y3ima 00padaThIBaEMOTo MaKeTa)

YexoOoxkc «Mcmoap30Bars
CITY)KOYy»

[Ipenna3HaueH A BEIOOpA BKIIOUEHHS/ OTKIIIOYEHUS NCTIOJIb30BAHUS
BBIOPAHHOM MOJI30BATEIEM CITY>KOBI HITH CEPBHCA.

[pumeuanue. JlanHas ciyx0a SBISETCS OJHUM U3 TTAPAMETPOB MPHHSTHUS
pelieHus o peoOpa3oBaHUM MTOPTA HA3HAUCHUS, TTO3BOJISIS PA3ICTUTh
3aIpockl K y37aM BHYTpeHHel cetn. Heo6XxoaumMo BEIOpaTh JOTIOTHUTENHEHO
OJIVH 13 YeKOO0KCOB: «CBoM cepBUCHD WIH «CEpBHUCH MO0 YMOTIAHHIO
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DeMEHT Onucanue

[Ipenna3HaueH As akTUBAIMK BEIOOpA MCIIONIE30BAHUS CEPBHCA,
CO3JJaHHOTO PaHEe BPYYHYIO NI0JIb30BATEIEM
Brimamaromuii cnimcok «Csou | [IpeqHa3znader it BBIOOpa OJHOTO CEPBHCA U3 MEPEUHS paHee

YekOokc «CBOM cepBHUCHD)

CEPBUCHD) JI00ABJICHHBIX BPYUYHYIO MTOJIH30BATEIEM
Yex6okc «CepBUCHI IO [Ipenna3zHaueH AJ19 aKTUBAIIUK BHIOOPA UCIIONB30BAHUS CETEBOTO
YMOJI‘IaHI/IIO» HpOTOKOHa C.Hy)KGBI, I/IMGIOH_IGI\/'I CIICOHUaJIbHOC UMS B U31CIINN
Brimanmaromuii Ciucox [Ipenna3naueH aJ1s BBIOOpA OAHOM U3 CETEBBIX MMPOTOKOJIOB CITYXKOBI,

((CepBI/ICBI 10 YMOJIYaHHIO» N3 MEPCUHA UMCIOIHNX CIICHUAJIbBHOC UMS B U3CIIMN

4.7.9.4.3. Bxiaaka «/leiictBue»

Bxnanka «/leiicTBue» npenHasHadeHa JJIsi HACTPOWKH JMEUCTBUN MO (PUIbTpaIuu

pu cpabaThIBAaHUU MPABWIT U OMTMCaHa MoIpoOHO B 11. 4.7.9.1.3 HacTOAIIEr0 TOKYMEHTA.
4.7.9.4.4. Bxinaaka «/[onoaHuTeIHO

Bxianka «J/lononHuTenbHO» NpeAaHa3HayeHa Uil HACTPOMKHU JOIOJIHUTEIIBHBIX
nmapamMeTpoB (UIBTPAIMA: TIO BPEMEHH, M0 OMTOBOW Macke, IO COCTOSIHHIO COCIMHCHUS,
no ¢GparMeHTHPOBAHHBIM I1aKeTaM, IO MAaHJATHBIM METKaM M OIHKCaHa MOAPOOHO

B 11. 4.7.9.1.4 HacTosIIIETO JOKYMEHTA.

[Ipumeuanue. B naHHON BKiIaaKe, B OTIMYMM OT ONHUCAaHHOW paHee B 1. 4.7.9.1.4 nacTosero

AOKYMCHTA, OTCYTCTBYCT BO3MOXKHOCTD 3aJlaHUS MCTKH COOTBCTCTBYIOIIIUM ITAKCTAM.

4.7.9.5. Crpanuna «IIpokcm»

Crpannnia  «IIpokcu» (cm. puc. 165) OTKpPBIBAETCS ~ TOCJIE  HAXaTUAd
OJIHOMMEHHOM KHOTIKH, HaxoJdllelcs B BepXHEH yacTu dKpaHa mnojapaznena «lIpaBuia

MCIKCCTCBOI'O OKpaHa».
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Crpanuna «IIpoxcu»

Green_1 v

uHmMeppetcs VLAN10 Y

address1 v

group1 v

an | [ Hanee | [ Coxpanums | [ copoc | [ ommena |

Puc. 165

Crpanuna «[Ipokcn» mpegHasHaueHa i accommanuu Tpaduka, MOCTYIAIOIIETO
Ha ONpPEACJICHHBIN MOpT, ¢ OAHUM U3 oOpabaTeiBaeMbix TuoB (HTTP, FTP). O6paboTtka
ATOTO TpaduKa OCYIIECTBISETCS C MOMOIIBIO TPOrPAMMBI-TIOCPETHUKA.

Crpanuna «IIpokcu» COCTOUT U3 CIAEAYIOMMX BKIAIOK:

1) «Mcrounuky;
2) «Ha3nauenuey;
3) «/lelicTBuey;

4) «/lonoIHUTETBEHOY.

Ha nannou crpanuiie NpucyTCTBYIOT TAKKE CICIYIOINE AIIEMEHTHI HABUTALIMOHHOTO

MEHIO:
1) xnonka «Hazam»y —mpeaHa3HaueHa JUid Iepexofa Ha MPEeabIAYyIIyr BKIAAKY
CTPaHHUIIbI;
2) kHomka «/lanee» —mpenHa3HaYeHa Uil Mepexofa Ha CIEAYIOUYH0 BKIAAKY
CTPaHMUIIbI;

3) kaonka «CoXpaHUTh» — MpeTHA3HAuYEHA JJIsl COXpaHEHHS BBEICHHON HH(POPMAIIH;
4) xaornka «COpoc» — MpeHa3HaueHa Il OYMINCHUS 3allOJTHEHHSI BCEW (OpMBI

AKTUBHOMU BKJIAJKHU,
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5) kHonka «OTMeHa» — npefHa3HaYeHa it Bo3Bparta B mnoxapasaen «llpasuna

MCIKCETCBOI'O OKpaHa» oe3 COXpaHCHHA BBEACHHBIX JaHHBIX HA CTPAHUIIC.

4.7.9.5.1. Bknagka «cTouHUKY

Bxnangka «cTouHnK» Ha CTpaHULIE «ITpokcu» (cm. puc. 166)
npenHa3HayeHa Al HAaCTPOWKH TapaMeTpoB (HIBTpPAMA 1O JAaHHBIM 00 HCTOYHUKE

CETEBOI0 MaKeTa B pasuiie MO.

Bxmanka «McTOUHUK»

mepgedicsl Mo yMOn4aHUo Green 1 v

JononHumensHble unmeppelcs: VLAN1TO h

=) - Anpec MCToYHUKa (MAC unu IP unu ceTs

HononHumensHsle adpeca address1 e

nnbl adpecos group h

Puc. 166

B Tabmume 80 mpuBemeHO omucaHuWE OJIEMEHTOB  BKIAAKU  «VICTOUHUK»

Ha cTpanuile «IIpokcuy.

Tabmuma 80 — Onucanue 31neMeHToB BKIaAKH «cTounnk» Ha crpanuie «lIpokcn»

DJIeMEHT Onucanue

UYek6oke «MuTepdeticel mo | [Ipenna3znaueH a1 akTUBAIMU BbIOOpa GU3NUIECKUX UHTEP(EHCOB
YMOJTYaHUIOY U3JeNus
Brimanmaromuii Ciucox
«MHuTepdeticet o
YMOJTYAHUIO»
YekOoxc «/lononaurensueie | [IpeanasHaueH s akTUBalMK BhIOOpa BUPTYAIbHOTO HHTEep(eiica
nHTEepDEUCH * W3JICTNs, OTPEICISIEMOTO TT0JIH30BATEIIEM

[IpennasHaueH U1t BEIOOpA OJJHOTO M3 MEPEUHS TOCTYITHBIX
buzndeckux uHTEpPECcoB M3 aeHs
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DIIeEMEHT Onucanue
Brimanmaromuii coiucok [IpennazHaueH ass BEIOOpA OTHOTO M3 TIEPEYHSI TOCTYITHBIX
«JlomoTHUTENbHBIC BUPTYAJIbHBIX (3aPETUCTPUPOBAHHBIX MOJIB30BATEIIEM BPYUHYIO)
uHTepeiich»* uHTEepQEiicoB H3AEIHs

[Ipenna3HaueH AJ1s1 BBIOOpA BKIIOUEHUS/OTKIIIOUCHHS (PYHKITUN
YexOokc «MTHBepTUPOBATH»* | MHBEPTUPOBAHMS CETEBOr0 HHTEpdelica, TO €CTh BCEX CETEBBIX
UHTEpEicOB KpOME YKa3aHHOTO

[IpennasHaueH U1t aKTUBAIIMK BEIOOpA BCEX BO3SMOXKHBIX a/IpeCcOB
UCTOYHUKA

[Ipenna3HaueH uid akTUBALMK BbIOOpa BBOJA aJpeca UCTOUHHMKA
BpYuHYI0 ¢ yka3zanuem ero tuna (MAC, IP wiu cetp)
[Tpenna3nauen i BbIOOpa OAHOTO U3 CIIEIYIOIUX THUIIOB aIpECOB

YekOokc «Anpec Any»

YekOokc «Dopmart agpecar

Brimanmaromuii Ciucox HCTOYHHKA:
«Dopmar axpeca» — «IP»;
— «MAC»

[TpennaznaueHo /Ui BBOJA aJipeca HCTOUHHKA 00pabaThIBaeMBbIX
nakeToB B popmate MAC wu [P wnu cets. st paboThl JaHHOTO
napaMerpa HeoOX0IMMO aKTUBUPOBATh YeKOokc «Dopmar aapecay
Yexbokc «Jlonomuutenbubie | [IpeaHa3sHaveH Ui aKTUBAIIMK BEIOOPA TOTIOTHUTEIBHBIX aJIPECOB
azpeca» CETEBBIX Y3JIOB M3 CO3/IaHHBIX PaHee M0JIb30BATEIEM BPYUHYIO
[IpennaznaueH ajs BbIOOpa OJTHOTO TOTIOJHUTENLHOTO aJipeca u3
nepeyHst (CO3/1aHHbIX paHee MOJIb30BATEIEM BPYUHYIO)
JIOTIOJTHUTEJIbHBIX CETEBBIX Y3JI0B
[Ipenna3HaueH aJsi akTUBAIIMU BBIOOpA TPYTIIBI aIPECOB CETEBBIX
y3JI0B U3 CO3JJaHHBIX paHee MOJIb30BaTeNIEM BPYUHYIO

[Tone «Aapec uctrouHuka
(MAC wnu IP unu cetb)»

Brinagaronmm crmcox
«JlomomHUTENbHBIE apecar

Yex6okc «I'pymmbl agpecoBy»

Brimmanmaromuii ciucok [IpennaznaueH asst BLIOOpA OIHOM TPYIIIBI U3 MEPEUHs (CO3TaHHBIX
«['pynmbl agpecoB» paHee MoJIb30BaTeIeM BPYUHYIO) TPYIT apecoB
YekOoxkc «Mcmonb30BaTh [IpennasHaueH 1t BbIOOpA BKIIOUEHUS/OTKIIIOUEHUS UCIIOJIb30BAHMS
MOPT UCTOYHUKAY MIOPTa, YKA3aHHOTO MOJIb30BATEJIEM BPYUHYIO
[Ipenna3znaueHo A BBOJa MOPTa, C KOTOPOTO MOCTYNAOT CETEBbIE

ITone «Ilopt ucrounuka»
IAKETBI

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIUN
YexOokc «MTHBEpTHPOBaTh» | HHBEPTUPOBAHUS ITOPTA, C KOTOPOTO MOCTYHAIOT CETEBBIE MAKETHI, TO
€CTh BCEX MOPTOB KPOME YKA3aHHOTO

* — DnemeHT uHTepderica, JOCTYIMHBIN TOJIBKO B «PaclIMpeHHOM peKUMEN

4.7.9.5.2. Bknanka «Haznauenue»

Bxnanka «Hasnauenue» Ha ctpanuine «IIpoxkcu» (cM. puc. 167) npegHazHaueHa
JUIA HACTPOMKHM MapamMeTpoB (UIBTPAIMH MO JAaHHBIM O HAa3HAYCHHH B CETEBOM IaKeTe

B IpaBuiie MO.
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Bxnanka «Haznauenuey

BHYTPEHHAA CETh

Mcnone3oBate Cnyxay

Cepsucs! N0 yMom4aHuto — BuifepuTe CETEBON NPOTOKON CNY*Obl —

MpuKNagHoi NOCPeLHUK: HTTP o

Puc. 167

B rtabnume 81 mpuBeneHo omucaHue dieMeHTOB BkiIanku «Hasmauenuey

Ha crpanune «IIpokcuy».

Tabnuma 81 — Onucanue 3nemeHToB BIaaku «Ha3nauenue» Ha ctpanuie «lIpokcn»

DJIeMEHT Onucanue

[Ipenna3HaueH A BEIOOpA BKIIOUEHHS/ OTKIIIOYEHUS HCTIOJIb30BAHUS
BBIOPAHHOM MOJI30BATEIEM CITY>KOBI HIT CEpPBHCA.

[pumeuanue. JlanHas ciyx0a SBISIETCS OJHUM U3 TTAPAMETPOB MPHHSTHUS
peleHus 0 MpeoOpa30BaHNU MMOPTA HA3HAUCHHUS JIJIsl ACCOLMAIINU TpaduKa,
ciyx0y» MOCTYTAOIIETO Ha ONPE/ISIICHHBIA TIOPT, C OJJHUM U3 00pabaThIBacMbIX
tunos (HTTP, FTP).

Heob6xoamumo BEIOPATh JOTIOTHUTEIBHO OJIMH U3 4eKOOKCOB: «CBOHM
cepBuCh WiH «CEpBUCHI 10 YMOTYaHUIO)

[Ipenna3HaueH As akTUBAIMK BEIOOpA MCIIONIL30BAHUS CEPBHCA,
CO3JaHHOTO PaHEE BPYYHYIO MOJIb30BATEIEM

Brimamaromuii cnimcok «Csou | [IpeqHaznadeH 1uist BBIOOpa OJHOTO CEpBHCA U3 MIEPEUHS paHee

Yexookc «VcIronp30B8aTh

Yek6okc «CBOU CEPBUCHI»

CEPBHCHD) JI00ABJICHHBIX BPYUYHYIO MTOJIH30BATEIEM
YekOokc «CepBUCHI IO [IpenHa3HaueH AJsl aKTUBAIIMU BHIOOPA UCTIONB30BAHUS CETEBOTO
YMOJTYAHUIO» MIPOTOKOJIA CITYKOBI, UMEIOIIEH CIIEMAIbHOE UMS B U3CIIUU
Brimanmaromuii coucoxk [IpennaznaueH ais BEIOOpA OJTHOM M3 CETEBBIX MMPOTOKOJIOB CITYKOBI,

«CepBHUCHI IO YMOJYAHUIO» | M3 MEPEUHS] MMEIOLIHNX CIICIUAIBHOE UM B M3JICTHU

[MpennasHaueH i BEIOOpA MPUKIATHOTO IIPOTOKOJIA IS ACCOIUAIINA
1 00paboTKu Tpaduka, onmpeaeIeHHOro Moib3oBareneM. JJocTymHb
JUTSL BEIOOpA CIIeTyFOIINE BapUAHTHI:

— «HTTP»;

— «FTP»

Brimanmaromuii coucoxk
«ITpukiagHON MOCPETHUK»

4.7.9.5.3. Bxiagka «JlenictBue»

Bxnanka «/leiicTBue» npenHasHadeHa JJIs HACTPOWKH JIEUCTBUN MO (PUIbTpaIuu

npu cpabaThIBaHUU MPABWII U OMMcaHa NoJIpoOHO B 1. 4.7.9.1.3 HacTOSIIEro T0KyMEHTA.
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4.7.9.5.4. Bxnagka «JlonmoJHUTETbHOY

Brximagka «/lononHuTtenbHO» NpeaHa3HAdYeHa IS HACTPOWKHU JIOMOJHHUTEIBHBIX
napaMeTpoB (pUIBTpAIIUU: 110 BPEMEHH, 110 OUTOBOM MacKe, MO COCTOSHUIO COCIUHECHMUS,

10 (l)parMeHTI/IpOBaHHBIM nmak€raM, IO MaHJAAaTHBIM MCTKaM H OIIMCaHa HOI[pO6HO

B 11. 4.7.9.1.4 HacTOsIIIETO JOKYMEHTA.

[Ipumeuanune. B manHO¥M BKJIagke, B OTJIMYMU OT OMUCAHHOW paHee B 1. 4.7.9.1.4 nacrosiero

AOKYMCEHTA, OTCYTCTBYET BO3MOXXHOCTE 3aJlaHUSA MCTKH COOTBETCTBYIOIIIUM ITaKETaM.

4.7.9.6. Ctpanuua «Jloctyn u3BHE»

Crpannnia «Jloctynm wu3BHe» (CM. puc. 168) OTKpbIBaeTCs IOCIE HaKaTHsS

OTHOMMEHHOM KHOIIKM, HaxOJSIIEHCS B BEPXHEM 4acTh 3KpaHa nonpasnaena «lIpasuna
MEXKCETEBOI0 DKPaHay.

Crpanuna «Jloctyn u3BHe»

Red_1

VLAN10

address1

group1

Puc. 168

CTpaHI/IHa «I[OCTYH HN3BHC) IIpCAHAa3Ha4YCHA JId CO3JaHUs IMPpaBUJI OpraHU3alnn

aAMUHUCTPATUBHOTO 10CTyNa K MO U3 «KpacHO» CETH.

CTpaHI/IHa ((I[OCTYH HU3BHC)» COCTOUT U3 CICAYIOIMHX BKIAI0K:

1) «McTounuk»;
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2) «Ha3nauenuey;
3) «/leticTBuey;

4) «/lonoTHUTETBHOY.

Ha nannou crpanuiie npucyTCTBYIOT TAKKE CICIYIOIINE AIIEMEHTHI HABUTALIMOHHOTO

MEHIO:

1) xnonka «Hazam»y —mpenHasHaueHa JUIg Tepexofa Ha MPEeabIAYyIIyr BKIAAKY
CTPaHMUIIbI;

2) kHomka «/lanee» — mpenHa3HaYeHa JUIsl Mepexofa Ha CIEAYIOUYH0 BKIAAKY
CTPaHMUIIbI;

3) kaonka «CoXpaHUTh» — MpeTHA3HAuYEHA JIsl COXpaHEHHS BBEICHHON HH(POPMAIIH;

4) xkHonka «COpoc» —npenHa3HayeHa AJsl OYMIICHUS 3arloJHEHHs Bced (HOpMbI
aKTUBHOM BKJIAJIKU;

5) kHonka «OTMeHa» — IpeAHa3HayeHa sl Bo3Bpara B noapaszaen «lIpasuna

MEKCETEBOI0 SKpaHay 0e3 COXpPaHEHUS BBEJICHHBIX JAHHBIX HA CTPAHUIIC.
4.7.9.6.1. Bknanka «/IcTOUHHUK)

Bxnanka  «Mcrounuk» Ha  crpanune «Jloctym  u3BHe»  (cM. puc. 169)
npenHa3HayeHa Uil HACTPOMKH mMapameTpoB (GUIbTpAlMK MO JaHHBIM 00 HMCTOYHUKE

CETEBOro nakeTa B mpaBuiie MD.

Bxmanka «McTouHuK»

Red_1 v

[fononHumenstble uimepgeics! VLANTO ~

e «  Aapec ncTouHmka (MAC
[ononkumenssie adpeca address1 e

groupi v

Puc. 169
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OIIMCaHUEC  JJIEMCHTOB  BKJIIAaJKHU

Ha CTpaHUILC ((I[OCTYH HU3BHEC».

Ta6nuna 82 — Onucanue 31eMeHTOB BKIaAKU «ICTOUHMK» Ha cTpanHulie «J{oCcTyI u3BHE»

DeMEHT

Onucanue

YekOoxc «HTEpdeEiich! mo
YMOJTYaHHIO)»

[IpennasHaueH JUIst aKTUBAIIMK BbIOOpA (PU3NUECKUX UHTEp(DEeHcoB
U3ICTIHS

Brimanmaromuii ciucoxk
«uTepdericer mo

[IpennasHaueH U1t BEIOOpA OJJHOTO U3 MEPEUHS TOCTYITHBIX
buszndeckux uHTEpPEcoB M3 aeIHs

YMOJTYAHUIOY
Yekooxkc «Jlomomaurensupie | [IpegHazHaueH /uisi akTHBAIIMK BBIOOPA BUPTyaIbHOTO HHTEpdeiica
uHTepeiich»* W3JIENHSI, OPEIENIIEMOT0 I0Jb30BaTENIEM
Brimanmaromuii Ciucox [Ipenna3naueH a1 BBIOOpA OAHOTO M3 TIEPEUHS TOCTYITHBIX
«JlononHUTENbHBIE BUPTYaJIbHBIX (3aPETUCTPUPOBAHHBIX MOJI30BATEIEM BPYUHYIO)
nHTEepDHEUCH * nHTEephENCOB U3IeIUs
YexBoke «Anpec Any» [IpenHa3HaueH aJsi akTUBAIIMK BHIOOPA BCEX BO3ZMOXKHBIX aJ[PECOB

HCTOYHUKA

YekOokc «Dopmart agpecar

[Ipenna3HaueH [y akTUBALMK BbIOOpa BBOJA aJpeca UCTOUHHMKA
BpYuHYI0 ¢ ykazanueMm ero tuna (MAC, IP wiu cetp)

Brimanmaromuii Ciucox
«Dopmar axpeca»

[Ipenna3naueH A BHIOOpA OJHOTO U3 CIEAYIONIUX THIIOB aIpEeCOB
HCTOYHUKA:

— «IPy;

— «MAC»

[Tone «Aapec uctrouHuka
(MAC wnu IP unu cetb)»

[Ipenna3HaueHo A7 BBOJA ajpeca HCTOYHHKA 00padaThiBaeMBIX
nakeToB B popmate MAC wu [P wnu cets. st paboThl JaHHOTO
napamerpa HeoOXOIMMO aKTHBHPOBATh YeKOOKC «DopmaTt aapecay

YekOoke «JlomoTHUTEIIBHBIC
ajpecay

[IpenHa3HaueH aJsl akTUBAIIMU BIOOpA JOMOHUTENBHBIX aIPECOB
CETEBBIX Y3JIOB M3 CO3/IaHHBIX PaHee M0JIb30BATEIEM BPYUHYIO

Brinagaronmm crmcox
«JlomomHUTENbHBIE apecar

[IpennaznaueH ajs BbIOOpa OJTHOTO TOTIOJHUTENLHOTO aJipeca U3
nepeyHst (CO3/1aHHbIX paHee MOJIb30BaATEIEM BPYUHYIO)
JIOTIOJTHUTEJIbHBIX CETEBBIX Y3JI0B

Yex6okc «I'pymmbl agpecoBy»

[IpennasHaueH Ut aKTUBAIIMK BEIOOpA TPYIIIBI aIPECOB CETEBBIX
Y3J10B U3 CO3JaHHBIX paHee MOIb30BATEIIEM BPYUHYIO

Brimapatomuii cnucok
«I'pynmbl agpecoB»

[IpennasnaueH 11t BbIOOpA OHOM TPYIIIBI 3 MepeyHs (CO31aHHBIX
paHee NOoJIb30BATENIEM BPYUHYIO) TPYII aJJpECcCOB

Yexooxc «aBEpTHPOBATHY *

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIUN
MHBEPTHPOBAHMUS aJ[peca CETEBOTO y371a, TO €CTh BCEX a/IPECOB
CETEBBIX Y3JI0B KPOME YKa3aHHOTO

Yexookc «VcIronp30BaTh
HOPT UCTOYHHUKA» *

[TpennaznaueH a1 BbIOOpa BKIIOUEHUS/OTKIIIOUEHUS NCIIOIB30BaHUS
MIOPTa, YKAa3aHHOIO M0JIb30BATEJIEM BPYUYHYIO

[Tone «ITopt ucrounukan*

[Mpenna3HaueHo A7 BBOJA MTOPTA, C KOTOPOTO MOCTYIAIOT CETEBEIC
IIaKCThI

YexOokc «HBepTHpOBATH» *

[Ipenna3naueH A1 BHIOOpA BKIIOUEHUS/OTKIIIOUCHHS (DYHKITUN
WHBEPTHPOBAHUS IMOPTA, C KOTOPOTO MOCTYHAIOT CETEBHIC MMAKETHI, TO
€CTh BCEX MOPTOB KPOME YKAa3aHHOTO

* — DnemeHT uHTEp(elica, JOCTYIHBINA TONBKO B «PaclIMpeHHOM pexrMe)

«cTouHUKY
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4.7.9.6.2. Bkinanka «Ha3znauenue»

Bxnanka «Haznauenue» npenHasHaueHa AJii HACTPOMKU MapameTpoB (UIIbTPALIUU
10 TaHHBIM O Ha3HAYECHUM B CETEBOM IakeTe B paBuiie MO. AnpecoM Ha3Ha4YEeHMS BCETa
SABIISIETCS afipec (WK TICeBIOHUM ajjpeca) ceTeBOro naTepdeiica MO.

JlanHas BKJIaJIKa onrcaHa moaApoOHo B 1. 4.7.9.2.2 HaCTOSAIIETO JOKYMEHTA.
4.7.9.6.3. Bxiagka «JlenictBue»

Bxnanka «JlelictBue» mpeaHazHadyeHa ISl HACTPOMKHM ACHCTBUM MO (UIBTpALlUU

npu cpabaThIBAaHUU MPABWII U OMUCaHa Mo ipoOHO B 1. 4.7.9.1.3 HacTOSIIEr0 TOKYMEHTA.

[Ipumeuanune. B manHOM BKJIagke, B OTJIMYMU OT OMUCAHHOW paHee B 1. 4.7.9.1.3 Hacrosiiero

JOKYMEHTa, OTCYTCTBYET 1oJje «JlelicTBrue mpaBuiiay.

4.7.9.6.4. Bxinagka «J1omoJHUTEITIBHOY

Brimagka «/lononHuTtenbHO» NpeaHa3HAYC€HaA IS HACTPOWKHU JIOTOJHHUTEIBHBIX
napaMeTpoB (puIbTpAIUU: 10 BPEMEHH, 10 OUTOBOM MacKe, MO COCTOSHHUIO COCIMHECHMUS,
mo (parMEeHTUPOBAHHBIM TMAaKETaM, IO MaHJIATHBIM METKaM U OIMCaHa TMOAPOOHO

B 11. 4.7.9.1.4 HacTOsIIIETO JOKYMEHTA.

[Ipumeuanune. B manHOM BKJIagKe, B OTJIMYMU OT OMUCAHHOW paHee B 1. 4.7.9.1.4 nacrosiero

AOKYMEHTA, OTCYTCTBYECT BO3MOXXHOCTE 3aJlaHUSA MCTKH COOTBETCTBYIOIIIUM ITaKETaM.

4.7.9.7. Crpanuna «COB»

Crpannnia «COB» (cM. puc. 170) oTkpbiBaeTcs MOCiE HaXaTusi OJHOUMEHHOUN
KHOIIKM, HaxXOJSIICHWCS B BEPXHEW 4YacTW dKpaHa nonapaszaena «llpaBuia mexcereBoro

OKpaHa».
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Crpanuna «COB»

McTounnk Haanavenne Hevictene HononHurensHo

Green_1 v

Hble UHmepgeics| VLAN10 v

Green Network 1 v

LononHumenskste adpeca address1 v

groupt ~

Puc. 170

Crpannna «COB» mnpennazHadeHa [Uisi co3JaHUs MpaBuil  QuibTpauun MO
10 TIepeHarnpaBieHuIo ceTeBbIX nakeToB B COB.
Crpanuna «COB» cOCTOUT U3 CIIEAYIOUIMX BKJIAI0K:

1) «McTounuk»;
2) «Ha3nauenuey;
3) «/lelicTBuey;

4) «JlonoTHUTEIEHOY.

Ha ,Z[&HHOfI CTpaHULEC NPUCYTCTBYIOT TAKXKC CIICAYIOIINEC 3JICMCHTBI HABUTAlTMOHHOI'O

MEHIO:

1) knonka «Hazam» —npenHa3HaueHa JUid Mepexofa Ha MPEAbIAYIIyH BKIAAKY
CTpPaHMUIIbI;

2) kHomka «/Jlanmee» — mpenHa3HaYeHa ISl Mepexoja Ha  CIACIYIOUIYH BKIIAAKY
CTpPaHMUIIbI;

3) xaonka «COXpaHUTh» — MpeTHA3HAUYEHA JJIs1 COXPaHEHHS BBEICHHON HH(POPMAIIHH;
4) xaHonka «COpocC» — MpelHa3HaYeHa JJIsl OYMIIEHUS 3aloJIHeHUs Bced (PopMbl

AKTUBHOM BKJIQAKH,
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5) kHonka «OTMeHa» — pefHa3HaYeHa it Bo3Bpara B mnoxapasaen «llpasuia

MCIKCECTCBOI'O OKpaHa» oe3 COXpaHCHUs BBCACHHBIX JAHHBIX HAa CTPaHHIIC.

4.7.9.7.1. Bknagka «cTouHUK)

Bxmanka «Vcrounuk» mpenHazHadeHa Ui HACTPONKH HapaMeTpoB (UIbTpALIUU
N0 JaHHBIM OO0 HMCTOYHHMKE CETEBOr0 Iakera B mpaBwie MO M onucaHa noapoOHO

B 11. 4.7.9.1.1 HacTOsII1IETO JOKYMEHTA.
4.7.9.7.2. Bknanka «Haznauenue»

Bxnanka «Ha3znauenue» mpenHaszHadyeHa JJii HACTPOMKU MapaMeTpoB (pUIbTpaIuu

M0 JaHHBIM O HAa3HAYCHUU B CETEBOM TMakeTe B mpaBwie MD u ommcaHa moapoOHO

B 11. 4.7.9.2.2 HacTOSIIIEr0 JOKYMEHTA.
4.7.9.7.3. Bxnanka «JlelictBue»

Bxnanka «JleiictBue» (cm. puc. 171) Ha ctpanune «COB» mnpenHa3sHaueHa

JUTSl HACTPOWKU JEHCTBUM 10 (GUIBTpALIMK NPU cpabaTbIBAaHUU MTPABUJL.

Bknanka «JlenictBue»

NerncTBUE NDAB N T
HEWCTBHE Npasuna: Cuctema OBHapyxeHun BropkeHui ~

3aronoBoK 3aMeyaHua

© 370 None MOKET ObiTb NYCThHIM.

PacluMpeHHble HACTPOHKA
Kputepuit cpabaTeiBaHWA Npy npeBeiweHnn (Match limit) PaspeLLeHo ANA #yPHANMPOBAHHA .

® CpedHAA yacmoma coOsimul{—limit avg 10/minute

MaKcumMansHoe Konu4yecmeo cobbimudl 3a 3 Yyaca(--imit-burst number) 5

Puc. 171

B Ttabnume 83 mnpuBeneHo ommcaHWE AJIEMEHTOB  BKIAmku  «JleiicTBhe»

Ha ctpanuie «COBy.



200
HIIEI.465614.002PI1

Ta6nuna 83 — Onucanue neMeHTOB BKIaAKu «/lefictBue» Ha ctpanuiie «COBy»

DJIeMEHT

Onucanue

Yeko6oxe «IIpaBuno
BKJIFOUEHO)

[Ipenna3Hayen A BEIOOpA BKIIOUEHHS/OTKIIIOYEHHS MTPAaBUIIA U
BBIOpPAHHBIX JICHCTBUA, IIPU €ro cpadaTbIBAHUU

Yeko6oxke «IIpaBuno
KYPHATUPOBAHHS)

[IpennasHaueH U1t BEIOOpA BKIIOUEHUS/OTKIIIOUEHUS TIPaBUIIa
KYPHAJIMPOBAHMS POXOKICHUS ITAKETOB 110 HACTPAaUBAEMOMY
IPaBHIIY

Brimanmaromuii Ciucox
«/JleHicTBUE paBUIIa»

[Ipenna3HayueH s JeKJIapUPOBAHUS IEUCTBUNA MPABUII MO MEPECHUIKE
naketoB B COB

ITone «3aronoBok
3aMEYaHU)

[TpennaznaueHo /Ui BBOJA MPUMEUYAHUN K HACTPaUBaEMOMY MPaBUILY.

Hp HNMCUYAHUC. I[aHHOC rmoJjie He 00SI3aTENBLHO K 3aITOJTHEHUIO

Brimanmaromuii Ciucox
«Kpurepuii cpabaTsiBaHus
MIPH TTPEBBIIICHUH
(Match limit)»*

[Ipenna3naueH a1 BBIOOpA OAHOTO M3 JOCTYITHBIX B IIEpEYHE
pacIIMPEHHBIX HACTPOCK EHCTBUS NIpU CpabaThIBAHUH MTPABIIL:
— «B03MOXXHOCTE OTKIIFOUCHAY;

— «PaspelieHo s KypHaIMpOBaHUS,;

— «Pa3pemnieHo 11t MOTUTUKH PUHATHS WA COPACHIBAHUS,

— «Pa3pemnieno 11t moaTUTHK 000UX BUIOBY

YekOoxc «CpenHsis yacToTa
coOpbITuH (--limit avg)»*

[IpenHa3HaueH ass akTUBAIMK BHIOOpA UCTIONB30BAHUS (DYHKITUU
OTPaHWYEHUS 3aMKUCH COOBITHI B )KypPHAJ 110 CPEIHEH YacTOTe
COOBITUI

[Tone «Cpennsist yactoTa
coObITHii (--limit avg)»™*

[Ipenna3znaueHo 1j1s1 BBOJA CpeIHEH 4acTOThl coObITHI. Heobxoammo
yKa3bIBaTh B hopMare: YHCJI0 COObITHII/eTHHULA BPpeMeHHU

Yex0okc «MakcuMaabHOe
KOJIMYECTBO COOBITHH 3a 3 yaca
(--limit-burst number)»*

[IpennasHaueH JUIst aKTUBAIIMK BEIOOPA MCTIOIB30BAHMS (DYHKITUH
OTPAaHMYCHUS 3aMUCH COOBITHH B KypPHAJI IO MAKCUMAIILHOMY
KOJINYECTBY COOBITUH

Tlose «MaxkcumansHOe
KOJIMYECTBO COOBITHH 3a 3 yaca
(--limit-burst number)»*

ITpenna3HaueHo 171 BBOJA MAaKCUMAJILHOTO KOJIMYECTBO COOBITUH 3a
3 vaca, 3anMCHIBaEMBIX B XypHaJl. JlaHHBII mapameTp Oyaer
OINIPEACIIAT UK «Pa30BO» JOCTABKH ITAKETOB. 3HAYCHUE 10
YMOJIYAHHUIO «5»

* — DnemeHT unTepdeiica, JOCTYIHBIN TONBKO B «PaciimpeHHOM peXuMe»

4.7.9.7.4. Bknagka «J1onmoJHUTEIbHOY

BKJ'Ia,Z[Ka ((I[OHOHHI/ITCJIBHO» npeaHasHaucHa JId HaCTpOI\/'IKI/I JOITIOJIHHUTCIIBHBIX

napamMeTpoB (UIBTPALMU: IO BPEMEHH, M0 OMTOBOW Macke, IO COCTOSHHIO COCIMHCHUS,

I10 q)paFMCHTI/IpOBaHHBIM InmakeraM, II0 MaHJAATHBIM MCTKaM H OIIMCaHa HOI[pO6HO

B 11. 4.7.9.1.4 HacTOsIIIETO JOKYMEHTA.

[Ipumeuanue. B naHHON BKiIaaKe, B OTIMYMM OT ONHUCAaHHOW paHee B 1. 4.7.9.1.4 nacTosero

AOKYMCHTA, OTCYTCTBYCT BO3MOXKHOCTD 3aJlaHUS MCTKH COOTBCTCTBYIOIIIUM ITAKCTAM.
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4.7.9.8. bnok «Tekyuiue npaBuiia

brok «Tekymmue mpaBuna» (cm. puc. 172) mnpencraBiser co0oOil TepedeHb
MH(}OPMAIIMOHHBIX TA0JMIl, OTOOpAXKAIOIIUX YCTAHOBJIEHHbIE HA W3JeNuu MpaBuia MO
B COOTBETCTBUM C ONHUCAaHHBIMM B mojpasnene «l[IpaBuia MexceTeBOoro sKpaHay
CTpaHULIAMH.

CootBercTBUE WH(DOPMAIMOHHBIX TaOJUIl W CTPAHMI] ONpPENeNsieTcs MO HMEHU

CTpaHUIIbI 1 3arojIOBKa Ta6J'II/IHBI.

bnok «Tekymme npaBuna»

B 7:" ) Any BIAkTAY

B » PCop : Ping BrakTAv

Viepdeiic Hedcrane
5 » et ghBAY

BIATAY
BoATAY

BIABAY

pran 3 Paciumpenioe npasnno npwHATHA, OTwpeisaeT Bauw M3

moy

Puc. 172

B Tabnuie 84 npuBeseHo onucaHue 31eMeHTOB 0s10Ka « TekyIme mpaBuiay.

Tabnuma 84 — Onucanue snemMenToB Oy0Ka « Tekyiine npaBusiay

DJIeMEHT Onucanue

[TpennaznaueHa st OTOOpaskeHUsl CUCKA MPaBUI GUIbTPALIUN
CETEBBIX MAKETOB, JJI KOTOPHIX aIpeC HCTOYHHUKA U aJJpeC Ha3HAYCHUS
MapILIPYTU3UPYIOTCS U3 OJHOTO (PU3UUECKOro CeTeBOro HHTepdeiica

WNudopmannonnas Tadnuma
«/lpyrue 3 BHyTpeHHEH ceTn
BO BHEIIIHIOIO»

B IPyrou
Nudopmanmonnas tabnuma | [Ipeanaznadena ais oToOpakeHUs CIUCKa MpaBil GUIbTPAIIUN
«/loctym K ycTpoiCTBY CETEBBIX ITAKETOB, JUI1 KOTOPBIX aApECOM Ha3HAYECHHU ABJIIECTCS aIpec
PyOukony (WM IICEBAOHMM ajipeca) ceTeBoro uHTepdeiica MO

[IpennasHaueHa s 0TOOpaykeHUsI CIIUCKA MPaBUIT GHIIBTPALUT
IIAKETOB OT BBIZICTICHHBIX y3JI0B «CHHEH» W «OPAHKEBOID CETH
K y3J1aM «3€JICHON» CeTH

WNudopmannonnas Tadnuma
«Kanans! (Pinholes)»
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DeMEHT Onucanue

[IpennasHaueHa s 0TOOpaykeHUsI CIIUCKA MPaBUIT GHIIBTPALUT
CEeTEBBIX MAKETOB, JUIsl KOTOPBIX (pU3HUECKUil afpec U MOopT
Ha3HAYEHUS MOICTABIIACTCS MPH nosryueHnn M3 makera ¢
OIIpeIeIEHHBIMU aIMUHICTPATOPOM ITapaMeTpaMH Ha3HaYeHUs
[IpennasnaueHa s 0TOOpayKeHHsI CITUCKA MPABUIT aCCOLMALIUU
TpaduKa, HOCTYNAIOLIEro Ha ONPEAEICHHBIN OPT, ¢ OJHUM U3
obpabareiBaembix TumoB (HTTP, FTP)
Nudopmanmonnas tabnuma | [IpeaHaznaueHa ajist 0ToOpa)keHUs CIIUCKa TPABWII OPTaHU3aIlun
«/locryn u3BHe» aAMMHHMCTPATUBHOIO JocTyna K MO u3 «KpacHoi» ceTu
WNudopmannonnas Tadnuuna
«Cucrema OOHapy KeHUs
Bropxenuii»

WNudopmannonnas Tadnuua
«Hacrpoiika
TiepeHaInpaBIeHHs TIOPTOB

WNudopmannonnas Tadnuuna
«ITpokcn»

[Ipenna3znaueHa a1 0ToOpakeHus CcriMcka nmpasmi GprutbTpanuu MO
10 NIEpEHANpPaBIEHHIO CeTeBbIX NakeToB B COB

B xonme Onoka «Tekyume mnpaBuiay MpeAcTaBieHa jereHaa (cm. puc. 173),

NeNCTBYIOIIAs JIsl BCEX MPECTaBICHHBIX HH(POPMAIIMOHHBIX Ta0IUIl B OJIOKE.

Jlerenna 6noka «Texyuiue npaBumna

]
| [=]->
=
>¥

{EE

»
.3
i

[ =%

Puc. 173

4.7.10. Ilonpazaen «Kondurypanus DMZ»»

[Moapaznen «Kondpuryparus DMZ»» (cm. puc. 174) MpeIHA3HAYCH
I co3ganus npaswi JAM3 mist MO.

[Mpumeuyanue. Cozganue npasui JIM3 nipu koHpHUryparmy 6e3 100aBIeHHBIX BPYUYHYIO MapIIPYTOB

(BKJTFOUAst MAPIIPYTHI 10 YMOTYAHHIO).

[Monpaznen «Koudurypauus DMZ»

[06aBHTE HoBOE NpasuNO:
potokan Cers nerousua SPATKES
CeTb HasHa4eHuA: CUHAA hd IP MNK CETE HAZHAYEHHA: MOpT Ha3HAYEHHA: :

3aron0B0K 3aMEHAHNA: O [ |

1P-a[4pec UNH €eTh UCTOUHMKA

BRMIOHEHO 4

© 370 None MOXET ObITh NYCTHIM [lo6aBuTh

Tekywue npasuna:
Mpotokon Cets MCTOMHMK Cets HagHaveHme
TCP by 1
- " .
by 1
poBaKo (Haxmute Ana akusayan)  F Vsmerute [ Yaanums

Sameyanue

2

=W

8RIE

TcP 19:

(===

TNerena: [FJAKTHBHDOBAHO (HaXuWTe N8 neaktusauy) [

Puc. 174



B tabmnurie 85
«Konduryparmms DMZy.
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IMPHUBCIACHO OIINCaHUC OJIEMCHTOB rnoapasacia

Tabnuna 85 — Onucanue ’anemeHToB nojapaszaena «Koudurypanus DMZy

DeMEHT

Onucanue

Brinagaronmm crmcox

[IpennasHaueH 1t BEIOOpA OJJHOTO U3 MPEACTABICHHBIX B CITUCKE

«3aroJIOBOK 3aMCUYaHHD»

«ITpoTtokom» MIPOTOKOJIOB, KOTOPBIM OyAET MCIOIb30BaTh HOBOE IpaBuio JIM3
[Ipenna3zHadeHo 11 BBOJA 3aroJIOBKa IPUMEYAHUI K HOBOMY IIPaBUITY
omne JAM3, KoTOpBIi OyAET MOMEIIEH B CTPOKY KYPHATUPOBAHUS

10 TAaHHOMY IIpaBUILY.

IIpumeuanue. JlaHHOE MOJIEe HE 00S3aTEIHLHO K 3aITOJTHCHHIO

BrImagarommii cuiucok
«CeTb UCTOYHUKA»

[Ipenna3nauen a1 BBIOOpA U3 CIUCKA OAHOTO HHTEp(deiica ceTn
MCTOYHUKA TTAKeTa U3 paHee J00aBICHHBIX CETEBBIX HHTEP(EHCOB
(TOCTYTHBI [T BEIOOpA TOJIEKO «CHHHE» H «OPAHKEBBIE» CETEBHIC
uHTEepdeiich)

Brimagarommii cuucok
«Cetr Haznauenusa»

[Ipenna3nauen a1 BBIOOpA U3 CIUCKA OAHOTO HHTEp(deiica ceTn
HA3HAYCHHUS MMaKeTa U3 paHee J0OaBICHHBIX CETEBBIX HHTEP(EiicoB
(TOCTYIHBI [T BEIOOpA TOJIBKO «CHHHE» M «3EJICHBIC) CETCBBIE
uHTEepdEich)

[Tone «IP-agpec unu cethb
HCTOYHHKA)

IIpennasznaueno misa BBona IP-aapeca ninu ceTu UCTOYHUKA MTaKeTa

ITone «IP wnu cethb
HaAa3HAYCHU )

[Ipennasnaueno s BBoaa [P-anpeca wim cetn Ha3HaYeHUs MakeTa

Yexooxc «BKiIroueHo»

[TpennaznaueH i1 BbIOOpa BKIIOUEHHS/OTKIIIOUEHHUSI HOBOTO ITpaBHia
JIM3

[Tone «Ilopt Ha3HAYECHUA)

Hpez[Ha3Haquo AJid BBOJIa TOPTAa HA3HAUCHU A IMAKCTa

Knomnka «Jlo6aBuTH»

[Ipenna3zHaueHa i1 COXpaHEHHS BBEICHHON HH(OpMAIuy 1
J00aBIIsSIeT B M3/I€IME HOBOE MPABUJIIO B CIIMCOK TeKyUIHMX mpasui JIM3

Nudopmanmonnas tadbimia
«Tekymue npasuiia»

[Tpenna3HaueHa 111 0TOOpaKEHUsI U B3aUMOJICHCTBUS NOJIB30BATENS €
no0aBJIeHHBIMHU paHee BpY4HYIO npaBuiaMu JIM3

NudopmannoHHbIil 3HaK

el

« »

[TpennasnaueH uid yka3zaHHs [10Jb30BATEIO B CTPOKE TAOIUIIBI
HaIPaBJICHUS CETEBBIX ITAKETOB B TEKyIleM IpaBuie [IM3

YekOokc «/leiicTBrE»

[IpennaznaueH aist BEIOOpA BKIIIOUEHUS/OTKIFOUCHUS BHIOPAHHOTO
npasuia JIM3 6e3 ero yaajieHus U3 u3ienus

Kuomnka « i? »

Knonka «13menuts». [Ipeanaznauena ajis pejakTupOBaHUs
BBIOpaHHOTO npaBuia JIM3 u oTKkphIBaeT cTpanuily «3menenune
Teky1iero npasuia JIM3»

Kuomnka « ﬁ »

Knomnka «¥Y nanutey. [Ipenqnasnadena s yiajaeHus BRIOpaHHOTO
npaswia JIM3

[Ton wnpopmanmonHoi Tabnume mnpeacraBieHa Jerenga (cm. puc. 175) Beex

BO3MOYKHBIX JE€HUCTBUN € TEKyIIUMU npaBuwiamMu JIM3 B JaHHOM moapaszere.
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Jlerenna nndopmarmonHoit Tabnuibl « Tekyiye npaBuiay

NereHpga: .'—"\KTI.-‘BI.H:'CBH-NZI (HaKMUTE ANA JeakTUBALWM) [:],':l,eaHTIIBl-‘i}CE-aﬂCl (HaXMUTE QNA aKTHEALMK) & MN3MEHWTE ﬁ YAANKTE

Puc. 175

4.7.10.1. Ctpanuna «M3mMenenue texyuero mpasuia JIM3»

Crpanuna «M3menenune tekymero mnpasuia JM3» (cm. puc. 176) no3Bomaser

pEeaKTHPOBATh HACTPOUKH BBIOpaHHOTO mpaBuia JJM3.

Crpannna «M3menenue tekyuero npasuia [JIM3»

VMSMeHUTE CYIeCTRYIOWEe NPaBMAO:

MpoTokor

ETb UCTOHHMKA

c DEC WM CETb HCTOMHMKE
Cerb Haswaserun CUHA_~ P W ceTb HasHasennA Mopr Haskavennn
3aronosok samesanA: © [ | v
© 370 NOME MOKET ObITh NYCTBIM OcHosretme
Tekyume npaswna:
Mpotokon Cern Verounnk Cets HasHavetme Samedanme Oeiictene

Tcp 192.168.70.100 03 192.168.75.101 : 5000 g o

upP 192.168.11.150 »» 192.168.11.153 - 1003 0]
Nerenna: [F)AKTHEHPOBAHO (HAXKMHTE ANA AeakTnsaunn) [ AaKTHEUPOBAHO (HAXMITE ANA akTMBauud) (P NameHnTs [ Yaanuts

B Tabnuue 85 nmnpuBeneHO omucaHue BJIEMEHTOB  cTpaHullpl  «lM3MeHeHue
TeKyuero npasuia JIM3».

DJIeMEHThl JAHHOW CTpaHUIlbl AaHAJOTUYHBI TPEJCTABICHHBIM B MOJpa3ielie
«Kondpuryparnus DMZy, 4ro mo3BoJseT peIaKTUPOBATh 000N paHee clieJaHHbI BEIOOD

M0JIb30BaTENsl OTHOCUTENIBHO HACTPOMKH mpaBui JIM3.

4.8. Paznen « VPN

Paznen « VPN» comepxur cnenyromue noapas3aesbl:
1) «Hacrpoiika IPSecy;

2) «Hactpoiika VPNy;

3) «GREy;

4) «Bpimyck cepTu(UKaToOBY.
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4.8.1. ITogpaznen «Hactpoiika [PSec»

[Togpaznen «Hactpoitka [PSec» (cM. puc. 177) nmpeaHazHaueH aJjis OpraHu3aluu

CETEBOI0 TYHHEJIS U HACTPOMKHU B3aMMOJIEUCTBHS O MpoTokoay «IPSecy.

[Tonpaznen «Hactpoiika [IPSec»

NOBankLHLIE HACTPOIKN

My6nwansiii IP-anpec wan FQDN ana Kpacoro nTepedeiica uni <%defaultroute>: o 192.168.4.1 Binioveto
3a sanyckom VPN (cexyHn): oo 0
Ho: BupTyanbHaa YacTHan ceTk (Roadwarrior).
0 ANIA 3ANONHEHNs
NEPKa MOXKET HCTIONB30BATLCA ANIA BOSMOKHOCTU KOPPEKTHOTO AMHAMUYECKOTD OGHOBNEHHA DNS. 60 - 0OLLEYNIOTPEGUMOE SHAUEHME, KOTAa KpaCHSI MHTEPOEIC 00nasaeT

CTaTyc U ynpaEnenne coeauHeHem
Mma Tun Onncaune CocTosHme
Ipsec CeTb (CepTudmkar) ikev2 psect
ipsec2 Vaen (PSK) ikev2

Nerenpa: [AAKTUBMPOBaHO (HaxauTe AnA AeakThsaumd) @ Mokasats cepradukar [ UsmennTs ] Yaanums

[Dneaktveuposario (Haxmnte AnA axTusaumn) [ Cravats ceprudukar @ Mepesarpysue

Puc. 177

[Toapaznen «Hactpoiika [PSec» coctout u3 cieayromux 0J0KOB:

1) «I'mobGanbpHBIC HACTPOUKNY;

2) «Craryc 1 ynpapjieHUE COETMHEHUEM).

4.8.1.1. biok «I'moGanbHbIE HACTPOUKUY

BeiicTave

o 200

brok «I'mobanpHbIe HacTpolku» (cM. puc. 178) mpeaHasHadyeH sl HACTPOWKHU

o0mux (151 BCeX COSAMHEHUI ) TapaMeTpOB CITyKObI co3aaHus TyHHeNs «IPSecy.

brox «I'mo6anbHbie HACTPOUKIDY

TNoGankHLIE HACTPOHKA

TyGnyHBlil IP-aapec unin FQDN AN *KpacHoro® MHTepdenca M <%dsfaultroute>: @ BrnioueHo]

192.168.10.1

nyckom VPN (cexyHn): ee

KET UCNIOMNB30BaTLCA ANA BOIMOKHOCTH KOPPEKTHOO ANHAMMYECKOro 0GHOBNEHHA DNS. 60 - 0DLieyNoTpeOuMoe 3Ha4EHNE, KOTAa "KpaCHLIA" uHTepderic

Puc. 178

B Tabnume 86  mpuBeneHO — ommcaHME — BJIEMEHTOB  OJloKa

HaCTPOMKI.

CoXpaHHTh

«['1mobaspHbIE
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Ta6numa 86 — Onucanue memMeHToB 010Ka «I T0O6abHBIE HACTPOMKM

DJIeMEHT Onucanue

[Ipennasnaueno s BBoja BHemHero [P-aapeca nim FQDN cereBoro

[Tone «ITyomuunsriii [P-agpec .
uHTEepdeiica, HCIONB3YIOMIErocs s ycTaHoBIeHus TyHHems [PSec

umu FQDN nns Kpachoro
HSTC (bléﬁca EHH (mapametp <%defaultroute> nmporokomna «IPSecy).
Yy de?aul troutesy! JlaHHOe 1oJie MpUMEeHseTCs K UHTep(deicy, A KOTOPOTro ONpeieieH
0

MapuIpyT no yMOJT4aHUIO

[Ipenna3HaueHo Jy1sl BBOJIa BpPEMEHHU 3aJ€PKKH B CEKYHIaX Mepe
HavyajoM IPOLECCa OPraHU3alMU TYHHEIS IIPU CTAPTE MOJICUCTEMBI
3axBarta U pazdopa IMaKeToB

[Ipenna3znaueno s BBoaa [P-aapeca ceru.

Ione «3amepxKa nepen
3amyckoM VPN (cexynm)»?

ITone «Host-to-Net JlaHHbII anpec yka3plBaeTCs NMpU opraHusanuu tTyHuens [PSec, npu
BHpTyaana;I qacTHasA CE€Thb KOTOPOM TYHHCJIb CO3JaCTCA MCXKAY OTACIBbHLIM Y3JIOM U
(RoadWarrior)» YCTPOWCTBOM, OCYIIECTBIISIONIMM MapIIPYTU3AITUIO0 MEKTY

HECKOJIbKUMH CETIMU
[Tpenna3HaueH Ui BKIIOYEHUS/BBIKIIOUEHHSI CITyKObI CO3/1aHUS
tyHHens «IPSec»

YexOokc «BKiIroueHO»

Knonka «CoxpaHuTh» [IpennasHaueHa 1y COXpaHeHHsI BBEACHHON MH(OpMAIMK U HACTPOEK

IIpumeuyanus:

1. JlarHOE 110JIe 0053aTENBHO K 3aTIOJTHCHHIO.

2. [Ipu HEOOXOTUMOCTH 3Ta 3a/IePIKKA MOXKET UCTIONB30BATHCS I BO3MOKHOCTH KOPPEKTHOTO
nuHamu4ueckoro ooHorneHus DNS. 60 — o0meynoTpeduMoe 3HaueHue, KOria «KpacHbIi» uHTepdeiic o0namaeT
nrHamuveckum [P-aapecom

4.8.1.2. bnok «CtaTyc 1 ynpaBJIeHUE COCTUHEHUEM)

biiok «Cratyc wu ymnpaeineHue coeauHeHuem» (cM. puc. 179) mnpenHazHaueH
s oroOpakeHHsl cTaTyca M YIOPABJICHUS CO3JAaHHBIX BPYYHYIO IOJIb30BaTEIEM

COGHHHGHHﬁ, a TaKXKC CO3JaHUA HOBBIX.

biok «CTaTyc " yIpaBJICHUC COCAUHCHUCM)

CTaTyc M yNpasneHne CosanHeHMEM

Wun Tun Ceprudukar Onncanme CocTosume/lelicTame

it Cers P EESo =/t

TNerenpa: ALY
Dreax

A AeakTuBaunn) @
AnA aKkTusaLH) c

pukat  J VamenuTs o vaanuTs
T Bepesarpysums

C

| ;mocamms |

Puc. 179

B Tabnuue 87 mnpuBeaeHo omnucaHue 53IeMEHTOB Ojioka «CTaTyc W ympaBlieHHE

COCOINMHCHHUEM)).
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Tabnuua 87 — Onucanue snemMeHToB 010ka «CTaTyc U yIpaBJIeHUE COSTUHEHUEM

DJIeMEHT Onucanue

Nudopmanmonnas tadbimia
«CTtaryc ¥ ynpaBiieHUe
COEIUHEHUEM

[Ipenna3znaueHa a1 0TOOpaXKEHUS U B3aUMOICHCTBUS TTOJIB30BATENS C
n00aBICHHBIMU PaHEe BPYUHYIO COSAMHCHHSIMU

Knonka «Ilepe3arpy3utb». [Ipennaznauena s nepesarpy3ku
BBIOpAHHOTO COCIMHEHUS WM CepTH(HKATA

Knomnka «Ilokazate ceptuduxaty. [Ipegnaznauena mist 0ToOpakeHUs
uH(pOpMaIIMK O HA3HAYCHHOM JJAHHOMY COSAMHEHUIO cepTUdUKaTe.
Kuomnka « i » Nudopmanus Oyaer npeacTaBieHa B OTKpbIBIIEHCs cTpanuie. s
BO3BpaTa Ha MPEIbIIYIIYI0 CTPAHUIY HEOOXOAUMO HAKATh KHOMKY
«Hazam» (mossBUTCSl BHU3Y CTPAHUIIbI)

Knomnka «Ckauath ceptudukary. [Ipeana3sHaueHa ajisi CKaYMBaHUS
ceprudukara Ha OBM agMuHHCTpaTOpa

[IpennazHaueH ass BEIOOpA BKIIFOUEHUS/OTKIIOUCHUS COSTUHEHUS (B
JAHHOM CTPOKE TaOJHIIEI) O€3 ero yAICHHs U3 U3/IeTus

Kuonka «3menutsy. [IpennasnaueHa s peJakTUPOBaHUS HACTPOCK
Knomka « 7 » BBIOPAaHHOTO COEIMHEHUS U OTKphIBaeT cTpanully «V3menenue
HAaCTPOEK COETMHEHUSI

Kuomnka « 0 »

Kuomnka « E »

YekOokc «/leiicTBrE»

KHomka « ﬁ > [Ipenna3HaueHa ams yJaieHust BRIOPaHHOTO COSAMHCHUS

[Ipenna3zHaueHa AJ1s1 HACTPONKH U TOOABJICHHS HOBOTO COSTUHEHUS.

Knonka «Jlo6aBuTh»
OtkpbiBaeT 0kHO «Co3/1aHUE HOBOTO COEIMHEHHUSD)

[lon wundopmannonHoi Tabmuneit «Craryc ©  yOpaBlIeHHE COETUHEHHEM)
npeacrtaBieHa jereHaa (cM. puc. 180) Bcex BO3MOXKHBIX JAEUCTBUNA € J00aBICHHBIMU

BPYYHYIO IIOJIb30BATCIICM COCANHCHUAMUA B JTAHHOM ITOAPAa3/ICIC.

Jlerenaa undopmanronHoii Tadbauiel «CTaTyc U yrnpaBiIeHHE COSTUHEHUEM

Nerexpa: [F]AKTMBMpOBaHO (HakMuMTE ANA AeakTusaund) @ Mokasate ceptudnkat  # MamennTe il YaanuTs
NeakTueuposaHo (HaxmuTe AnA akTueaumy) [ Cravate ceptupukar  ($)Mepesarpysuts
Puc. 180

4.8.1.2.1. Oxno «Co31aH1ie HOBOTO COEINHEHUS

OxkHo «Co3/1aHre HOBOT'O COEIMHEHUS MTPEACTABIISAET COOOM COBOKYITHOCTh CTPaHUIL
c Hactpoiikamu  (cM. puc. 181 mpuc. 182) wu  mnpenHasHaueHa JUISI  CO3AaHUS

u H&CT’pOﬁKH HOBOI'O COCANHCHMUS.
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Crpanuna «Co3nanue HOBoro coenuHeHust Ne 1y

TWN CoeaUHEHNA
TN CoeaWHEHHA:
® Host-to-Net BuptyanbHana 4acTtHana ceTe (RoadWarrior)
BupTyanbHan YyacTHaA CeTb THNA CETb-CETh
[10GaBUTh |

Puc. 181

Crpannnia «Co3nanue HoBoro coenuHeHust Ne 1» (cm. puc. 181) mpencrasmisiet
co00l CIUCOK YeKOOKCOB /1JIsi BHIOOPA OJIHOTO U3 TUIIOB CO3/JaBA€MOI0 COEAMHEHMUSI.

[Tonb3oBarento Asst BbIOOpA JOCTYHHBI CIEAYIOIINE BAPHUAHTHI:

1) «Host-to-Net BupryanbHast yacthast cetb (RoadWarrior)y;

2) «BupryasibHasi 4aCTHasl CETh TUIIA CETh-CETHY.

[locne axtuBamuu (BbIOOpa) HEOOXOAUMOIo UYEKOOKca CleAyeT HaxaTb
KHOTIKY «/[00aBUTEHY A1 IEpexoaa K CIeIYIONIEH CTpaHUIIE CO3/TaHUs HOBOTO COSTMHECHHUS.
Crpannnia «Coznanvie HOBoOro coeauuenust Ne 2» (cm. puc. 182) mpegnazHaueHa

JJIA HaCTpOﬁKH co31aBacMoO1ro COCaANHCHUA.

Crpannna «Coznnanre HoBOro coeguHeHus No 2y

Wmna COeOWHEHMA:

BRITHO4EHO v

Ynanéxbin ysen ! IP: @ YnaneHHas e
TNokanbHbin aeHTudukarop (10) YAaneHHbii naeHTngukarop (1D)

3aronosoK 3aMeyaHns

Mo OKOHYAHWUM 33[|ATh AOMONHUTENLHLIE HACTPOMKN

AyTeHTUNKaLWA
® Mcnonb308are 5L KoY |

PKCS12

< I:I | BuiGepute gaiin | vaiin e suiGpar

FQDN unu DER_ASN1_DN B none YaaneHHsIi uaeHTUgukarop(ID)

3UTb CEPTHOMKE
Napons (paiina PKCS

KnueHT naeHtnbuymMpyeTca no ctpokam IPV4_ADDR, FQDN, USER f

| CoxpaHuThb | OtmeHa |

Puc. 182

B Tabmune 88 mnpuBeneHO omnucaHuWE SJEMEHTOB CTpaHullbl «Co31aHuE HOBOIO

coenrHeHus Ne 2y,
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Ta6numa 88 — Onucanue 1eMeHTOB cTpaHullbl «Co31aHue HOBOTO coeTuHEeHUs Ne 2))

DJIeMEHT

Onucanue

IMose «Umsin'>2

[Ipenna3HaueHo A7 BBOJA UMEHH CO3aBaeMOTO COCMHECHUS
(TyHHENS)

Yexooxc «BriIroueHoy

[IpennaznaueH ass BEIOOpA BKIIIOUEHUS/OTKIFOYECHUS HOBOTO
COeTUHCHUS

[Tone «Y nanennsiii y3en / IP»

[Ipennasnaueno nms BBoaa [P-anpeca yaneHHOro ysna uist €ro
y4yacTus B opranu3auuu TyHHens «IPSecy

TTone «JlokanbHbIN
unentuduxarop (ID)»

[Ipenna3znaueHo st BBOJa UACHTU(UKATOPA JJOKAITBHOTO y3J1a

ITone «3aromoBok
3aMEYaHUs»

[Ipenna3zHaueHo 715 BBOAA NPUMEUYAHUM K HACTPAUBAEMOMY
COEIMHEHUTO

Yexookc «I1o okoHUaHUN
3a4aTh JOIIOJIHUTCIBHBIC

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIIOYCHHUS
JOTIOTHUTEIIbHBIX HACTPOEK AJITOPUTMOB OPraHU3al[ui TYHHEIS
«IPSec» mocie 3amnoiHeHust OCHOBHOW MH(POPMALIMU O HACTPOHKaX

«JIokabHAS TOJCEThY " 2

HaCTPOUKN» TYHHEJIS, @ TAK)KE OTKPBIBAECT CTpaHULly «JlomoJHUTENbHBIE
HAaCTPOMKU IO OKOHYAHUW)
ITone IIpennasnaueno s BBoja [P-anpeca nokanbHOM moaceTH, KOTopas

B3aMMOJENCTBYET uepe3 TyHHenb «IPSecy

ITomne

«Y najéHHast moaceThy»’

IIpennasnaueno s BBoaa [P-anpeca ynaneHHou nojacetu, KoTopast
B3aMMOJENCTBYeT uepe3 TyHHeNb «IPSecy.

Ilpumeuanue. JlaHHOE 1OJIE aKTUBHO TOJIBKO B pexxume «BupTyanbHas
YaCTHAs CETh THIIA CETh-CEThY

TTone «Y najnieHHbIN
unentuduxarop (ID)»

[IpennasHaueHo A5 BBOJA UACHTU(UKATOpA YAAJICHHOTO y37a

Yexookc «VcIronp30BaTh
OOLLIMHA KITIOW

[TpenHasHaueH s BKIIOYCHHS/OTKITIOUCHUS BO3MOKHOCTH
ucronap3oBanus ooiero PSK-kiroua

[Toxe «Vcronp30BaTh OOIIHIA
KJTFOYY

[Ipenna3znaueno ajst BBojia (ycraHoBkH) obmiero PSK-kimtoua aiis
opranusanuu TyHHess «IPSec»

YekOoKc «3arpy3uTh
ceprudukar PKCS12y

[Ipenna3zHaueHo aJ1s1 BBIOOpA BKIIFOUCHUS/OTKITIOUEHUS (PYHKITUN
OopraHu3al TYHHCII ¢ UCITIOJIb30BAHUCM ayTeHTI/I(bI/IKaI_[I/II/I C
MTOMOIIBIO cepTH(UKATA

Knomnka «Bwibepute daiin

[Ipennasnauena i BeiOOpa (aiina 1uid 3arpy3ku cepTudukara
PKCS12 B u3znenune

[one «Ilapons daiina
PKCS12»

[IpennasnaueHo ans BBojA maposst i ¢aitna ceprudukara PKCS12

Uekbokc «KnueHT
UICHTUDUIHPYETCS IO
ctpokam [IPV4 ADDR,

FQDN, USER_FQDN wunu
DER_ASNI1 DN B mone
«Y najeHHbId
unentuduxarop (ID)»

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIOYCHHUS
ayTeHTH(UKanuu KinueHTa o [P-agpecy, JoMEHHOMY UMEHH WIIN
noito «Remote ID» B ceprudukare.

I[Ipumeuanue. Bo3MOXXHOCTh aKTHBAIIMK JAHHOI'O Y€KOOKCA MOSIBIISETCS
TOJIbKO IIPY HAJIMYUH KOPHEBOTO cepTU(UKATa, BHITYIIIEHHOTO B IIO/Ipa3iee
«VPN» — «Bpimmyck cepTupuxaToBy

Knonka «CoxpaHutb»

[IpennasHaueHa 1y COXpaHeHHs BBEACHHON MH(OpMAIMK U HACTPOEK
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DeMEHT Onucanue

[Ipennasnauena quis Bo3Bpara B noapaszzaen «Hactpoiika [IPSec» 6e3
COXPAHEHMsI BBEJICHHBIX JIaHHBIX HA CTPaHMIIE

Kuomnka «Ormenay»

[Ipumeuanus:

1. JlanHOE moJie 00s3aTeNbHO K 3anoaHeHuIo B pexxume «Host-to-Net BupTyansHast yactHast ceTh
(RoadWarrior)».
2. JlaHHOE TI0JIe 00sI3aTeIbHO K 3aMOJHEHUIO B pekuMe « BUpTyanbHast yacTHas CETh THIA CETh-CEThY

4.8.1.2.2. Ctpanuna «/lonosHuTenbHble HACTPOMKU IO OKOHYAHUN

Crpannna «JlomOJHUTENbHBIE HACTPOMKM MO OKOHYaHUW»  (cM. puc. 183)
npenHa3HayeHa Juis BhIOOpa HACTPOEK MPOTOKOJOB HIM(POBaHUS, KIIIOUEBOTO OOMEHa,
a TaxoKe JeHCTBUI MpU 0OHApY>KEHUU HEPAOOTAIOIINX Y3JIOB.

JlaHHas cTpaHMIAa HACTPOEK JUIsi COECAMHEHUS OTKPBIBAETCS ABTOMATHYECKU
IpU CO3JAaHMM HOBOTO COEIMHEHUS M akTuBauuu 4dekOokca «Ilo okoHuaHMM 3a1aTh
JOTIOJTHUTENbHBIE HACTPOMKW» WIIM TMPU M3MEHEHHH BBIOPAHHOTO COEIMHEHHUS IOCie

HaXaTus KHOIIKH ((CHCHH&HBHBIﬁ)).

Crpanuna «/lonoysHUTEIbHBIE HACTPOMKY IO OKOHYAHUN

CreuuansHL:

MpOTOKON KIIOUEBOT0 OOMEHa

ANTOPHTM WHDPOBAHNA

[8HA2 512 bit
SHAZ 384 bit

ANTOPHTI KOHTPONS! ENOCTHOCTH

BpeMs XM3HK CECCUHN @

92 MODP-8192
MODP-6144 MODP-6144
MODP-4096 MODP-4096
MODP-3072 MODP-3072
MODP-2048 MODP-2048
MODP-1536 ~ [MODP-1536

Tpynna Nucbcou-Xennmana

[elictue npu obHapyxeHnn Dead Peer

iepaboTaowLx yanos

pH 3anycke | Beerna Bknkoyeo v
0e30eNCTBNA | 15 MUHYT v

OME@HHBIE HACTPOTKM LeficTame

ocTh (PES) TaimayT

BRIoNHT pacump

© 570 none 06AATENEHO ANA SANONHEHHA Coxparuts | Orwera |

Puc. 183

Ha pannoil ctpanmiie Hactpoiika mpoTokosioB «IKE» u «ESP» mnpeacraBiena

OTACJIbHBIMHA CTOJI6HaMI/I, HO C OMHAKOBBIMU ITOCTPOYHBIMH ITaApaAMCTPaAMHU.
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[Ipn HacTpoiike HEOOXOIWMO BBIOMpaTh mapameTpbl M sl mpotokosia «IKE»
u 17151 «kESP». 1IBeToM B nepeuHsX BbIICICHbI «yCTAHOBIECHHBIE» NapaMeTphI (I[BET MOKET
MEHATHCSI B 3aBUCUMOCTH OT MCHOJIb3yeMoro Opay3epa). Takke B JaHHBIX MEPEUHSIX

JOCTYTIEH MHO>KECTBEHHBIH BBIOOp (cM. puc. 184).

[Tepeunu nmapameTpoB JJist HACTPOUKHU IPOTOKOJIOB «IKE» u « ESP»

IKE ESP

IKEV2 v

256 bit AES-CBC
192 bit AES-CBC
128 bit AES-CBC

SHA2 512 bit
SHA2 384 bit

1 yace!
vQD 9 MODP-8192
MODP-6144 MODP-6144
MODP-4096 MODP-4096
MODP-3072 MODP-3072
MODP-2048 MODP-2048

MODP-1536 - |MODP-1536 -

Puc. 184

[lpumep. [lns MHOXXECTBEHHOTO BbIOOpa U3 MPEACTABICHHBIX IEepeyuHeil
(mpumep axTyasJeH NMpU MCHOJIb30BaHUU Opaysepa «SIHIEKC») HEOOXOIUMO, YIAepKHUBas
neByto kHomky «Ctrl» knaBuaTypbl, BBIOpaTh HAXAaTUSIMHU MBIIIKH HEOOXOJUMOE

13 IIEPEYHEN.

B Tabnume 89 mnpuBeaeHO OMMCAaHUE 3JIEMEHTOB CTpaHuIpbl «JlomoMHUTENbHBIE

HACTPOMKH IO OKOHYAHHUI.

Tabmuma 89 — Omucanue 3NEMEHTOB  CTpaHMIBl  «J{OMOTHUTENbHBIE  HACTPOUKHU

ITI0 OKOHYaHHHN»

DJIeMEHT Onucanue

[Ipennasnauen 1t BbIOOpa oHOTO U3 cieaytomux Bepeuid «IKE»,

Brimagarommii ciucok
IO pazpemeHHbIX 111 VPN-TyHHens:

«ITpoToK0 KITI0OUEBOTO

OOMCHDy! — «IKEv1y;
— «(IKEv2»
[lepeuens as BeIOOpa [IpennazHaueH ass BEIOOpA OTHOTO MIIA HECKOJIBKUX arOPUTMOB

«AnropuT™ mudposaHus» ' 2

[lepeuens ass BIOOpa
[IpennasHaueH 1t BIOOpA OJJHOTO MIIM HECKOJIBKHX aJlTOPUTMOB
«ANTOPUTM KOHTPOJIS

12 KOHTPOJIS IETTOCTHOCTH
1[EJIOCTHOCTH *

[Tone «Bpems xu3Hu
ooy 23 [TpennazHaueHo Ui BBOJA BPEMEHHU CYIIIECTBOBAHMSI CECCUU (B Yacax)

i poBaHUs U3 IPEJCTABICHHBIX B IEPEUHE
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DeMEHT

Onucanue

[Tepevens as BeIOOpa

«pynma Tuddu-Xenmvanan'2

[Ipenna3HayeH A BeIOOpa OHON MITH HECKOJIBKHUX IPYIIT
«Indpou-Xennmmana»

Brimanmaromuii Ciucox
«O6HapyxeHue
HepabOTaIOIINX y3I0BY»

[IpennasHaueH 1t BIOOpA OJJHOTO M3 MPEACTABICHHBIX B CITUCKE
BapuaHTa JEHCTBUN M3AEIHs TPH 0OHAPY)KEHUH HEPaOOTAIOIINX
y3710B. JlocTynHbI U1 BeIOOpa CieTyIoue BApHaHThI:

— «-OTKITFOYEHO-»;

— «clear» (ocTaHOBKA TYHHEJS M OYMCTKA MApIIPYTOB);

— «hold» (He mpeanmpUHUMAIOTCSI HUKAKHE TCUCTBUSA);

— «restarty (mepe3amyck IpoTOKOJa KITF0YEBOro 00MeHa).

[To ymomyanwmrio: «cleary

[one «Taitmayr DPD»?

[Ipenna3zHadeHo I BBOJa BPEMEHH OXKHJIAHUS (B CEKyH/1aX) OTBETa
Ha 3anpoc GyHKIMU oOHapy>KeHHsI HepaboTatomux y3i0B «Dead Peer
Detection» (manee — DPD). ITo ymomuanuto: 120 cekyHn

[Tone «3anepxka DPD»

[IpenHa3naueHo 11 BBOJA IEPHO/A BPEMEHHU (B CEKYHAAX) MEKIY
3anpocamu pyHkuu «DPDy. [To ymomganuio: 30 cexyHa

Yexookce «IKE+ESP:
HCIIOJIB30BATh TOJIBKO
MPEITIOKEHHBIC HACTPONKIY

Hpe;LHa3Haquo JJISL BK.HIO‘IGHI/IH/OTKJHO‘-IGHI/I}I HUCITIOJIB30BaHUA TOJIBKO
MPEIJI0KEHHBIX HACTPOEK JIsl pOoTOKOJIOB «IKE» u «ESP»

YekOokc «CoBepleHHas
OIepeKaroIasi CEKPEeTHOCTD
(PES)»

[Ipenna3naueH a1 BHIOOpA BKIIOUEHUS/OTKIIIOUeHHS onnn «Perfect
forward secrecy» (nanee — PFS) B mporokone «IPsec»

YekOoxc «JloroBop o cxxaTHu
THIOJIE3HBIX JTAHHBIX)

[IpennasHaueH U1t BbIOOpaA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
C)KaTHS TOJIE3HBIX TAaHHBIX

YekO0KC
[IpennazHaueH ais BEIOOpA BKIIFOUEHUS/OTKITFOUCHUS PACITUPECHHUS
«BKIouMTh pacimpenne nporokoiia «IKEv2» mist MmoominsHbIX noakirodeHun « MOBIKE»
MOBIKE (IKEv2)» P a A

Brimanmaromuii Ciucox
«JlercTBHE IIPU 3aITyCKE»

[IpennaznaueH ass BEIOOpA OTHOTO U3 CICAYIOIIUX MAPAMETPOB:
— «YCTaHOBUTH COEAMHEHUE TI0 3aIPOCy»;
— «Bcerma BKIIIOUEHOY.

ITo ymomuanuto: «Bcerga BKIIOUYEHO»

Brimanmaromuii Ciucox
«TaiimayT Oe3neicTBUS

[TpennaznaueH s BBIOOpA OJJHOTO U3 CIAEAYIOLIUX MapaMeTPOB:
— «-be3 orpannuennii-»;

— «5 MUHYTY;

— «10 MuHyT?;

— «15 MunyT?;

— «30 MuUHYT?;

— «1 gacw;

— «12 gacoBy;

— «24 yacay.

[To ymonuanuto: «15 MunyT»

Knonka «CoxpaHuTb»

[IpennazHaueHa J1sl cOXpaHeHusl BBEICHHOW MH(OpMaIlUU U HACTPOEK
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DeMEHT Onucanue

[Ipennasnauena quis Bo3Bpara B noapaszzaen «Hacrpoiika IPSec» 6e3
COXPAHEHHUS BBEJICHHBIX JAHHBIX HA CTPAHUILIE

Kuomnka «Ormenay»

[Ipumeuanus:

1. Ilapametp 1t HacTpoiiku nporokona «IKE».
2. ITapametp st HacTpoitku mpoTokona «ESPy.
3. [Toaa, o0sA3aTeNbHbIE K 3aII0JIHEHUIO

4.8.1.2.3. Crpanuna «3MeHEeHHE HACTPOEK COEITMHEHHS

Crpanuna «/3MeHeHHE HACTPOEK coeauHeHus» (cM. puc. 185) mpenHa3zHaueHa

I pEAAKTUPOBAHUA HACTPOCK, CO3AHHBIX BPYYHYIO ITOJIL30BATCIICM COCHHHCHHﬁ.

CTpaHI/IHa «3MeHeHue HaCTPOCK COCANHCHU A

WMA coeaMHeHHA: ipsec2

BrnoueHo b4 TNokansHana nojceTs o

Yaané&HHeii ysen / IP ‘ ‘ YNanéHHana noaceTs
JNokanbHbin uaeHTHduKaTop (10 ‘ ‘ YAaneHHsIn naeHtugukarop (ID) I:I

3aroNoBoK 3aMeyaHua ‘

AyTeHTUUKaYNA
1CNONL30BaTL OGLMIA KNioY | ......

| CoxpaHuTb | CneumnanbHbii | OTmena ‘

Puc. 185

B Tabmmie 90 mpuBeneHO ommcaHWe SIIEMEHTOB CTPaHUIBI «VI3MEeHEeHHWe HacCTpoeK

COCAUHCHUD).

Tabmuma 90 — Onucanue 1eMeHTOB cTpaHuIlbl «/I3MeHeHe HaCTPOEK COeIUHEHUS

DIIeEMEHT Onucanue
NudopmarnmonHoe mosue [Ipenna3znaueHo nyst oToOpakeHuss HHGOPMAITIH O UMECHH
« M coenuHeHUSD)Y (0003HaUEHUN) COSTMHEHHS, BRBIOPAHHOTO JJIs U3MEHEHUSI
IIpennasnaven a1t BBIOOpa BKIIFOUEHUS/OTKIIOYEHHS BEIOPAHHOTO
YexbOokc «BrirroueHo» pel a p P
COEUHEHUS

[Ipennasnaueno s pepaktupoBanus [P-anpeca yaaneHHoro ysna s

[Tone «Y nanenusiii y3en/IP»
€ro yuacTusi B opranuzauuu TyHHens «IPSecy

[Tone «JlokanbHbIH [Ipenna3zHaueHo AJ1s1 peAaKTUPOBAHUS UACHTHU(HUKATOPA JIOKATHHOTO
unentuduxarop (ID)» y371a
[Tone «3aronoBok [Ipenna3HayeHo s BBOJIA MPUMEYaHUN K HACTPAUBAEMOMY

3aMCUYaHUA» COCOIMHCHUIO
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DeMEHT

Onucanue

ITomne «JIokaibHag MOJICETHY

IIpennasznaueno mia pegakruposanus [P-agpeca nokanpHOM MoaCeTH,
KOTOpas B3aMMOJICHCTBYET yepe3 TyHHeNb «IPSecy

Ilone «Y nanenHas oJaceThy

[Ipenna3znaueno nis pegakrupoBanus [P-aapeca ynaneHHou noacery,
KOTOpas B3aMMOJICHCTBYET uepe3 TyHHeNb «IPSecy.

HpI/IMe‘-IaHI/Ie . I[aHHOC I10JIE aKTUBHO TOJIBKO B PCKUMEC «BI/IpTyaJ'IBHaH
qaCTHas CCTh THUIIA CETh-CCTh)»

ITone «Y naneHHbIi
uaentudukarop (ID)»

[IpennaznaueHo Ui peIakKTHPOBAHUS UICHTU(UKATOPA yAaJICHHOTO
y371a

Ilone «Mcnonbp30BaTh
OOLLIMHA KITIOW

[Ipennaznaueno ajs pepaktupoanus odmero PSK-kmoua aiis
opranusanuu TyHHens «IPSec»

Knonka «CoxpaHuTb»

[TpennazHaueHa Jisl cOXpaHeHusl BBEICHHONW MH(OpMaIlu U HACTPOEK

Knonka «CrnenuainsHbIiD)

[TpennaznaueHa sl peJaKTUPOBAHUS JOMOJHUTENBHBIX HACTPOEK
aNropuTMOB Opranu3anuu TyHHens «[PSecy, a Takke OTKphIBaeT
cTpaHuly «JlomoNHUTENbHBIE HACTPOUKH 110 OKOHYAHUI)

(m 4.8.1.2.2)

Kuomnka «Otmenay

[Ipenna3nauena ayis Bo3Bpata B nojpasnen «Hacrpoiika IPSecy» 6e3
COXpaHeHI/I}I BBCJACHHBIX JAHHBIX HA CTpaHI/II_[e

4.8.2. ITogpaznen «Hactpoiika VPN»

[Togpaznen «Hactpoiika VPN» (cM. puc. 186) mnpenHasHayeH sl CO3AaHUS

Y HACTPOWKH IK3EMIUIAPOB CEPBEPOB U KIMEHTOB VPN.

[Tonpaznen «Hactporika VPN»

Cnucok cepeepoe VPN

BMpTyansHbii agpec | Mopr nokansHoro cepeepa VPN | MiTepdeiic | Coctomrne | Oeicteme |

Mocr Ha | 1194 twp0 | | 76
| Coanath HoBLIW aKk3emnnap VPN-cepeepa |
CnHcoK KnneHTos VPN
[ Homep | vma | MopT NoKankHoro knuexTa VPN [ Wnteppeic | CocToRHKE [ Defictane |
[« | ] 1195 | | A

| Co3farb HoBbIA aKk3emnnap VPN-knueHTa |

Puc. 186

[Tonpaznen «Hactpoiika VPN» cocTouT u3 crneayromux 0J0KOB U CTPAHUIL:
1) 6ok «Cnricok cepBepoB VPN»;

2) crpanuia «Hacrtpoiika cepsepa VPNy;
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3) ctpanuna «Jlo6apneHue JOKaIbHON MOACETH;
4) ctpanuia «JlobaBneHue ceTy KIMeHTay;
5) crpannna «3MeHnTs BeIOpaHHbIHM Kk3eMIUIsip VPN-kienTay;
6) cTpaHuIa « YIpaBlieHHe cepTU(UKATaMI;
7) 6ok «Crircok kimeHToB VPNY;
8) crpanuria «Hactpoiika kmuerta VPNy;
9) crpanuna «M3MeHuTh BBIOpaHHbIHN dK3eMIUIsp VPN-kienTay;

10) crpanuna «YnajaeHHbIN y3em.

4.8.2.1. bnok «Crnucok cepsepoB VPN»

biok «Cnucok CEpBEpPOB VPN» (cm. puc. 187) npeaHa3HaYeH

TUTS OTOOpaKeHMSI, CO3/IaHUS U PEAAKTUPOBAHUS CO3JaHHBIX TTOJIb30BaTeneM VPN-cepBepoB.

biok «Cnincok cepepoB VPN»

Cnucok cepeepoe VPN

Homep Mma BupTyaneHuii agpec Mopt nokansHoro cepeepa VPN WHTepgenc CocToaHue LencTene
serveriRSA MocT Ha 1194 tap0 DCTAHOBHE| 7o

Co3nare HOBLIA 3k3emnnap VPN-cepeepa

Puc. 187

B Tabmume 91  mpuBemeHo ~— omucaHue — dieMeHTOB  Onoka  «Crucok

cepepoB VPN».

Tabnuma 91 — Onucanue snemenToB 61oka «Crcok cepBepoB VPN

DIeMEHT Onucanue

Nudopmanmonnas tabnuma | [Ipeana3znauena ajis otoOpaxeHus 700aBICHHBIX paHee BPYIHYIO
«Cnucok cepepoB VPN» | VPN-cepBepoB ¥ B3aUMOEHCTBUS C HUMU I10JIb30BATENIS

Knonka «M3menuthy. [Ipegnasznauena st pe1akTHpOBaHUs

Kuomnka « f? » nobasiieHHOTO paHee BpyuHyto VPN-cepBepa 1 OTKpbIBa€T CTpaHHILY

«3mennTh BIOpaHHbIi 3x3eMIusip VPN-cepBepay»

Knonka «Y nanutey. [Ipeqnasnauena aiis yaneHust 1o00aBI€HHOTO

Kromka « ﬁ » panee Bpyunyto VPN-cepBepa u3 nH)opMarimoHHON TaOIUITbI

«Cnucok cepepoB VPN»
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DIeMEHT Onucanue

IIpennasznadeHa juis co3nanus HoBoro VPN-cepsepa ¢ 3a1aHHBIMU
[10JIb30BaTEIEM [TapaMeTpaMu U OTKphIBaeT cTpanuy «Hacrpoiika
cepeepa VPN»

Kuonka «Co3xats HOBBII
sk3emiuisip VPN-cepepa»

4.8.2.2. Crpanuna «Hactpoiika cepepa VPN»

Crpannna  «Hactpoiika cepBepa  VPN»  (cm. puc. 188)  mpeana3zHaueHa

JU1s co3tanust HoBoro VPN-cepBepa ¢ 3a1aHHBIMU NIOJIB30BATENIEM IApAMETPAMU.

Crpanunna «Hactpoiika cepepa VPN»

a
PYEMKCH 2 Q4 o
HacTpofa cepeepa VPN 2
HaoTpolka capsepa VPN 2
. Recd v
09.3.10
aS52553s0
ogaas
e
1023,
xp A4
1190
1500
100
10
120
H b
acsT A
@OSTI001-30STEC-B0STED L
000
lanoe A
e o
YNDAENSHAS NOKANLHLIMA DETRRME
Noranuias noaceT. AeicTous
192 108.14.0°3S5.255255.0
[DEABMTH NOKAMNBHYI NOCETD
YNDASNSHAS CATEMM KNRasTOE VPN
W YORNS4an NOSSiTe Deactoun
[ADSABMTE CETh KNMEHTA.

Puc. 188



217
HIIEI.465614.002PI1

Hactponts VPN-cepBep BO3MOKHO B CIEIYIOIINX PEKUMAX:

1) «TAPy» — obecrieurBaeT ceTEeBYI0 KOMMYTAIIUIO Ha ypoBHE L.2;

2) «TUN» — obecrieunBaeT ceTeBy0 KOMMYTAITHIO Ha ypoBHE L3.

B Ttabmmme 92 npuBeacHo

cepeepa VPN».

onucaHue diaeMeHToB crtpanulbl  «Hacrtpoiika

Ornurcanue 3JIeMEHTOB JaHHOM CTPaHULbI TPEACTABIEHO C YYETOM aKTUBUPOBAHHOTO

PACIIMPEHHOTO PEXUMa pabOTHI U3IETTHSI.

[Ipumeuanue. BriroueHHe paclIMPEHHOrO peKUMa MPETyCMOTPEHO B paznene «MexceTeBoi

9KpaH», MOCPEJCTBOM BblOOpa yekOokca «PacmupeHHblii pexxum» B mone «Hacrpoiiku» mnoapasnena

«HacTpoiiku MexCceTeBOro sSKpaHa.

Tabnuna 92 — Onucanue ammemMeHToB cTpanulibl «Hactpoiika cepsepa VPN»

DJIeMEHT

Onucanue

WNudopmanmonnoe mnosne
«Tekyiee cocrostHue
cepsepa VPNy! 2

[Ipenna3HaueHo st OTOOpaKEHUsI COCTOSTHUS (CTaTyca) cepBepa
VPN. JlocTymHbI 17151 OTOOpa)KEHUSI CTATYCHI:

— «OCTAHOBIJIEHY;

— «3AITYIIEH»

Brimanmaromuii Ciucox
«JIokanpHOC UMS
y31a / Buemnuii [P-anpec
cepsepa VPNy! 2

[IpennasHaueH U1t BEIOOpA M3 MPEACTABICHHBIX B CITMCKE BHEITHUX
[P-angpecoB M Bcex UMEH ceTeBBIX HHTEpdeiicoB cepBepa VPN

[Tons «Anpec/macka
(He063aTeNBHO )»>

HpezLHa3HaquH AJIs1 BBOJA CICAYIOIMX OAHHBIX!
— BepxHee noJsie — BHemHui [P-anpec «moctay;
— HIDKHEE T10JI€ — BHEIIHSASI MACKa «MOCTay

[Tons «/Inamnaszon [P-agpecos
g VPN-kiueHToB
(OT..J10, HEOOA3ATENBHO)»>

[Ipennasnauens! 115 BBoAa auanasona [P-anpecos s VPN-kimeHToB
(B BepXHEM I10JIe HAYAJIO TUAra30Ha, B HIDKHEM — OKOHYAHUE)

Hpez[Ha3Haquo AJid BBOJIa TOJACETHU, KOTOpas GYI[GT HCIIOJIB30BaTHCA

«Pexum «Beoro crimckay'

one «IToxcers VPNy!
8 B TyHHese VPN
[TpenHazHaueH 1y BKIOYCHMS pexxumMa «benoro cnucka», Koraa
YexOokc K COEUHEHUIO uepe3 TyHHeNb VPN 10omycKaroTes TOJIBKO KIMEHTBI U3

pa3peuIeHHbIX ceTel (MPUCYTCTBYIOMUX B CIUCKE «YTIpaBlieHUE
ceTsiMu KIHEHTOB VPNy)

Brinagaromuii criucox
«IIporokom»!>?

[IpennasHaueH 1t BbIOOpaA MPOTOKOIIA, UCHIOIB3YyEMOTO ISt
VPN-cepBepa. [locTynHsl Ui BEIOOpa CIeyIomue mapaMmeTphl:
— «TCPy;

— «UDP»

Tone «JIokansHBIH TTOPT» 2

[IpennaznaueHo /it BBOJA HH(POPMAIUH O JIOKaJILHOM MOpTE, Ha
KOTOPBIN MPUXOST 3apockl Ha ycTaHoBIeHUEe VPN-coennHenus
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DeMEHT

Onucanue

Tone «Pazmep MTUx» 2

[TpennazHaueHo Ui BBOJA MAKCUMAJIBHOTO pa3Mepa MaKeTa Jiis
HacTpauBaeMoro cepsepa VPN

Yekooke «Cxarne LZO»! 2

[IpennaznaueH aist BEIOOpA BKIIFOUEHUS/OTKIFOUYCHUS UCTIONB30BaHUS
ITOpUTMa C)KaTHUsl JaHHBIX 0€3 MOTeph Npu nepeaadye nHGopManuu

ITone «MakcuMaIbHOE YHUCIIO
MOJIB30BaTEN ey 1 2

Hpez[Ha3Haqu0 JIs1 BBOJa MaKCUMAJIBHOI'O YK CJia oJIL30BaTenei
cepepa VPN

[Tons «MHTEepBaBI
MOJICP>KKH COCTUHEHHUS
(ping/ping-restart)»!>2

[Ipenna3zHaueHsbl 1711 BBOJIA MHTEPBAIOB MOIIEPKKU COCITUHEHUS

(B cexyHaax) B ciaeayroieM ¢popmare:

— BEpXHee MoJie — BpeMsi, uepe3 KOTOPOoe OTIpaBIsieTcs ping-3ampoc;
— HIDKHEE T10JI€ — BPEMEHHOW MHTEPBAII MEXTy BBIITOJIHEHUSIMHA
KOMaH/IBI «ping» cepBepa VPN B pexxrMe 03KUIaHUS €T0 BO3ZMOXKHOTO
nepesanycka mpu 00Hapy>KEHUH OTCYTCTBHUS OTKIIMKOB Ha ping-3ampoc

YexOokc «3armyckarb
UP-ckpunt npu nepesarmycke
coeNIMHEH s

[TpennaznaueH ass BbIOOpa BKIIIOUEHUS/BBIKIIOUSHHS 3aITyCKa
BHYTPEHHETO CKpUITa 00pabOTKH CUTYaINH MIepe3aIycka COeTUHEHUS

Yex0oxc «OTKIIOUYUTH

PACCBUIKY MapIIPyTOBy 2

[Ipenna3naueH A1 BBIOOpA BKIIOUYEHUS/BBIKITIOUEHUST HEOOXOAMMOCTH
PACChUIKH MapIIPYTOB CETEM, HACTPOEHHBIX B cepBruce VPN

Brimanmaromuii Ciucox
«CreneHp MoaPOOHOCTH
mypHana»l’ 2

[IpennasHaueH U1t BEIOOpA OHOM M3 MPEICTaBICHHBIX CTETICHEH
MOAPOOHOCTH 3aIMCH COOBITHH B *KypHas. JIOCTYITHBI BApUAHTHI
BbIOOpa: ot 0 10 11, rae 0 — MUHUMAaIBHAS CTETIEHD 3aMKCH, a

11 — MakcumasbHast

Brimanmaromuii Ciucox
«IIudposanney 2

[IpennaznaueH njs BpIOOpa airopuT™Ma mudpoBaHus, IPUMEHSIEMOT0
JUIS TIEpE/Iayyl TAHHBIX B COCTMHEHHUH, PopMupyembiM cepBepoM VPN

Bremagaromuii ciicok

«Ilenoyka alropyuTMOB IS

YCTAHOBJIEHHUS COeJIMHEHHs» 2

[IpennasnaueH 1t BEIOOpaA OJJHOM M3 MPEICTABICHHBIX B CITUCKE
1enoyvky (6J10Ka) anropuTMOB, MPUMEHSIEMBIX TIPH YCTaHOBJICHUHU
coenuuenns VPN

ITone «Bpems xxu3nu
coeHEHNUs (cex)» ' 2

HpezLHa3Haquo AJI1 YCTAHOBKH IMOJIB30BATCIIEM IPOMCIKYTKA BPCMCHHU
JI0 aBTOMATHYECKOTO Pa3phiBa yCTAHOBICHHOTO COSIMHEHUS B CITyJae
OTCYTCTBHSI aKTUBHOTO 0OMeHa nHdopmarmen

YekOoKc «3ampanBarb
Ha3HavYeHHE cepTudukara
yAanéHHoro y3aan ' 2

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
3anpoca Ha3HaueHUs cepTu(duKaTa y1aJeHHOTO y3i1a (He00X0auMo
JUIsl IPOBEPKH MHGOPMAIIMH B T10JIe HA3HAYCHMsI cepThuduKara)

YekOoKc «3ampaBarb
Ha3HAYEeHHE KIH0Ya
yIanéHHOro y31ay |2

[IpennasHaueH Uit BbIOOpA BKIIOUEHUS/OTKIIOYECHUS (DYHKIIUN
3ampoca Ha3HAYeHUS KJTI0Ya YIAJICHHOTO y3J1a (He00X0auMOo ISt
POBEPKHU MH(GOPMAITUH B TI0JIC HA3HAYCHHMS KJIl04a cepTudukara)

YexOokc «BKIrounThH
e lh2
ayreHTudukanuio Radius»

[IpennazHaueH aist BEIOOpA BKIIFOUEHUS/OTKIFOUCHUS TPOBEPKU
MOJUTMHHOCTH C TIOMOIIBIO TIPOTOKOJIA JIJIsl aBTOPU3AIUH,
ayTeHTHUKaIuu U yuéra «Radiusy B ciiydae HaTU4IUA B CETH
cepBepa Radius

[Tone «Mmsa y3na wimn
IP-anpec cepsepa Radiusy! 2

[Ipenna3znaueHo ajis BBojia MMeHH y3ia win [P-agpeca cepepa Radius
JUTSL IOJIKITFOUEHUS K HEMY

[Tone «Topt nis
ayrearudukaryu (UDP)»!-2

[Ipennaznaueno qist BBoja nmopta it ayreHTrdukanuu (UDP)
cepepa Radius 1y moakitoueHus K HEMY

[Tone «Ilopt myst c6opa
nanssx (UDP)y!2

[Ipenna3znaueno ajst BBoja mopra jyisi coopa nanusix (UDP) cepBepa
Radius 11 moaKIr0YeHUsS K HEMY

ITone «MakcuManbHOE YUCIIO

l'IOl'IbITOK))1 2

[Mpenna3HaueHo A5 BBOJA MAKCUMAIILHOTO YHCIIA MOTBITOK
MOAKJIIOUEHUs K cepBepy Radius B pamkax 3ampoca Ha MOJIKJIIOYCHUE

ITone «Bpems orBera
(B cexyHmax)»'?

Hpez[Ha:;Haquo IJid BBOJIa MAKCUMAJIBHOT'O BPpECMCHU OTBETA OT
cepBepa Ipu MOJIKII0YEHUH K cepBepy Radius B pamkax 3ampoca Ha
TIOJIKITFOUYCHUE
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DeMEHT

Onucanue

[one «O6muit cexper» 2

[IpennasHayeHo i BBOJA CIIy4allHOM CTPOKH, KOTOpast
pacnpenensercs Mexay KIMEeHTOM U CEpPBEPOM 3allUIICHHBIM 00pa3oM

Brinagaronimm crmcox

[Ipennasnauen it BeI6opa Bepcun oudbmmorexku OpenVPN

«Bepcusi» 2
Kuomka «Ilepexmtounthess | [IpennaznaueHa s mepekItOueHHs MOJIb30BaTENIEM cepBepa u3
B peskuM TAP / TUN» pexxuma « TAPy» B pesxxum « TUN» 1 Hao60poT

Knonka «CoxpaHuTb»

[IpennasnaueHa st coXpaHEHHUs BBEIEHHBIX HACTpoek cepepa VPN

Knonka «Ynpasnenue
cepTruduKaTaMmny

IIpennaszHadeHa JuIst OTKPBITUS U HACTPOUKHU CTPAHUIIBI « Y IIPABICHUE
cepTudrKaTaMu)

Knonka «3amycturs VPN»

IIpennasnaueHna i nepesamnycka cepsepa VPN ¢ ykazaHHbIMU
II0JI30BATEIEM HACTPOUKAMHU.

I[Ipumeuanue. JlaHHAS KHOTKA TOCTYITHA TOJBKO TIOCIIE 3arPy3KH
cepTudHrKaTa HAa CTPAHMIIEC « Y TIPABICHUE CEPTH(HUKATAMIDY

Knomka
«ITepeszanyctute VPN»

IIpennasnaueHna juis 3amycka cepepa VPN ¢ ykazaHHbBIMU
MOJIH30BaTEIEM HACTPOUKAMH.

Ilpumeuanue. [laHHas KHOIKA JOCTYIIHA TOJBKO IOCIIE 3arpy3Ku
cepruduKaTa Ha cTpaHUIe « YTIpaBIeHUE cepTuduKaTaMmy

Nudopmanmonnas tadbimia
«YTIpaBIlIEHUE JIOKATbHBIMU
CETSIMU»

[TpennaznaueHa ist oTpaskeHus: HHGOPMAIIUU U BO3MOXKHOCTH
BBaHMOHGﬁCTBHH C JIOKaJIbHBIMH CCTSAMMU, K KOTOPBIM OTKPBIT JOCTYII
yepe3 coenquHenne VPN co cropossl kiineHToB VPN

Knonka «/[o6aBuTh
JIOKQJIBHYIO TIOJICETh)

[Ipenna3naueHa aJis 100aBJICHHUS HOBOM JIOKAIBLHOM MOJICETH
MIOJIb30BATEJIEM U OTKPBITHS CTpaHuUIlbl «/lobaBieHne J0KaaIbHON
IIOJCETH

Nudopmanmonnas tadbimia
«YTpaBJIEHUE CETAMU
KimeHToB VPN

ITpennasnauena a1 oTpakeHUst HH(GOPMALMK U BO3MOXKHOCTH
B3aUMOJICUCTBUSA C CETAMU KIMEHTOB VPN, K KOTOPBIM OTKPBIT JOCTYII
uepes coenuHenne VPN

YekOokc «/leiicTBrE»

[Ipenna3HaueH 1t BEIOOpA BKIFOUECHHUS/OTKITIOUSHHS OTIPEICIICHHOM
ceTu

Kuomnka « f? »

Knomnka «3menutby. [Ipennaznavena st “3MEeHEHHs BHIOpAaHHOM CeTH

Kuomnka « ﬁ »

Knonka «Y nanutey. [IpennasHauena i yjaieHusi BRIOpaHHOH ceTH

Kuomnka «/lo6aBUTh ceTh

KJIMCHTA» !

[Ipenna3naueHa a1 100aBJICHHUS HOBOM CETH KJIIMEHTA MOJIh30BaTEIEM
1 OTKPBITHS CTpaHUIlbl «Jl00aBlIeHHE CeTH KIIMCHTa»

Kuomnka «Cratuctuka
coenuaennii VPN

[IpenHa3HaueHa a1s OTKpBITHS cTpaHULbl «CTaTUCTUKA COEIMHEHUN
VPN» u npocMoTpa npeACTaBICHHON TaM OJHOMMEHHOU
UH(POPMALIMOHHOM TaOIUIIBI CO cTaTUCTUKON VPN-coennHeHuit.

Jns Bo3Bpata Ha crpanuiy «Hactpoiika cepsepa VPN» Heo6xoanmMo

HaXaTb KHOIIKY « “».

[Mpumeuanue. JlaHHAS KHOIKA JIOCTYITHA TOJBbKO TOTJIa, KOTa OBUTH
3arpyeHbl CEpTU(PUKATHI HA CTPAHULIE « Y IPaBIIcHUE cepTH(HUKaTaMmy» U
JaHHbId cepBep VPN Obut 3amyiiieH

I[Ipumeuanus:

1. DnemeHT cTpaHUIB qocTyneH s pabotel VPN-cepBepa pesxxnme « TUNy.
2. DneMeHT cTpaHuUbl JocTyneH s padotel VPN-cepsepa pexxume « TAP»
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4.8.2.3. Crpanuna «JloO6aBieHue JJOKAIbHOM MOJICETH

Crpannnia «JloOaBienue JokanbHOM moaceTw» (cM. puc. 189) mnpennaszHayeHa
11 10OaBJIEHMsI HOBO JIOKAIbHOM MOJCETH MOJIb30BATEIIEM.

s noOaBneHHs JIOKAIbHOM TOJCETH cieayeT BBecTu [P-ampec/macky monacetu
U Ha)KaTh KHONIKY «Jl00aBUTH JIOKATbHYIO CEThY.

Knonka «OtrMmeHa» mnpeaHazHaueHa [JIsi BO3BpaTa I0JIb30BATEIsl HA CTPAHUILY

«Hactpotiika cepBepa VPN» 6e3 coxpaHeHus: BBEICHHBIX TaHHBIX.

Crpanuna «Jlo6aBieHue JOKAIbHOM MOJICETH

HacTtpoiika cepeepa VPN 4

Lo6aeneHue HOBCH NoaceTH

Afpec KNWEeHTCKOW NOACETH

Puc. 189

4.8.2.4. Ctpannia «JloOaBieHre ceTH KIIMEHTa

Crpanunia «JloOGaBmeHne cetu  KiMeHTa»  (cM. puc. 190) mpegHasHavyeHa
JUIst T0OaBJIEHHUS] HOBOW CETH KJIMEHTA MOJIb30BATEIIEM.

Jlist moGaBiieHNsI HOBOM CETH KJIMEHTA CJICTYyEeT BBECTH MM KIMEHTA (MM KIIMEHTA
JT0JIZKHO COBNAJATh C MMEHEM, YKa3aHHBIM B cepTudukare), [P-anpec/mMacky KiInMeHTCKON

IMOACCTH U HAKATH KHOIIKY «I[O6aBI/ITb CCTb KJIIMCHTA».

CTpaHI/II_Ia «I[O68,BJI€HI/IC CCTHU KIIMCHTa»

Hactpoiika cepsepa VPN 4

[Oo6aEneHune HOBOW NoaceT
KnueHT

APEC KNMMEHTCKOH NOACETY

Puc. 190
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4.8.2.5. Crpanuna «M3meHuTs BeIOpaHHbIN dK3eMIuisip VPN-cepBepay

Crpannna «/3menuts BbeIOpaHHBIA 3K3eMIuisip VPN-cepBepa» mnpenHasHaueHa
UL penaKTUpOBaHUs N00aBJIEHHBIX paHee I10JIb30BATENIEM BPYYHYIO
HacTpoek VPN-cepBepoB M aHajOrM4Ha CTPaHUIE, ONUCAHHOW MOApPOOHO B 1. 4.8.2.2

HACTOSIIETO TOKYMEHTA.
4.8.2.6. Ctpanuia «YnpaBiaeHue cepTuduraramm

Crpannma «YmpaBnenue ceptupukaramm»  (cm. puc. 191)  mpennasnaueHa
JUISL TIPEIOCTaBIICHUSI TOJB30BATENI0 BO3MOXHOCTH 3arpy3uTh HOBBIM cepTU(UKAT
YAOCTOBEPSIOIIETO IIEHTPa, CTEHEPUPOBATH 3AMPOC HA CEPTUPUKAT WIIA 3arpy3UTh HOBBIN
CIHCOK OTO3BaHHBIX CEPTU(HHUKATOB.

JlaHHasi cTpaHuIla MO3BOJISIET AKTUBUPOBATh HEOOXOAMMBIN MOJIB30BATEINI0 YEKOOKC
¥ HaXaTh KHOTIKY «/Jlamee» s mepexona K ganbHenen padbote ¢ cepruduraramu.

Knonka «OtTMeHa» mnpeaHazHaueHa JUIsi BO3BpaTa IIOJIb30BATENsl HAa CTPaHUILY

«Hactpoiika ceppepa VPN 6e3 coxpaHeHUs BBEJICHHBIX JaHHBIX.

Crpannia «YnpapieHHe cepTHPUKATAMI)

Hactpoika cepeepa VPN 4

YnpaeneHne cepTudmnkaTamm

3arpy3nTb HOBbLIA CepTUMMUEAT YIOCTOBEDADLLErD UeHTpa

Puc. 191
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4.8.2.6.1. Ctpanuna «3arpy3uTh HOBbIH CepTU(DUKAT YIOCTOBEPSIONIECTO IIEHTPAY

YexO0kc «3arpy3uTh HOBBIN CEpTUHUKAT YAOCTOBEPSAIOINIETO LIEHTPay MpeaHa3HAUYCH
JUIS  OTKPBITHSL CTpaHUlbl  «3arpy3ka HOBOro cepTudukara yIOCTOBEPSIOIIETO

neHtpa» (cM. puc. 192).

Crpannia «3arpy3ka HOBOTO cepTHU(HUKaTa YIOCTOBEPSIOIIETO LIEHTPa

Hactpoiika cepeepa VPN 4

3arpyska HOBOro CepTUPMKATA YOOCTOESPAIOWErO LEHTPa

| BuibepuTe thain | dain He BuibpaH

Puc. 192

Ha panno#i ctpanune HeoOxoaumo BbiOpaTh Ha DBM aaMunuctparopa daiin
ceprudukara (IIpeiBAPUTEIBHO MOJYUYEHHBIM B YJIOCTOBEPSIOUIEM IIEHTPE) HCIOJb3YS
KHOTKY «Bp16epute dhaitin.

BriOpanHblii cepTuduKar ciieayer 3arpy3uTh B U3/IENIME HaXKaB KHOMKY «3arpy3uTh
HOBBII CEpTU(UKAT yIOCTOBEPSIOLIETO LIEHTPAY.

Jly1a OTMEHBI 3arpy3Kkud HOBOTO cepTudukaTa U Bo3BpaTa Ha cTpanuny «Hactpoiika

cepBepa VPN» HeoOXoauMo HaKaTh KHOMKY «OTMEHay.
4.8.2.6.2. Ctpanuna «CreHeprpoBaTh 3arpoc Ha cepTudukar»

YexOokc «CreHepupoBaTh 3ampoc Ha cepTU(HKAT» MPeTHA3HAUEH ISl OTKPBITHS
ctpanulibl «CreneprupoBath 3anpoc Ha ceptuduka™ (cMm. puc. 193).

JlanHast cTpaHuWIla TO3BOJSET CHOPMHUPOBATH 3aMpoCc HA BhIIady cepTudukara
YAOCTOBEPSIONMIMM IIECHTPOM ITyTEeM 3arOJTHEHUS MOJIb30BaTesieM (GOpMBI JIJIsl TambHEHIei

OTIPABKHU B yIOCTOBEPSIOIIUN LEHTP.
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Crpanuna «CreHepupoBath 3apoc Ha cepTudukat)

Hactpoitka cepeepa VPN 4

3anpoc cepTUdMKaTa
|ONHOE MMA NOME30BATENA KM CUCTEMHOE UMA KOMIEIOTEPA

na

Russian Federation b

Puc. 193

B Tabmume 93 nmpuBeneHo omnmcaHue AIeMEHTOB  (OPMBI TSI 3AIOJTHEHUS

IIOJIB30BATCIICM.

Tabnuma 93 — Onucanue 31eMeHTOB (POPMBI JIsI 3aI0THEHUS IT0JIb30BATEIEM

DeMEHT Onucanue

ITone «IlomHOE MM
I10JIB30BAaTCIIA NN
CUCTEMHOE NMS

Hpe;LHa3Haquo IJI BBOJAA ITOJITHOI'O UMEHU I10J1b30BaTCIIA NIIN
CHUCTEMHOI0 UMeHHU DOBM.

Hp HMCYAaHUC. I[aHHOC rmoJsie 00S3aTEILHO K 3aIIOTHECHUIO

KOMITBIOTEPA
[Tone «IToutoBsIii anpec
[Ipenna3znaueHo A BBOJIa MOYTOBOIO aJpeca Mojab30BaTelis
M0JIb30BATEIIS»
[Tone «/lemaprameHt
[Ipenna3znaueno A BBoJa OT/AEJIa MOJIb30BATENS B OpraHU3alun
M0JIb30BATEIIS»
[Tone «Ha3Banue
[Ipenna3zHaueHo 17151 BBOJA HA3BaHUSI OpPraHU3aluy M0JIb30BaTels
OpraHu3aLM
[Tone «I'opon» [Ipenna3zHaueHo 1 BBOJA rOPOIA MMOJIb30BATEIA

[Tone «O6nacte i paiion» | [Ipennaznaueno 1 001acTH WU pailoHa MMOJIb30BaTeNs

Brimanmaromuii coucoxk [Ipennaznauen ass BEIOOpA OTHOM U3 MPEICTABICHHON B CIIUCKE
«Ctpanay CTpaHbl OJIb30BATENS
I[Mpumeuanune — YKa3aHHBIE OIS TaOIMIBI JOJDKHEI COOTBETCTBOBATH ATPHOYTaM B YHHUKAIBHOM
umenu (DN) ceprudukara
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[Tocne 3anonHenus GopMbl 3ampoca Ha cepTU(dUKAT Janee HEOOXOAUMO HaKaTh
KHONIKY «CreHeprpoBaTh 3alpocC Ha CEPTUPHUKAT.

Haxarue Ha kHONIKY «CreHepupoBath 3anpoc Ha CepTUPHUKAT) OTKPBIBAET CTPAHUILY
«Obpabotka 3ampoca Ha cepTudukary (cM. puc. 194), B KOTOpoii MOXKHO CKadaTh
AK3EMILUISIp 3ampoca Ha cepTudukar, BeIOpaTh Qaitn ceptudukara Ha OBM u 3arpy3uTh

€ro B U3€/Iuc.

Crpannma «O6paboTka 3ampoca Ha cepTuduKaT

Hactponka cepeepa VPN 4

O6pa6oTKa 3anpoca Ha cepTUgMKaT

| BuibepuTe thaitn | ®aiin He BbiOpaH

H

Puc. 194

Knonka «CreHepupoBaTh HOBBIM 3alpoc» IIpelHa3HayeHa JJs BO3BpaTa
MoJIb30BaTeNs K cTpaHulle «CreHepupoBaTh 3alpoc Ha CEPTUPUKAT.

Knonka «OtmeHa» mpenHa3HaueHa JUId BO3BpaTa I0Jb30BaTeNs K CTPaHULE
«Hacrporika cepBepa VPN».

[Tocne reHepanuu mepBOro 3ampoca Ha cepTUPHUKAT — CTpaHHULA «YTIpaBlICHUE
cepTuuKaTaMm» U3MEHUTCS Ha MIPEACTABIICHHY O Ha pucyHke 195

(Toka creHepupoBaHHBIN 3ampoc He OyaeT oOpaboTaH).
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N3menenHnas crpanuia «YpasieHue cepTuPuKaTaMmm»

Hactpoitka cepeepa VPN 4

YnpaeneHue cepTUUKaTaMK

3arpysuThb HOBbIA CEPTUMKAT yA0CTOBEPAIOLIETO LEHTPA C
O6paboTtaTtk 3anpoc cepTugukaTa O
CreHepupoBaTh 3anpoc Ha CepTHMUEAT C

3a'p'_v'31-11'b HOBbIA CNMCOK OTO3BaHHBIX CepTHEpHKaTCB O

OANEE  OTMEHA

Puc. 195

4.8.2.6.3. Ctpanuna «3arpy3uTb HOBbIH CIUCOK OTO3BAaHHBIX CEPTU(HUKATOB)

UYekOokc «3arpy3uTh HOBBIA CHUCOK OTO3BAHHBIX CEPTU(HHUKATOB» MpeIHA3HAUEH
JUTSL OTKPBITHAS CTPaHWIIBI «3arpy3uTh HOBBIA CIIHCOK OTO3BAaHHBIX CEPTU(PHUKATOB
(cm. puc. 196).

JlanHast cTpaHMLIa TMO3BOJSET IMOJIB30BATENI0 BBHIOpPaTh (haill HOBOTO CIHUCKA

OTO3BaHHBIX CepTI/I(l)I/IKaTOB " 3arpys3uThb €ro B U3ACJIMC.

Crpanuna «3arpy3uTh HOBBIN CIIUCOK OTO3BAHHBIX CEPTUDUKATOBY

HacTtpoitka cepeepa VPN 4

3arpyska HOEOro CNMCKa OTO3BaHHbIX CEPTUUKATOE

Bpema nocnegHero ofnuoensnual Aug 4 @8:55:37 2023 GMT

Bpema cnegymwero ofvosnsnual Sep 3 @8:55:37 2023 GMT

BoiGepuTe tain | ®aiin He BeifpaH

3ArPY3WUTb HOBBIM CMIMCOK OTO3BAHHLIX CEPTUOWKATOB ~ OTMEHA

Puc. 196
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Ha nanHol cTpanuiie HeoOxomumo BbIOpaTh Ha OBM (aitn HOBOro cmmcka
OTO3BAaHHBIX CEPTU(PUKATOB UCIOJIB3YSl KHONIKY «Bribepute daitmy.

BriOpannbiii aiin cieayeT 3arpy3uth B U3Jeue HaKaB KHOMKY «3arpy3uTh HOBBIN
CITUCOK OTO3BAaHHBIX CEPTU(HUKATOBY.

JInst OTMEHBI 3arpy3Kd HOBOTO CIMCKAa OTO3BAaHHBIX CEPTU(PHKATOB W BO3BpaTa

Ha cTtpanully «Hactpoiika cepeepa VPN» Heo0X01MMO HaxKkaTh KHONIKY «OTMEHay.
4.8.2.77. biok «Cnucok kaueHToB VPN

biok «Cnucok KJINEHTOB VPN» (cm. puc. 197) MpeHa3HAYCH
JUIS  OTOOpa)XeHWsl, CO3/aHUsd M  PENAKTHUPOBAHUS  CO3JAaHHBIX  IOJIb30BATEIIEM

VPN-KJINEHTOB.
bnokx «Coucoxk kiueatos VPN»

Cnucok KknweHToB VPN

Homep [MmAa| MopT NoKanbHOro knueHTa VPN | MHTepdeiic| CocToAnue | [lelcTBHe

- A

[4s]
on

Co030aTh HOBLIW 3K3eMnnAp VPN-knueHTa

Puc. 197

B rtabnuue 94 npuBeaeHo omnucaHue dJeMEHTOB Ojoka «CHIHMCOK KJIMEHTOB

VPN».

Taomuna 94 — Onmcanue 31eMeHToB 010ka «Criucok KineHToB VPN

DIeMEHT Onucanue

WNudopmannonnas tabnauua | [lpeanasnayena ans oroOpaxeHus J00aBICHHBIX paHee BPYUHYIO
«Crucok kmueaToB VPN VPN-KJINEHTOB U B3aUMOIEHCTBUSA C HUMH IOJIL30BATEI
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DeMEHT Onucanue

Knonka «3Menuts». [Ipenna3Hauena ais peJakTHpOBaHUS

Kaomka « f/—’) 5 N00aBJICHHBIX paHee BpyYHYI0 VPN-KIIMEHTOB U OTKPBHIBAET CTPAHUILY
«M3MeHuTh BeIOpaHHbIi dKk3eMmsip VPN-kineHTay

Knomnka «¥Y nanute». [Ipenqnasnadena s ynaaeHus: 100aBIESHHBIX
Kuomnka « ﬁ » panee BpyuHyo VPN-KIueHTOB U3 HH()OPMAIIMOHHONU TaOIUIIBI
«Cnucok kiaueHToB VPN

[Ipenna3znauena mia co3ganus HoBoro VPN-kiMeHTa ¢ 3a1aHHbIMU
MOJIB30BaTEIEM MTApaMETpaMu U OTKpbIBAeT cTpaHuly «Hacrtpoiika
kiauenTa VPN»

Knomnka «Co3naTth HOBBIH
sk3emMIuIsip VPN-kinuentay

4.8.2.8. Crpanuna «Hactporika kiaueHta VPN

Crpannnia  «Hactpoiika  kmmenta VPN»  (cwm. puc. 198)  mpeanasHadyeHa

IUIsL co3AaHusl HOBOTro kimeHTa VPN ¢ 3a1aHHBIMY MTOJIb30BATENEM [TAPAMETPAMHU.

Crpanuna «Hacrtpoiika kirenta VPN

OCTAHOBNEH

Miparokon DeiicTane

Puc. 198

Hacrtpouts knmuenta VPN BO3MOXKHO B CIEAYIOIUX PEKUMAX:

1) «TAP» — obecnieuriBaeT ceTeByr0 KOMMYTAIMIO HA ypoBHE L2;

2) «TUN» — obecrieunBaeT ceTeByI0 KOMMYTAITHIO Ha ypoBHE L3.



B Ttabmune 95 npuBeneHo

knueHaTa VPNy.
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OIIMCAHUC DJJIEMCHTOB CTpaHHIIbI «Hacmoﬁxa

OmnucaHue 2JIEMEHTOB ,HaHHOﬁ CTpaHHUIbI TPECACTABICHO C YYCTOM aKTUBUPOBAHHOT'O

PACIIMPEHHOTO PEXUMa pabOTHI U3IETHSI.

[Ipumeuanue. BxiroueHue paclIMpeHHOIO peXxuma IpelyCMOTPEHO B paszzene «MexceTeBoi

9KpaH», MOCPEICTBOM BblOOpa yekOokca «PacmupeHHblii pexxum» B mone «Hacrpoiiku» moapasaena

«HacTpoilku MexXCeTeBOro SKpaHay.

Ta6numa 95 — Onucanue ’memMeHToB cTpanullbl «Hactpoiika kiuenta VPN

DIeMEHT

Onucanue

WNudopmanmonnoe mnone
«Texkymee cocrosiHne
knenata VPNy!-2

[IpennasHaueHo A 0TOOpaKEHUs COCTOSHUSA (CTaTyca) KIMeHTa
VPN. JlocTymHbI 17151 OTOOpa)KEHUSI CTATYCHI:

— «OCTAHOBIJIEHY;

— «3AITYIIIEHY»;

— «COEJMHEHUE

[Tons «Anpec/macka
(He063aTENBHO)»>

[IpennaszHadeHs! A1 BBOJA CIEAYIOIIMX JaHHBIX:
— BepxHee nosie — BHemHuu [P-aapec «mocray;
— HIDKHEE I10JI€ — BHEIIHSAS MacKa «MOCTay

Tone «JIokansHBIH TTOPT» 2

[IpennasHaueHo a5 BBoAa MH(OPMAIMH O JIOKAJIHLHOM MOpPTE, HA
KOTOPBIN MPUXOST 3apockl Ha ycTaHoBIeHUEe VPN-coennHenus

[one «Pasmep MTU»"-2

[Ipeana3znaueHo AJig BBOJIa MAKCUMAILHOTO pa3Mepa makera JJist
HacTpanBaeMoro kiamenra VPN

[Tons «MHTEpBaBI
HOIJIEPKKU COEAUHEHHS
(ping/ping-restart)»':2

Hpez[HasﬂaquH AJI1 BBOJId MHTCPBAJIOB MMOAACPIKKU COCANHCHUA

(B cexyHaax) B ciaeayromieM ¢popmare:

— BEpXHee I0JIe — BpeMs, uepe3 KOTOPOE OTIPABIISETCs ping-3arpoc;
— HIDKHEE 110JI€ — BPEMEHHOM MHTEpBaJl MEX/1y BBIITOTHEHUSIMU
KOMaHJIbI «ping» cepBepa VPN B pexxumMe 0)KUaHUS €r0 BO3MOXKHOTO
nepesanycka npu o0HapyKeHUU OTCYTCTBUS OTKIUKOB Ha
ping-3anpoc

Yekooke «Crxarne LZO»' 2

[IpennaznaueH aist BEIOOpA BKIIFOUEHUS/OTKITFOUYCHUS UCTIONB30BaHUS
ITOpUTMA C)KaTHUsl JaHHBIX 0€3 MoTeph NpH nepenadye nHhopmManuu

YekOokc «3amyckarb
UP-ckpunt npu nepesamnycke
coeMHEH s

[IpennaznaueH a1 BbIOOpa BKIIIOUEHUS/BBIKIIOUSHHS 3aITyCKa
BHYTPEHHETO CKpUITa 00pabOTKH CUTYaINH Mepe3aIycka COeTUHEHUS

Yexooxc «OTKIIOUYUTH

PacchUIKY MappyToBy 2

[Ipenna3HaueH a1 BBIOOpA BKIIOUYEHU S/ BBIKITIOUEHUST HEOOXOAMMOCTH
PAacCBUIKU MapLIPYTOB CETEM, HACTPOEHHBIX B cepBruce VPN

Brimanmaromuii Ciucox
«Ctenenp moapoOHOCTH
KypHama» 2

[Ipenna3naueH aJis BBIOOpA OHON U3 MPEICTABIICHHBIX CTETICHEH
OJpOOHOCTH 3anMcH COOBITUH B KypHasl. JlocTyImHBI BapuaHThI
BbIOOpa: ot 0 10 11, rae 0 — MUHUMAaBHAS CTENIEHB 3aMKCH, a

11 — MakcumasbHas

Brimanmaromuii Ciucox
«lludpopanuey

[Ipenna3naueH A BIOOpa aaropuTMa mudpoBaHus, TPUMEHIEMOTO
JUIs TIepelayv JaHHBIX B cO3aBaeMOM KimeHTe VPN
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DeMEHT

Onucanue

Brimagaromni crimcoxk
«llenoyka anropuT™MOoB 1715
YCTaHOBJICHUS COETMHEHMSD)

1,2

[IpennasHaueH 1t BEIOOpaA OJJHOM M3 MPEICTABICHHBIX B CITUCKE
1enoyvky (6J10Ka) anropuTMOB, MPUMEHSIEMBIX TIPH YCTAaHOBJICHUHN
coequHenuss VPN

YekOokc «3amparimBaTth
Ha3zHaueHue cepTudukarta
yAanéHHOTO y3aan ' 2

[Ipenna3HaueH A1 BBIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (PYHKITUN
3ampoca Ha3HaueHUs cepTu(UKaTa yIajJeHHOro y3i1a (He00X0uMo
TSl TPOBEPKH MHGOPMAIIMH B TI0JIe HA3HAYCHMsI cepThdukara)

YekOoKc «3armpaniBarb
Ha3HAYCHHE KIII0Ya
yaanéunoro ysaay» b2

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
3ampoca Ha3HAYeHUS KITF0Ya YIAICHHOTO y3J1a (He0O0X0auMO ISt
npoBepKU MH(GOPMAIIMU B TIOJIE HA3HAYCHUS KITI04Ya cepTH(UKaTa)

Yex0O0okc «OTKIIIOUYUTE
corjiacyeMbIe apaMeTphI
umdpopanusy

[IpennaznaueH aist BEIOOpA BKIIIOUEHUS/OTKIFOUCHUS MTOJIb30BaTEIIEM
BO3MOKHOCTH BbIOOpa aJirOpUT™Ma MU(DPOBAHUS, OTIIMYHOTO
ot AES-256-GCM.

I[Ipumeuanue. [lannas pyakius padoraer mis Bepcun OpenVPN 2.4, a st
BepcuH 2.2 — 3ampenieHa

YexOokc «BKIIIOUNTH

ayTentudukamuio Radius»' 2

[IpennasHaueH 1t BbIOOpaA BKIIOUEHUS/OTKIIIOUCHUS IPOBEPKU
HOJTMHHOCTH € TIOMOIIBIO IIPOTOKOJIA [T aBTOPU3ALNH,
ayreHTH(uKanuu 1 yuéra «Radiusy» B cirydae HaIu4us B CETU
cepepa Radius

Ilone «JIorun»

[Ipenna3zHaueHo J1s1 BBOJIa UMEHU YYETHOU 3aITMCH TI0JIb30BaTEIIS

ITone «Ilaposby»

HpezLHa3Haqu0 AJid BBOJIa TapoJIsd y‘IGTHOﬁ 3aIIiMCHU I10JIb30BaTCIIsA

Brinagaronmm crmcox

[Ipennasnauen it Be16opa Bepcun oudbmuorexku OpenVPN

«Bepcus»
Knormka «Ilepexmountecst | [IpeanaznaueHa ass nepekIrOueHHS OIb30BaTEIeM KIIMCHTA U3
B pexuM TAP / TUN» pesxuma «TAP» B pexxum « TUN» u Hao6opoT

Knonka «CoxpaHutb»

IIpennaszHaueHa [t COXpaHEHUS BBEICHHBIX HACTPOEK KiKreHTa VPN

Knonka «Ynpasnenue
cepTrudruKaTaMmny

IIpennaszHaueHa JuIst OTKPBITUS U HACTPOUKHU CTPAHUIIBI « Y IPABICHUE
cepTudrKaTaMny)

Knonka «3amycturs VPN»

IIpennasznauena juis nepesanycka kireHra VPN ¢ ykazaHHbIMU
MOJIH30BaTEIEM HACTPOUKAMH.

Hp HMCYAaHUC. I[aHHaSI KHOIIKAa JOCTYITHA TOJBKO II0CJIC 3arpy3Ku
CepTI/I(l)I/IKaTa Ha CTpaHUIIC ((praBJ'ICHI/Ie CepTI/I(l)I/IKaTaMI/I»

Knomka
«ITepe3zanyctute VPN

IIpennasnauena s 3anycka kameHta VPN ¢ ykazaHHbIMU
II0JI30BATEIEM HACTPOUKAMHU.

Ilpumeuanue. /laHHas KHOIKa JOCTYIIHA TOJBLKO IOCIIE 3arpy3Ku
cepTudHrKaTa HA CTPAHMIIEC « Y TIPABIICHUE CEPTH(DUKATAMIDY

Nudopmanmronnas tabnuia
«CnHCOK yJaIeHHBIX Y3JI0B
VPN»

[IpennasHaueHa 11 oTpaskeHUsI HH()OPMAIMH U BO3MOXHOCTH
B3aMMO/ICHCTBUSI CO CITMCKOM YJIaJIEHHBIX y3710B VPN

YekOokc «/leiicTBrE)

ITpennasnaueH i BbIOOpa BKIIOUEHHS/OTKIFOUEHUS OIIPEEICHHOTO
yaajleHHoro y3ia VPN

Knomka « #%»

Knonka «IloBsiienue npuoputeray. [Ipegnasnadena pist nogHATHS
BI:I6paHHOFO y3J1a B CIITMCKC U COOTBCTCTBCHHO ITOBBIIIICHU S
MIPUOPHUTETA TOJAKIIOYCHHUST BRIOPAHHOTO YAAJICHHOTO y3J1a
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Knonka «Ilonmxkenne npuopurera». [Ipennaznauena ass CHUKEHUS
Kromnka « % » BBIOPAHHOTO y3J1a B CITUCKE M COOTBETCTBEHHO MTOHUKCHUS
MPUOPHUTETA OIKIIOYSHHS BBIOPAHHOTO YIAJICHHOTO Y3J1a

Knomnka «M3menutsby. [Ipenna3znayueHa a1 u3MeHEHUS BHIOPaAaHHOTO
yaajleHHoro y3ina VPN

Knonka «Y nanute». [Ipenqnaznadena myist yaaaeHus: BBIOPAHHOTO
yaajleHHoro y3ia VPN

[Ipennasnauena 1y 706aBIEHHSI HOBOTO yaaleHHOTO y31a VPN
MOJIH30BATEIEM U OTKPBITHSI CTPAHUIIBI « Y JAJICHHBIN y3€»

Kuomnka « i? »

Kuomnka « ﬁ »

Knormka «/[o6aBuTh agpecy»

I[Ipumeuanus:
1. DnemeHT cTpaHuUIlB qocTymeH s pabotel VPN-cepBepa pesxxnme « TUNy.
2. DJIeMeHT CTpaHUIlBl JocTyIeH s paboTel VPN-cepBepa pexxume « TAPy

Crpanuna «YmnpapieHue cepTudukaTaMu» NpeaHa3HaueHa AJisi MPEJOCTABICHUS
MOJIH30BATEI0 BO3MOXXHOCTH 3arpy3UTh HOBBIN CEpTU(UKAT YIOCTOBEPSIONIECTO IEHTPAa,
CTCHEpUpOBATh 3alpoc Ha cepTU(UKAT WM 3arpy3UTh HOBBIN CIIMCOK OTO3BAaHHBIX
cepTU(UKATOB W aHAJIOTUYHA CTpPaHUIIEC, OMMCAHHOW MOAPOOHO B II. 4.8.2.6 HACTOSIIETO

JIOKYMEHTA.
4.8.2.9. Crpanuna «M3meHuTh BEIOpaHHBIN K3eMIUIsip VPN-kiueHTa»

Crpannna «/3MeHuTh BbIOpaHHBIM 3K3eMmiuisip VPN-kineHTtay mnpenHasHaueHa
TUIS pEeAaKTUPOBAHUS 100aBICHHBIX paHee 10JIb30BATENIEM BPYUYHYIO
HacTpoek VPN-KIHMEHTOB M aHAJIOTMYHA CTpaHUIE, OMMCAaHHOW ToApoOHO B m. 4.8.2.8

HACTOSAIIETO JOKYMEHTA.
4.8.2.10. Ctpanuna «Y JajJeHHbIN y3em»

Crpanuna «YpaneHHsli y3em» (cM. puc. 199) npennazHaueHa miis J00aBJICHUS
HOBOTI'O yZajaeHHoro y3ina VPN.

Ins noGaBiaeHus HOBOTO yaaideHHOTo y3na VPN cienyer BBeCTH YyalleHHBIN
aapec/IP y3ma, mopT yJaleHHOTO CepBepa JJIEKTPOHHOM IOYTHI, CETEBOW MPOTOKOJI

YAQJIEHHOI'O y3J1a U HA)KaTh KHONKY « COXpaHUTh NapaMeTpbl YAAIEHHOTO y3J1a».



Hacrtpoiika knuenta VPN 1

YoanéHHbIA yaen

YAANEHHLIA y3en / 1P
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Crpanuna «Y gajaeHHbIA y3€1»

TopT YOANEHHOTO CEPEEPA ANEKTPOHHOI NoYTh

MpoTokon

tep b

COXPAHWUTb MAPAMETPbI YOANEHHOIO ¥3NA  OTMEHA

Puc. 199

4.8.3. lTogpaznen «GRE»

[Tonpasznen

GRE-tyHHenei.

HobBasuTs GRE TyHHenb
GRE
Wms
IP-aapec nokanbHero nHtepdeiica
IP-agpec yaanexHoro uxtepdeiica
IP-appec nokansHoro uktepdeiica GRE
Macka ceTw nokanbHoro uHTepdeiica GRE

MTU
COXPAHWUTH

Cnucok GRE TyHHenen

Wms nokanksHo
gre 192.168.4.1

«GRE» (cm. puc. 200) npeaHa3HaYeH TUISt

ITonpazaen «GRE»

YAANeHHO Anpec Macka cetu
192.168.4.11 192.168.100.1 255.255.255.0

Puc. 200

B tabnune 96 npuseneHo onucanue srieMeHToB noapaszaena «GRE».

MTU
1500

cOo31aHuAd

/a
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Tabmuna 96 — Onucanue snemeHToB noapaszaena «GRE»

DJIeMEeHT Ommucanue
ITone «Mma» [Ipennasnaueno s BBoga umeHu HoBoro GRE-TynHens
[Tone «IP-aapec nokansHoro | Ilpegnasnaueno aJist BBoja jJokainbHOro IP-agpeca yctpoiictsa, oT
uHTepdeiican KoToporo Oynet ycranaBiuBatrbess GRE-TyHHenb
[Tone «IP-aapec ynanennoro | Ilpennasnaueno juis BBoaa IP-anpeca yaaneHHOro ycTponcTBa, ¢
uHTepdeiican KOTOpbIM OyJieT ycranaBnuBarbcsi GRE-TyHHenb
[Tone «IP-aapec nokansHoro | IlpegnasHayeHo aJisi BBOJa BUPTYaIbHOTO JIoKaiasHOrO [P-anpeca
unrepdeiica GRE» GRE-TyHHEeNs
ITone «Macka cetu tokasmeHOTO | [Ipeanasnaueno st BBoja IP-mMacku i1 ToKaJIbHOTO ajpeca
unrepgetica GRE» GRE-TyHHens
IIpenra3zHadyeHo i1 BBOJAA MAKCUMAJILHOT'O pa3zMepa MaKeTa s
ITome «MTU» pea A A p P A
GRE-TyHHEens
Knonka «CoxpaHuTb» [Ipenna3zHaueHa 411 COXpaHEHHS BBEICHHON WH(OPMAIIUU U HACTPOEK

Nudopmanmonnas tabnuma | [IpeanaznaueHa ais oTpakeHusi ”HGOPMAIMH U BO3MOXHOCTH
«Cnucok GRE tynnenei» | B3aumogeiictus co cnuckoM GRE-TynHenen

Knomnka «M3menutsby. [Ipenna3znauena a1 u3MeHEHUS BBIOPaAaHHOTO
Knomnka « f? » GRE-TyHHens 1 OTKpBIBaeT CTpaHully «I3MeHUTh BEIOpaHHBIN
GRE-TyHHETBY»

Knonka «Y nanute». [Ipenqnaznadena myist yaaaeHus: BBIOPAHHOTO
GRE-TyHHens

Kuomnka « ﬁ »

4.8.3.1. Ctpanuua «M3menuts BoiOpannbiii GRE-TyHHENH)

Crpanuna «3MeHUTH BBIOpaHHBII GRE-tyHHENBY NpeaHa3HAYEHA
I peJAaKTUPOBAHUS HACTPOEK OJHOTO M3 I0OABIEHHBIX paHEe MOJIb30BATEIEM BPYUHYIO
GRE-tyHHenei.

[Tosna, mocTymHblE K HM3MEHECHWIO AHAJIOTWYHBI IPEJICTABICHHBIM HAa CTPAHULIE
[Toapaznen «GRE» u onmcansl mopoOHO B 11. 4.8.3 HACTOSIIETO TOKYMEHTA.

Jlns mpyuMeHeHus] BHECEHHBIX M3MEHEHUN B HacTpoiku BeiOpaHHOro GRE-TyHHemNs

HE0OX0MMO HaXKaTh KHOTIKY «COXpaHUTDHY.
4.8.4. [Togpaznen «BrIyck cepTU(PUKATOBY

[Tonpaznen «BpImyck CEepTU(PUKATOBY» (cm. puc. 201) npeaHa3HaYeH

IUIA TIpeIHa3HaueH IS YIIpaBJIeHUs cepTUu(PUKaTaMH.
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[Toapaznen «BeImyck cepTUPUKATOBY

YOOCTOESPAIIWMA LEHTP

| Mma | CepuiHbIA HOMEep | [OeACTBUTENEH C OeACTBUTENEH [0 | LencTene

| CKayaTk CNUCOK 0TO3BaHHLIX CEPTUHKATOB |

| CreHepupoBaTh HOBLIA CepTUdUKaT |

3anpockl Ha BelAaYy cepTH(pUKaTa

CyObekT [elcTBHe
BoiGepuTe thain | ®aiin He BulOpaH 3arpy3qTb 3anpoc cepTUukara
BelgaHHBIE cepTUgMKaTEI
| ma | CepWiHLIA HoMep | [elCTBUTENEH C [eHcTBUTENEH O | LencTene
Puc. 201

[Toapazaen «BeImyck cepTUPUKATOB» COCTOUT U3 CICAYIOMUX OJIOKOB:
1) «YmocToBepstouii EHTPY;
2) «3ampockl Ha BeIJIauy CepTUDUKATAY;

3) «BbiaHHbIC cCepTUDUKATED.

4.8.4.1. biiok «¥Ya0cToBEpAONNA HEHTP»

brok «Ynocrosepsitomuii  1ieHTp» (cM. puc. 202) mpeaHa3HaueH sl omneparui
C KOpHEBBIM cepTuduraToM yaoctoBepsromiero meHTtpa (mamee — YII). Conepxur

uHdopmaIuio o cepTuduraTe U KHONKH Jyist yrpaBieHus Y 1.
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bnok «Y gocroBepsrommi LEHTP»

YOOCTOESPAIIWMA LEHTP

| mA | CE;}IHHI:-IF‘ HOMED | [edCTBUTENEH C

AedcTBUTENEH A0 | LOelcTere

Puc. 202

| CKayaTb CMUCOK OTO3BAHHLIX CEPTMUKATOB

| CreHepHpoBaTh HOBbIM CEPTUMUKAT |

Nudopmanust o ceptudukare npeactaBiseT co0oil TabiuIly, B KOTOPOH YyKa3aHbI

JaHHble 00 OCHOBHBIX NoJisAX ceptudukara Y1, u nelcTBUA, KOTOpbIE MOTYT OBIThH

BBITIOJTHEHBI C 3TUM CEPTU(DHUKATOM.

Nudopmaruss B uHPOPMAIMOHHON  TaOIMIE
MIPEICTABIICHA CO CJICIYIONUMU TTapaMeTPaMH:

1) «Ums»;

2) «CepuitHblil HOMEPY;

3) «/leticTBUTENEH CY;

4) «JleiicTBUTENCH IO,

5) «/lelicTBuey.

«Y IOCTOBEPSIOIIUI

HEHTP»

B cronbue «JleiictBue» mHOOPMAIIMOHHOW TaOMMIIBI «Y TOCTOBEPSIONIANA IIEHTP»

B COOTBCTCTBYIOIIHUX OTACIbHOMY CepTI/I(l)I/IKaTy CTpOKax COACPKATCA CIICAYIOIIUC KHOIIKU

B3aMMOJIEUCTBHS C BBIOPAaHHBIM CEPTU(HUKATOM:

1) xHOMKa « Dy — knonka «Uudopmanusy npegHasHaueHa A1 OTOOPAKESHUS MTOTHON

UH(pOpMAIK O KOPHEBOM cepTU(UKATE;

2) KHOITKa «Hy - kHomnKa «CkauaTh» MpeJHa3HAYe€HA /JIsi COXPAHEHHUS KOPHEBOTO

ceprudukara Ha IBM anmunHHCTpaTOpa;

3) KHOIIKa «» — knonka  «Ynamure» IIPeIHA3HAYCHA JUI YOAJICHHS KOPHEBOTO

ceprudukara.
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B nanHOM 0Jsi0Ke Tak k€ NMPUCYTCTBYIOT KHONKHM «CKadaTh CIIHUCOK OTO3BAaHHBIX
ceptudukatoB» U «CreHepupoBaTh HOBBIM CEPTUPUKATY.

Knonka «CkadaTh CHHCOK OTO3BAaHHBIX CEPTU(PUKATOB» CTAHOBHUTCS JOCTYITHA
JUTST HaKaTHUS TOCJEe JO00aBICHUS XOTA-ObI OAHOTO cepTu(duKaTta W TpeaHa3HAYCHA
mia  ckaumBaHusg CRL-crmcka ypanmeHHBIX paHee (OTO3BaHHBIX) CepTHU(HUKATOB
B (hopmate «.pemp.

Knonka «CreHepupoBaTh HOBBI cepTU(UKAT» MpeAHAa3HAuUCHA [JIsl OTKPBITUS
crpanunpl  «Cepruduxar  Yaocrosepsromero ILleHTpa» 11 BBIIyCKa  HOBOTO

CaMOIIOAITMCAHHOT'O CepTI/I(i)I/IKaTa YAOCTOBCPAIOIICTO LICHTPA.

4.8.4.1.1. Crpanuna «Ceptudukar Y goctopepsitoiiero LlenTpay

Crpannna  «Ceptudukar  YaocroBepsromero  Llentpa»  (cm. puc. 203)

npeIHa3HayeHa JiJIsl BBITyCKa HOBOTO CepTU(UKATA yAOCTOBEPSIOLIETO IICHTpA.
Crpanuna «Ceptudukar Y nocropepsroniero Llentpa»

CepTuthMKaT YoocToEEpAKOLWero LUenTpa

DTAMEHT NONb30BATENA

W aapec nonb30BaTens

OONacTe WNK panoH

Russian Fedsration v

CTpaHna

RSA 2048 v

ANropMTM MOAMNCH

Puc. 203
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B Tabmuue 97 npuBeneHo omMcaHWe AJIEMEHTOB  cTpaHulbl — «CepTudukar

Y nocrosepsironiero Lientpay.

Tabnuua 97 — Onucanue 3nemMenToB cTpanullbl «Ceptudukar Y gocrosepstouiero Lientpay

DeMEHT

Onucanue

[Tone «Mma nnm anpec
xocTay*

[IpenHa3HaueHo sl BBOJIa UMEHH HITH aJIpeca CETEBOTO Y3IIa.
CootserctByeT atpubyTy «CN» B yHukanbHoM uMeHu (DN)
cepTudHKaTa

[Tone «Ha3Banue
Opra"mu3anumy*

[Ipenna3HaueHo i BBOJA Ha3BaHMs opranu3anii. COOTBETCTBYET
atpudyty «O» B yHukansHoM uMenu (DN) ceprudukara

[Tone «/lemaprameHt
MOJIb30BATEIIS»

[Ipenna3HaueHo A7 BBOJA Ha3BaHUS JICTIapTaMEHTa TI0JIh30BATEIIsI
opranu3zaiun. CoorBercTByeT aTpudyTy «OU» B YHUKAIBHOM UMEHH
(DN) ceptudukara

[Tone «IToutoBsIil agpecy

[IpennasHaueHo A BBOJA MOYTOBOIO a/Ipeca MOJIb30BATEI
opranuzaru. CooTBeTCTBYyeT aTpuOyTy «emailAddress» B
yaukanbHoM uMenu (DN) ceptudukara

ITone «I'opom»

[Ipenna3zHaueHo I BBOJA TOPOJIa Pa3MELICHUS TTOJIb30BATEIS.
CoortsetctByeT atpudyty «L» B yHHKansHOM uMeHu (DN)
ceprudukaTa

[Tone «O6nacTp MM paiion»

[Ipenna3znaueHo 151 BBOJa 00JACTH WIIM palioHa pa3MeEIIeHUs
nosab3oBareis. COOTBETCTBYET aTpUOyTy «S» B YHUKAIHHOM UMEHHU
(DN) ceptudukara

Brimanmaromuii Ciucox
«CtpaHnay

[IpennasnaueH U1t BbIOOpA OHOM U3 MPEICTaBICHHON B CIIUCKE
CTpaHbl pa3MelieHus nonb3osarend. CooTBeTcTByeT aTpudyTy «C» B
yaukanbHoM uMenu (DN) ceprudukara

Knonka «CrenepupoBathb
cepTuduKaT

[Ipenna3nauena 1y popMupoBaHus KopHeBoro ceptudukara Y1 mo
3alaHHBIM I10JIb30BaTCJIEM JAHHBIM

Brimanmaromuii Ciucox
«AJNTOPUTM MOJTUCHY»

[TpennazHaueH 1 ykazaHUs IPUMEHSEMOTro aaropuT™Ma MOANNUCH
(RSA nwmu GOST R 34.10 2001)

Kuomnka «Ormenay»

[TpennaznaueHa /st Bo3Bparta B mojpaszen «Brimyck cepruduxaton»
0e3 BeIIauM cepTH(UKATA U COXPAHEHHS BBEACHHBIX JTaHHBIX HA
CTpaHHULIe

* — JlaHHOe moJie 00s3aTebHO K 3armoyiHeHuI0. MIH(opMaliusa B TaHHBIX MOJISIX J0JDKHA ObITh YHHKAJIbHA
TUTSL CepTU(HUKATOB YIOCTOBEPSIONIETO IEHTPa

Ilocne

BBIIIyCKA  HOBOT'O cepTuduKara  yJOCTOBEPSAIOIIECTO LEeHTpa

B HWHGOPMAIMOHHON Ta0nuie «YIOCTOBEPSIONUN IIEHTP» TOSBUTCA WH(POPMAIIUS
o ceprudukare: uMs cepTuduKaTa, CCPHUHHBIA HOMEp, JaTa BBINTyCKa, JaTa HCTCUCHUS

CpOKa U JICUCTBUA, KOTOPHIE BOZMOXKHBI JJIsl pa0OTHI € cepTUduKaTom (cM. puc. 202).
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4.8.4.2. brok «3anpochkl Ha BbIJIauy cepTU(DUKATA»

brok «3ampocet Ha Beimauy ceptudukaray (cm. puc. 204) mnpemHa3HAUCH
111 00pabOTKH 3alpOCOB Ha BbIIayy CEPTHU(PHUKATOB U MPEJICTABICH B BUJE OJTHOMMEHHON
MH(GOPMALMOHHON TaOIHUIIBL.

Hns oOpaboTrkum  3ampoca  HeoOxoaumo  (aitnm  3ampoca  IOMECTUTH
B MH(QOpPMALMOHHYIO TabyuIly «3amnpochkl Ha BbIAady cepTU(dUKATa» C MOMOIIbIO KHOMOK

«Bp16epuTe daitnm» u «3arpy3uthb 3ampoc ceptuduxara» (cMm. puc. 205).

bnoxk «3anpockl Ha BbIjady cepTU(UKATA»

3anpockl Ha BblgaYy cepTMdMUKaTa

CyobexT LDenctene
BoiOepuTte dain | ®ain He BoidpaH 3arpy3uTh 3anpoc cepTudukaTa
Puc. 204

3anonHeHHas nH(OpMaLMOHHAas Tabnnia «3arpockl Ha BbIAYy CepTH(PHUKATA

3anpockl Ha BblAavy cepTUdMKaTa

CyOnekT NeicTene
sorvert Ov i
BriDepuTe chaidn | (ain He BeIOpaH 3arpy3uTe 3anpoc CepTUdMKaTa

Puc. 205
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B Tabnune 98 mnpuBeneHo omMcaHuEe 3JEMEHTOB OJoka «3ampochl Ha BbIAAUY

cepTudUKaTaY.

Tabnuma 98 — Onucanue 3meMeHTOB 0J10Ka «3ampochl Ha BeIa4y cepTU(hUKATA

DJIeMEHT Onucanue

Knomnka «Beibepure daiin» | [lpeanasnauena ans BeiOopa (aiina 3ampoca Ha Belgady cepTudukara

[Ipenna3HaueHa aJs TOMEIISHUS 3ampoca Ha BbIAady cepThuduKara B
nH(pOpMaAIMOHHYO TA0JIMITY «3arpockl Ha BBIAAYy cepTH(UKATAY IS
MOCJEAYIOLIEH €ro NOANUCH

0 Knonka «Mudpopmanus». [peqnasnauena ais oToOpakeHHs
nH(opMaIuu o 3ampoce Ha BeIIavy cepTuduKaTa

Knornka «3amnpoc Ha monydyenue ceprudukaray. [Ipennaznauena s
dbopMupoBaHus cepTudukaTa, MOAMNUCAHHOTO YIOCTOBEPSAIOIIUM
LICHTPOM.

Knonka «3arpy3uts 3ampoc
ceprudukaray

v [pumeuanue. [Ipy HaKaTHH Ha JJAHHYIO KHOIIKY 3aIpoC Ha MOJTy4YeHHUE
cepruduKaTa IpoBEPSETCs, U HA €T0 OCHOBE YIOCTOBEPSIONIUM IIEHTPOM
MPOU3BOIUTCS BBITYCK cepTH(UKATa KIIMEHTa ¢ TapaMeTpaMH, YKa3aHHBIMU
B 3anpoce. MadpopMmanus o ceprudukaTe moMeniaeTcs B HHPOPMAITHOHHYIO
Ta0nuIy «BeITaHHBIE CEPTUPUKATH)

(] [IpennaznaueHa s yaaJieHus 3arpoca Ha Beljady cepTudukara

4.8.4.3. bnok «Briianabie cepTuduKaThy

bnox «BbI1aHHBIE cepTu(UKaTH» (cm. puc. 206) MpEIHA3HAYECH
st oToOpakeHUs: MHGOPMAIMK B BHJI€ OJHOMMEHHOM HWH(POPMAIIMOHHON TaOIUIIBI
O BBIIAHHBIX cepTU(UKATaX U BBINOJHEHHUS ONepaluuid ¢ cepTU(PUKATAMU, BbIIAHHBIMU
YAOCTOBEPSIONMIMM IIEHTPOM Ha OCHOBAHWH 3aMPOCOB HA MOJIYyYCHHUE CePTU(UKATOB.

NudopmanmonHass Tabnuiia COAEPKUT  CIEAYIONIYI0  HUHGOpPMAIMIO:  UMS
ceprudukara, CCpuiHbIN HOMED, 1aThl HAYaJla © OKOHYAHUS TEUCTBUS, & TAK)KE BO3MOYKHBIC
omepanuu (JEHCTBUS) C KOHKPETHBIM BBIJAHHBIM cepThdukaroM. KHOMKM mpocMoTpa
JAHHBIX O BBIJJAHHOM cepTU(UKaTe, cCOXpaHeHus ceptudukara Ha IBM agmunucTtparopa,

yAaJieHus cepTrudukaTa coaep Karcsi B CTOIOIE NeUCTBHI TaOIUITHI.
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brok «Beinanubie cepTrdUKaTHI)

BelgaHHble CepTHMWKATEI

Mg CE[:IH MHEIA HO Mep [eWCTBMTENEH C [eWCTBUTENEH 00 OencTeHe
Aug 4 12:47:16 2023 GMT | Aug 3 12:47-16 2025 GMT | O H T

Ma

serverl 0

Puc. 206

B Tabmune 99  npuBeneHo — omuMcaHWe — JJEMEHTOB  Oyioka  «BblgaHHbIC

cepTu(uKaThD».

Tabnuma 99 — Onucanue snemMeHToB O10Ka «BbimanHbIe cepTHHUKATHD

DeMEHT Onucanue

Knonka «Mudpopmanus». [Ipeqnasnauena ais oToOpaXkeHHst MOTHON
nH(OpMaIuy 0 BBIJIAHHOM CepTH(hUKATE

Knomnka «Ckauatey. [IpennasnadueHa ajisi coxpaneHus cepTudukara Ha
OBM agMuHucTparopa

Knonka «Y nanute». [Ipennaznadena s yaajaeHus BbIIAHHOTO
cepTudHKaTa

Kuomnka « 0 »

Kuomnka « E »

Kuonka « ﬁ »

4.9. Paznen « KypHaib»

Paznen «KypHanbl» COOEpPXKUT CIEAYIOMIME MOAPA3ACIIbL:
1) «HacTpoiiku *KypHaIMpOBaHU»;

2) «KypHan MeKCeTeBOro FKpaHay;

3) «XKypHan oOHapyKEHHUS aTaK»;

4) «CucTeMHBI! POTOKOID).

4.9.1. Ilogpaznen «HacTpoiiku KypHaTUPOBAHUS

[Togpaznen  «Hactpoiiku  >xypHamupoBaHusi»  (cM. puc. 207) mnpeaHa3zHayYeH

11 yCTAaHOBKH MapaMeTpOB OTOOPaKeHUS U BEACHUS KypHAJIOB.
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[Toapaznen «HacTporku )KypHaIupOBaHUS»

| PyemMKoH LS

TIapaUETph: NPOCOTPa HypHan

Pasuiep XypHaIa, Npi KOTOPOM MPOSBOIMTES POTALYA(*1000" ~1KB, *1000KC ~1MB, “10M" ~10MB max 10MB)

oM

VRAIUTE APKUB YPHANOB

BOCCTAHOB/IEHVIE BA3b JAHHEIX MTOICHETA TPAGUKA-

Puc. 207

B rtabmume 100 mnpuBeaeHo omucaHue 3JeMeHTOB mojapaszaena «Hacrtpoiiku

KYPHATUPOBAHUSD.

Tabnuua 100 — Onucanue 3neMeHToB nojapasnaena «Hactpoiiku xypHamupoBaHUs»

DJIeMEHT Omnucanue
Yek6oke «CopTupoBath B
OGDATHOM XPOHOTOTHIECKOM Hpez[HziaHaqu TSl BBIOOpA BKITFOUCHHUSI/OTKITFOUCHUST COPTUPOBKH
HOAIKEY 3amuceld B 00paTHOM XPOHOJIOTHYECKOM TOPSIIKE
[Ipenna3znaueH it BBIOOpa KOJMYECTBA CTPOK 3aMUCEH HAa CTPaHUIIC.
JlocTymHbI 471 BBIOOpA CISAYIONIHNE TapaMeTPhI:
— «15»;
Brimanmaromuii Ciucox — «50»;
«CTpoK Ha CTpaHULIE» — «100»;
— «150»;
— «250»;
— «500»
ITone [Ipenna3znaueHo A BBOJIa KOJUYECTBA JAHEH, 32 KOTOpPbIE
«CoXpaHATh CBOJIKY IS COXpaHsETCs CBOJKA
Yek6oke «OTKITIOUNTH [IpennazHaueH ais BEIOOpA BKIIFOUSHUS/OTKITFOUCHUS (DYHKIIUN
KYPHAJTUPOBAHUE) KYPHAJTUPOBAHUS
UYexoOokcnl «CepBep [IpenHa3HaueHs! 11t BEIOOPA BKIIOYCHHSI/OTKITIOUCHHUS,
*nopsoxoeulil Homep™*» COOTBETCTBYIOIIETO YKA3aHHOMY MOPSIZIKOBOMY HOMEPY, cepBepa
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DeMEHT

Onucanue

[Tonst «Cepgep Syslog»

[Ipenna3HaueHsl A5 BBOJA ajjpeca U mopTa cepaepa «Syslog»
(B popmare: <IP-agpec>:<mopt>) 151 COOTBETCTBYIOIIETO CEPBEPA
(B BEIOpaHHOM CTpOKE ClieBa)

Yekbokc «BKIOUNTH
3epKaNupoBaHue Tpaduka
COB nHa ynaji€HHbII cepBep»

[Tpenna3HaueH Ui BKIIOYEHUS/OTKIIOUEHHS IEPeAayl KOUU
CEeTeBOTO MakeTa Mnpu cpabdarsiBanuu npasmia COB

Yexbokc «BKIIIOUUTH
nepeaady cooOIIeHUN B
dopmare CEF»

[IpennasHaueH JUIst BKIIIOYSHUS/OTKIIIOUEHHS (PYHKIIM TIepeaadu
coobmenuii B popmate CEF Ha ynanennsiit syslog-cepsep.

Ilpumeyanus:
1. CooO1ieHus TIEpeaaroTCs Ha BCe BKIIIOYCHHBIC Syslog-cepBephl,
HACTpOCHHEIE B MOsIX «Cepsep Syslogy.
2. CIMCOK TUIIOB COOBITHH, KOTOpKIC TIepeatoTcs B syslog-cepsep B
dhopmare CEF:
- CpabareBanne COB (JKypnanst — XypHan oOHapyKeHUS aTak);
- CpabatsiBanne MO (OKypnan — XKypHan MexceTeBOro 3kpaHa);
- 3ammyck/octanoB COB (Kypnair — CHucTeMHBIH IPOTOKOI);
- O6noBnenue npasms COB (Kypnan — CuctemHsbIi TpoTOKON);
- Bxon/Brixop monb3oBarens B BeO-uHTEpdEiic
(Kypnan — CucTeMHBIH TPOTOKON);
- U3menenune konguryparmm uepe3 Bed-uHTepderic
(Kypuan — CucteMHBIi poToKoa — CeKIus I3MEHEHUs! KOH(PUTypaIm);
- [loacuet konTponbHbIX cyMmMm (XKypran — CucTeMHBIiH
nporokon — [PCop);
- daiinmosas cucrtema 3anonaeHa (JKypran — CucTeMHBIH
nporokon — IPCop)

Knonka «CoxpaHuTb»

Hpe;LHa3Haqua AJId COXPAaHCHUS BBCACHHBIX PAHCC IMOJIL30BATCIICEM
HACTPOCK CCKIIMHU

ITone «Pa3mep xxypHana, npu
KOTOPOM IPOU3BOJUTCS
poranus ("1000" ~1kB,
"1000k" ~1MB, "10M"

~10MB max 10MB)»

[IpennasHaueHo A BBOJA MAaKCHMAIIBHOTO pa3Mepa KypHaia, pH
KOTOPOM IPOUCXOAUT €ro Mepe3aruch

Kunonka «Coxpanutb
HAaCTPOMKHU POTALIM

[Tpenna3HaueHa 1y COXpaHEHUs BBEJICHHBIX PaHee M10JIb30BaTeNeM
HACTPOEK IEpEe3anycH KypHaila

Knonka «Y nanuts apxuB
KYPHAJIOBY»

IIpennasznadeHa Ui yalieHUs apXyUBa )KypHAJIOB [10JIb30BaTEIEM

Knonka «Boccranosienue
0a3bl JaHHBIX [IOJCYETA
Tpaduka

[Ipenna3znaueHa A1 BOCCTAaHOBIIEHUS 0a3bl JaHHBIX TpaduKa B
W3/IeNIUU TIPU U3MEHEHUH CUCTEMHOI'0 BPEMEHH MOJIb30BaTelIeM

BPYYHYIO.

I[Ipumeuanus:

1. Bkitouenne GpyHKUMM mojcyera Tpaduka HaXOAUTCS HA CTPAHULIE
«Cocrosiane» — «Iloacuer Tpaduka» — «KoHdurypaius moacuera
Tpadukay.

2. Ilocne BoccTaHoBeHUs 0a3bl JaHHBIX MOZCYETa TpapHKa MPOU30HAET
yAaJeHne MOICYNTaHHOTO TpadrKa 3a Bce BpeMsl HCIIOTB30BAHUS H3/IETHS.
baza nanHbBIX TIOJIcUETa TpapHKa OUUCTUTCS U TPUMET K COCTOSIHUIO TI0
YMOJYaHHUIO
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4.9.2. ITogpaznen «KypHayn MEXKCETEBOIO YKpaHa

[Tompasnen

«KypHa;m MexceTeBoro

skpaHa» (cM. puc. 208) mpegHa3ZHAYEH

JJIA BBIBOJA O6HI€I‘O 0oT4ycTa 0 CUCTCMC 3a OHpCI[CHCHHBIﬁ IICPHUO.

[Tonpasznen «KypHan MeKCETEBOTO 3KpaHa»

IKypHAN MEXCETeBOr0 3KpaKa

HacTpoiikn

TlapameTps! (ounsTpaLmMm
unsTpaumio )

B Ttabmuue 101

MCIKCCTCBOI'O SKpaHa».

IIPUBCICHO

] 192.168.45.100 rop

192.168.45.12

Puc. 208

OIIMCaHHuC OJICMCHTOB rnoapasacia «}KypHaﬂ

Tabmuua 101 — Onucanue a3neMeHToB noapasena « KypHal MeKCeTeBOro 3KpaHay

DeMEHT

Onucanue

Brmmanaronuii cnucok «I"omy»

[Ipennasnauen 1t BbIOOpa 0TOOpakeHUs HH(POPMALIUY 32 YKa3aHHBIH
rof

Brinagaronmm crmcox

[Ipennasnauen 1t BbIOOpa 0TOOpakeHUs HH(POPMALIUY 33 YKa3aHHBIH

«Mecsi» MECHII
Brimanarommii cimcok [Ipenna3nauen a1 BbIOOpa oToOpakeHUs1 HH(MOOPMAITUH 32 YKa3aHHBIN
«JleHp» JCHb
Knormka [Ipenna3naueHa aJis BpIOOpa oToOpakeHus1 HH(pOpMAIMK Ha OJTUH

«IIpenpinyunii 1eHb»

JACHBb PAHLBUIC OT MPOCMATPHUBACMOTI'O

Knonka «Cnenyrommii 1eHb»

[Ipenna3naueHa aJis BpIOOpa oToOpakeHus1 HH(pOpMaIMK Ha OJTUH
JIEHb T03K€ OT MPOCMATPUBAEMOTO

Knonka «O0HOBIEHUEY

[Ipenna3naueHa ajis OOHOBJICHHS OTOOPaKEHHON MH(MOpMAIUH IS
BBIOPAHHOTO MEPUOJIa BPEMEHH

Knonka «39kcnopm»

[Ipennasnauena st skcnopta Ha OBM anMmuHucTpaTropa
OTCOPTHPOBAHHBIX (OTOOPAXKEHHBIX B JAHHBII MOMEHT Ha CTPaHUIIC)
JTAHHBIX B TEKCTOBOM BHjE B hopmare «.daty




243

HIIEII.465614.002PI1
DeMEHT Onucanue
[Ipenna3znaueHa juist 3KCOPTa BCEX JAHHBIX C MOMEHTA MEPBOTO
Knormxka 3armycKa u3/eus B BUJIE apXUBa «.Zip». 3amucu Oy IyT MpeCTaBICHBI

«IKCHOPT BCEX 3aIUCE»

B TEKCTOBOM BHUJIE€ W/WIH B opMaTe «.2z» JUIsi BHyTPEHHUX apXHUBOB C
JIOTaMHU

Yexbokc «BKIIOYUTE
(bUIBTpaINION

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIIUN
(GUIBTpaK 110 33JAHHBIM ITOJIL30BATENIEM KaTETOPHIM

Knonka «CoxpaHutb»

[IpennasHaueHa 1y COXpaHeHHsI BHIOPAHHBIX MOJIb30BATEIEM
HACTPOeK (hUIbTPAIII

Knonka «BoccTaHOBUTE
Ha4YaJIbHBIC yCTaHOBKI/I))

[Ipenna3HaueHa 11 BOCCTAaHOBJIEHUS HA U3JICJIMM HACTPOEK
GUIBTPAIUY 110 YMOTYAHUIO

YekOoxc «Bpems»

[IpennaznaueH aJ1s BHIOOpA BKIIOUEHUS/OTKIIIOUCHHS (DUITBTPALIMH 110
YKa3aHHOMY I10JIb30BATCIICEM BPCMCHU

ITona «Bpemsi»

[Tpenna3HaueHs! UIst BBOAA NEPUOJIAa BPEMEHH, IO KOTOPOMY OyAyT
BBIOpaHBI U OTOOPAXKEHBI pe3yNIbTaThl (PUIbTpaALK KypHaia. [lepBoe
noje (BepxHee) NpeHa3HaueHo JUIsl BBOAA HAYaIbHOTO 3HAUCHMSI
nuarnaszona. Bropoe nose (HuxHee) mpeHa3HauYeHo ISl BBOJA
KOHEYHOI'0 3HAUYEHUS IMarna3oHa.

I[Ipumeuanue. B qannbpIe most BpeMsi HEOOXOIUMO 3aMKCHIBATH B
CIeyIoneM GpopMaTe: Yachl/MUHYThI/CEKYH/IbI, 3aIMCAHHBIC YEPEe3 «:»
(x mpumepy: «13:31:59»)

YekoOokc «Ilenmoukay

[IpennasHaueH 1t BBIOOpA BKIIOUEHUS/OTKIIOYCHUS (HIIBTPALIUH 110
YKa3aHHOMU T0JIb30BaTENIEM [IENOYKE

ITone «Ilemoukay

[Ipenna3zHaueHo A BBOJIA LIETIOYKH, IO KOTOPOM OYIyT BHIOpaHBI U
O0TOOpaKEHBI PE3YIbTAThl (DUIIBTPAITUH KypHasa

YekoOokc «HTEpdEiicn

[Ipenna3naueH a1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (DUITBTPALIMH 110
yYKa3aHHOMY I0JIb30BaTeNIeM HHTepEiCy

[one «uTepdeiic»

[Ipenna3znaueHo ajst BBoja uHTepdeiica, mo KOTopomy OyayT
BBIOpaHBI U OTOOPAXKEHBI PE3yIbTaThl (PHIBTPALIMH KypHATIA

YekOoxc «IIpoTokom»

[IpennaznaueH a1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (DUITBTPALIMH 110
YKa3aHHOMY I0JIb30BATEIEM MPOTOKOIY

[Tone «IIpotokom»

[Ipenna3zHaueHo i BBOJA MPOTOKOA, IO KOTOPOMY OYyIyT BHIOpAaHBI
U 0TOOpa)XEeHbI pe3yJIbTaThl (GUIBTPALMHU KypHAJIA

Yexookc «MAC-aapec»

[IpennaznaueH a1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (DUITBTPALIMH 110
yKa3aHHOMY mnoJsib3oBareneM MAC-anpecy

[Tone «MAC-aapec»

[Ipennaznaueno nist BBoga MAC-anpeca, mo KOTOpoMy OyIyT
BBIOpaHBI U 0OTOOPAXKEHBI PE3yIbTaThl (PUIBTPALIMH KypHATIA

YekOokc «Aapec HCTOUHHKA»

[Ipenna3naueH a1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (DUITBTPALIMH 110
YKa3aHHOMY I0JIb30BATEIIEM aJIpecy UCTOYHUKA

[Tone «Axapec uCTOUHUKAY

[IpennazHaueHo 1si BBOJIA a/ipeca HCTOYHHKA, I10 KOTOPOMY OyayT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTAThl (DUIBTPAINH JKypHAIA

YexOokc
«Anpec Ha3HAYEHUSD)

[IpennasHaueH 1t BEIOOpaA BKIIOUEHUS/OTKIIOYCHUS (QHIIBTPALIUH 110
YKa3aHHOMY I0JIb30BaTeJIeM aJIpecy Ha3HAYCHUS

[Tone «Anpec Ha3HAYEHU D)

[IpennasHaueHo A5 BBOJA aapeca Ha3HAYCHUS, TI0 KOTOpOMY OyayT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTAThl (DUIBTPAINH JKypHAIA

YekOoxkc «IlopT nctoununkar»

[IpennasHaueH 1t BBIOOpA BKIIOUEHUS/OTKIIOYCHUS (HIIBTPALIUH 110
YKa3aHHOMY I0JIb30BaTEIEM IOPTY UCTOYHHKA

ITone «Ilopt ucrounuka»

[IpenHa3HaueHo A5 BBOJA MOPTA HCTOYHUKA, IO KOTOPOMY OYIyT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTAThl (DUIBTPAINH JKypHAIA




244
HITEIIL465614.002PT1

DIeMEHT Onucanue

[IpennazHaueH ass BEIOOpA BKIIIOUEHUS/OTKIIOYCHUS (PUITBTPALIUU IO
yKa3aHHOMY I0JIb30BaTeIeM MOPTY Ha3HAUCHUS

[Ipenna3HaueHo [1si BBOJIA IOPTA HA3HAYCHUS, TI0O KOTOPOMY OYIyT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTATHl (DUIBTPAIMH JKypHAIA

YexOoxkc «I[lopT Ha3HAUCHU S

[Tone «Ilopt Ha3HAUEHUS

Brimanmaromuii Ciucox [Ipenna3znadeH 11t BBIOOpa MPOCMATPUBAEMOM CTPAHUIIBI B
«Ctpanunay uH(hopMannoHHoH Tabmuile «KypHaia MeKCeTeBOro SKpaHay
[Ipenna3naueHa ajs nepexojia Ha BHIOpAHHYIO paHee MoJIb30BaTelIeM
Knomnka «Ilepeiitu» (Beimanaromnuii cniricok «CTpaHuiia») CTpaHuIly B THGOPMAITMOHHON

tabmmie «KypHal MeKCETeBOT0 IKpaHay
Nudopmannonnas tabiuua | [lpeanasnadena s oToOpaxeHUs MOIb30BATENIO OTUETa O CUCTEME.
«KypHan MeXKCeTeBOTO Nudopmanus B Tabnuiie OyneT OTCOPTHPOBaHA COTIIACHO HACTPOMKaM
JKpaHay (UITBTpAIIMU TIOJTB30BATES

4.9.3. Tlonpaznen «KypHasr 0OHapyKEHHS aTaKk»

[Toppaznen «Kypnan oOHapyxenuss arak» (cMm. puc. 209) mnpegHazHayeH

st oroopaxenus xypHaina COB.

[Tonpaznen «KypHan oOHapyKEHHS aTaK»

PYBWMKOH

XKyPpHan 0BHAPYWEHHA aTak

HacTporinu

crmoure o cox v

MapameTpsi punLTPaLMM

CIOMT TVl COXPAHITL | BOCCTAHOBMTH HAYATbHBIE YCTAHOBKI

Bpews (OHavansHoe Bpem ViR (] Tund Anpec mcrounnka (]
KoHeuHoe BpeMa NMproputer] sin0d Anpec Hastavesnal]
MapameTps! COPTHPOBKM
Bpema O ABpeC Apec sd O COXPAHWTL
CTONHUKA Hasnavenns
Crpatnuy NEPEATA
Puc. 209

B Ttabmume 102 npuBeneHo omucaHue dneMeHTOB — mozpasnena  «OKypuan

OOHapY>KEHHS aTaK.
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Ta6muma 102 — Onucanue 35eMeHTOB noapaszena « KypHan oOHapyKEeHUsI aTak»

DJIeMEHT

Onucanue

Brimamarommii crincok «I ooy

[Ipenna3naueH a1 BIOOpa oToOpakeHUsT HH(MDOPMAIUH 32 YKa3aHHBIN
roj

Brinagaronmmn crmcox

[IpennasnaueH 1t BbIOOpa 0TOOpakeHUs WH(POPMALIUY 33 YKa3aHHBIH

«ITpenpinyminii 1eHb»

«Mecsi» MECHII
Brinagarommii crimcok [IpennasnaueH 1t BbIOOpa 0TOOpakeHUs WH(POPMAILIUY 33 YKa3aHHBIH
«JleHb» JIEHb
Knonka [IpennasnaueHa s BeIOOpa 0TOOpaxKeHuss HHPOPMALIMU HA OJITUH

JICHb PaHbIIE OT MPOCMATPHBACMOTO

Knonka «Cnenyromuii 1eHb»

[IpennasnaueHa s BbIOOpa 0TOOpaxKeHuss UHPOPMALIMU HA OJIUH
JICHB TI03K€ OT MPOCMATPHUBAECMOTO

Knonka «O0HOBIEHUEY

[IpennasHaueHa st 0OHOBICHHS OTOOpAXKEHHONW MHPOPMALIUH JUIS
BBIOPAaHHOT'O NIEPHOA BPEMEHU

Knonka «9xcnopm»

[Ipenna3nauena nus s3xkcnopra Ha OBM angMuHucTparopa
OTCOPTUPOBAHHBIX (OTOOPaKEHHBIX B IAHHBIH MOMEHT Ha CTPAHHUIIC)
JAHHBIX B TEKCTOBOM BHjE B popmare «.daty

Kuomka
«DKCIOPT BCEX 3aIUCEID»

[Ipenna3zHaueHa A SKCNOPTa BCEX JAHHBIX C MOMEHTA MEPBOTO
3aIrycKa U3/IeNus B BUJIE apXHBa «.Zip». 3anucu OyAayT MpeiCcTaBIeHbI
B TEKCTOBOM BH/JI€ W/WH B (hopMaTe «.gz» AJi BHYTPEHHUX apXHBOB C
Joramu

Yexbokc «BKIIOYUTE
(bUIBTpAIIION

[IpennasHaueH U1t BbIOOpA BKIIOUEHUS/OTKIIOYCHUS (DYHKIUN
(GUIBTpaIUK 110 33JAHHBIM ITOJIH30BATENIEM KaTETOPHIM

Knonka «CoxpaHuTb»

[IpennasHaueHa 1y COXpaHEHHs BHIOPAHHBIX MOJIb30BATEIEM
HacCTPOeK hUIbTPAIII

Kuomnka «BoccTtaHoBUTH
HaYaJIbHBIC YCTAHOBKI

[Ipenna3znaueHa Jyisi BOCCTAaHOBJICHHS Ha U3EIMHA HACTPOEK
GbuIbTpaIUK 10 YMOTYAHUIO

YekOoxc «Bpems»

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIOYCHUS (MIIBTPALIUH 110
yYKa3aHHOMY I10JIb30BaTeIeM BPEMEHHU

[Tonsa «Bpemsi»

[IpenHa3HaueHs! Tl BBOJIA TIEPUOIa BPEMEHH, [0 KOTOPOMY OyIyT
BBIOPAHBI U OTOOPAKEHBI Pe3yJIbTaThl (GUIbTpaIuu xypHaia. [lepBoe
I1IoJIe (BerHee) npeaHa3HauCHO AJid BBOJAa HAYAJIIbHOI'O 3HAYCHUA
nuariazona. Bropoe mose (HmkHee) mpeHa3HaueHo I BBOJA
KOHEYHOTO 3HAYCHHSI TUaria30Ha.

IIpumevyanue. B naHHbIe M0 BpeMsi HEOOXOIMMO 3aIMCHIBATh B
crenyroneM GopMare: 4achl/MUHYThI/CEKYH/IbI, 3aIIMCAHHBIC YePe3 «:»
(x mpumepy: «13:31:59»)

Yexooxc «Umsi»

[IpennasHaueH 1t BBIOOpA BKIIOUEHUS/OTKIIOYCHUS QMIIBTPALIUH 110
YKa3aHHOMY I0JIb30BaTeIeM MMEHH ITPaBUIIa

ITone «ma»

[Ipenna3HaueHo A BBOJA MMEHU MPaBHIIA, 10 KOTOPOMY OyITyT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTAThl (DUIBTPAIMH JKypHAIA

Yeko6oxkc «IIpuopurter»

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIOYCHUS (HIIBTPALIUH 110
YKa3aHHOMY I10JIb30BaTeIeM IIPHOPUTETY

[Tone «ITpuopurer»

[IpenHa3HaueHo 1l BBOJIA IPUOPUTETY, IO KOTOPOMY OYIyT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTAThl (DUIBTPAINH JKypHAIA

Yekookce «Tum»

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIOYCHUS (QHIIBTPALIUH 110
YKa3aHHOMY I0JIb30BaTEIEM THITY, K KOTOPOMY OTHOCHTCSI IPABUIIO
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DeMEHT

Onucanue

Ilone «Tum»

HpezLHa3Haquo IJid BBOJIa TUIIA, K KOTOPOMY OTHOCHUTCS IIpaBUJIO, 11O
KOTOpOMY OyIyT BBIOpaHBI U OTOOPaKEHBI PE3YIbTAThl (DUIBTPAIIUN
KypHaIa

Yexooxc «SID»

[IpennaznaueH a1 BBIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (DUITBTPALIAH 110
yKa3aHHOMY nosib3oBarenem SID

ITone «SIDy»

[Ipennasnaueno ans BBoja SID mo koropomy OyayT BEIOpaHbI U
0TOOpaKeHBI Pe3yNbTaThl PUIBTPALUH KypHaIa

YekOokc «Aapec HCTOUHHKA»

[IpennasHaueH 1t BBIOOpA BKIIOUEHUS/OTKIIOYCHUS (DHIIBTPALIUH 110
YKa3aHHOMY IT0JIb30BaTeJIeM aJIpecy UCTOUHHKA

[Tone «Anpec uCToUHUKaY

[Ipenna3HaueHo A5 BBOJA aapeca HCTOYHHUKA, I10 KOTOPOMY OyIyT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTAThl (DUIIBTPAINH JKypHAIA

Yex0Ookc
«Anpec Ha3HAYEHUSD)

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIOYCHUS (MIIBTPALIUH 110
YKa3aHHOMY I0JIb30BaTeJIeM aJIpecy Ha3HAYCHUS

[Tone «Anpec Ha3HAYEHUS»

[IpennasHaueHo A5 BBOJA aapeca Ha3HAYCHUS, TI0 KOTOpOMY OyayT
BBIOPAHBI M OTOOPAKEHBI PE3YJIbTAThl (DUIBTPAINH JKypHAIA

YexkOOKChI
«ITapameTpbl COPTHPOBKM»

[IpenHa3HaueHs! 1Tt BEIOOPA BKIFOYCHHSI/OTKIIIOUEHUS OJTHOTO U3
MIPEICTABICHHBIX BUIOB COPTUPOBKH. [[71s1 BEIOOpA TOCTYITHBI
CIIETYFOIINE YEKOOKCHI:

— «Bpemsy;

— «AJZlpec UICTOYHUKAY;

— «Anpec Ha3HAUYCHUSD;

— «sid».

Jliist coxpaHeHwsl BBIOOpa MOJIb30BaTENS HEOOXO0IMMO MOCIIe HAXKAaTh
crpaBa OT 4eKOOKCOB KHOMIKY «COXpaHUTB)

Brimanmaromuii coiucok
«Ctpanuiiay

[IpennasHaueH 1t BbIOOpa MPOCMATPUBAEMOI CTPAHHIIBI B
nHpopmarmonHoM Tabauie «KypHana oOHAPYKEHHUS aTaky

Knomnka «Ilepeittn»

[IpennasHaueHa Ui nepexo/1a Ha BEIOPaHHYIO paHee MOJb30BaTeIeM
(Bemapmaromuit ciucok «CTpaHuIay) CTpaHUIly B HHGOPMAIIMOHHON
tabuie «KypHan oOHapy>KEHUs aTak»

Nudopmanmonnas tadbimia
«Kypnan oGHapy>keHHS
aTaK»

[TpennasHaueHa JiyIs OTOOpaXKeHHUS MOJIB30BATEIII0 OTYETA O
3a(MKCUPOBAHHBIX CUCTEMOM coObITuid. HbOpMarus B Tabmuie
OyzleT OTCOPTUPOBaHa COTJIACHO HACTPOMKaM (DUIIbTpaIIuu
10JIb30BATEIs

4.9.4. ITogpaznen « CHCTEMHBIA TPOTOKOID

[Tompasnen «CucremHbIit MIPOTOKOII» (cm. puc. 210) MpeIHa3HAYEH

JUISL OTOOpaskeHUsl COOOIIIEHH M 00 omMOKaxX U3AeNnsl, a TAK)KE OTOOPaKEHHS BCEX COOBITUI

(GYHKIIMOHUPOBAHUS U3AEITHSI.
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[Tonpaznen «CUCTEMHBIN TPOTOKOI

PYBUKOH

CHCTeMHLIA NpoToken

Hacrpoiikn

TapameTps! ANETPaLAM

r
La

o

BKCMOPT BCEX 3AMMCEN | 3KCMOPT CTATUCTUKM

BOCCTAHOBUTH HAYATIBHBIE YCTAHOBKM

0 OMnbTP M0 kio4es0My CroBY foglog.dat

ERROR (/ogi-bin/ca.cgi). "OpenSSL Bbizsan OMGKY: 1403261 11618368:eror:02001002:system library-fopen:No such file or directory:../crypto/biolbss_file.c:69:fopen(&#039:varlipcop/private/oakey pemB#039; &#039:r&#039;)
140326111618368:6rror-2006D080:BIO routines:BIO_naw_fila:no such file:. /erypto/bio/bss_fils.c:76:

Puc. 210

CeRuua IPCop v

BrniouTs PunsTpauiol) COXPAHNTH

Bpews a HauansHoe spemsa
KoteuHoe Bpems

(QUENIERIRY NEPEATIA

Bpeums Cexuus Coobluetine

16:20:37 ipcop user: result: 401 192.168.2.254 GET /cgi-bin/ Basic auth failure.

16:01:01 ipcop ftpproxy regular test

16:01:01 ipcop squid regular test ..

16:01:01 ipcop snort regular test

16:01:01 ipcop hitpd reguilar test

16:01:01 ipcop Filssystem regular test

16:01:01 ipcop Checksum errors regular test ..

16:00:10 ipcop chacking checksum KOHTpONbHbIE CyMMbl OK

15:3¢:41 ipcop

15:01:02 ipcop fipproxy regular test ...

15:01:02 ipcop squid regular test

15:01:02 ipoop snort regular test

15:01:02 ipcop httpd regular test

15:01:02 ipcop Filesystem regular test

15:01:02 ipeop Chacksum errors regular test

MIPOTOKOID.

tabnuue 103 mnpuBeAeHO OMMCaHME DSJIEMEHTOB MOIpa3zesa

«CHUCTeMHBIH

Ta6muma 103 — Onucanue 3eMeHTOB nojpaszena « CHCTeMHBINA MPOTOKO»

DieMeHT

Ornucanue

Brmmanaronmii cnucok «I"omy»

[IpennasnaueH 1t BbIOOpa 0TOOpaKeHUs HH(POPMAILIUY 32 YKa3aHHBIH
rof

Brinagaronmm crmcox

[Ipennasnauen 1t BbIOOpa 0TOOpakeHUs WH(POPMALIUY 32 YKa3aHHBIH

«Mecsi» MECHII
Brmagaromuii Crimcok [Ipennaznauen ass BbIOOpa 0TOOpakeHHs] HHPOPMAIIIH 32 YKa3aHHBIN
«JleHb» JIEHb
Knornka [IpennaznaueHa ams BeIOOpa 0TOOpaxkeHusI HHPOPMAIIHH HA OJIUH
«IIpenpraymuii 1eHb)» JIEHb PaHbIIIE OT MPOCMATPHUBAEMOTO

Knonka «Cnenyrommii 1eHb»

[IpennasnaueHa s BeIOOpa 0TOOpaxkeHuss HHPOPMALIMU HA OJTUH
JICHB TI03K€ OT MPOCMATPHUBAECMOTO

Knonka «O0HOBIEHUEY

[IpennasnaueHa s 0OHOBICHHS OTOOpAXKEHHON MHPOPMALIUH JUISI
BBIOPAaHHOT'O NIEPHOJA BPEMEHU

Knomnka «9kcmopt»

[Ipennasznauena st sxcnopra Ha OBM agmunucTpaTopa
OTCOPTUPOBAHHBIX (OTOOPaKEHHBIX B IAHHBIH MOMEHT Ha CTPAHHUIIC)
JTAHHBIX B TEKCTOBOM BHjE B popmare «.daty

Kuomnka
«IKCHOPT BCEX 3aIUCE»

[Ipenna3HaueHa ajsi KCIIOPTA BCEX JAHHBIX C MOMEHTA TIEPBOTO
3aIycKa U3JIeTUs B BUJIC apXHBa «.ZIp». 3anmucu OyayT IpeIcTaBICHbBI
B TEKCTOBOM BH/I€ W/WH B (hopMaTe «.gz» AJis BHYTPEHHUX apXHBOB C
JOTaMu
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DeMEHT

Onucanue

Knonka
«OKCIOPT CTATUCTUKH»

[IpenHa3HaueHa ajsl SKCIIOPTA CTATUCTUKHU C TaHHBIMH Ha TEKYIIUN
MOMEHT BPEMEHH B BHJIC apXHBa «.zip». B apxuBe, B popmare «.logy,
OyIyT HaXOJIUTHCS cleayronue Gailiibr:

— «chksum» (KOHTpOJIbHBIE CYMMBI);

— «netstatusy (MH(pOpMAaIUs 0 ceTn);

— «nftables» (nadopmanus o nmpaBuirax MD);

— «status» (MH(pOpPMAIIHSI O COCTOSTHHH CHCTEMBI);

— «sysinfo» (nHpOpMaIUs 0 cucTeme)

Brinagaronmmn crmcox

[IpennasHaueH 1t BEIOOpA OJHOTO U3 MapaMeTPOB (GHIIBTPALUN

«Cexknusa»
YekOokc «BriounThb [IpennasHaueH 1t BbIOOpA BKIIOUEHUS/BBIKIIIOUSHNS (DUIIBTPALIUU 110
(UIBTpALUION 3aJJaHHBIM KaTeropusM

Knonka «CoxpaHutb»

IIpenna3zHaueHa juist COXpaHEHUSI BHECCHHBIX U3MEHEHUI B HACTPOUKHU
(WIBTpALIUY M10JIb30BATENIEM

Knonka «BoccTaHOBUTE
Ha4YaJIbHBIC yCTaHOBKI/I))

[TpennasHayeHa 1y BOCCTAHOBJICHHUS B U3JEIUH HACTPOEK 110
YMOJIYaHHUIO

YekOoxc «Bpems»

[IpennaznaueH aJ1s BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS (DUITBTPALIMH 110
YKa3aHHOMY I10JIb30BATCIICM BPCMCHU

ITone «HawansHOE Bpemsi»

[Ipenna3zHaueHo I BBOJA HAYAIBHOTO 3HAYCHHUS THAMa30HA
BpPEMEHHU, 10 KOTOPOMY OYIyT BBIOpPAHBI U OTOOPAKEHBI PE3yIbTaThI
buIBTpaIuu XypHaa.

[Ipumeuanue. B qanHOe mose BpeMs HEOOXOIUMO 3aIMCHIBAT B
CIeyIoneM GpopMaTe: Yachl/MUHYThI/CEKYH/IbI, 3aIMCAHHBIC YEPE3 «:»
(x mpumepy: «13:31:59»)

ITone «Koneunoe Bpemsi»

[Ipenna3HaueHo A5 BBOJA KOHEYHOTO 3HAYCHHS JMara3oHa BPEMEHH,
0 KOTOpOMY OyAyT BBIOPAHBI U OTOOPAKEHBI PE3YJIHTATHI
(GMIbTpauy XypHaa.

IIpumevyanue. B nanHOe moje BpeMs: HEOOXOIMMO 3aMUCHIBATh B
creayroneM GopMare: 4achl/MUHYThI/CEKYH/IbI, 3aIIMCAHHbIC YePe3 «:»
(x mpumepy: «13:31:59»)

YekOokc «PUIbTp 1O
KIIFOUEBOMY CIIOBY»

[IpennasHaueH 1t BEIOOpA BKIIOUEHUS/OTKIIOYCHUS (HIIBTPALIUH 110
YKa3aHHOMY I0JIb30BaTeIeM KIIIOUYEBOMY CIIOBY

ITone «®PunpTp MO
KIIIOUYEBOMY CIIOBY»

[Ipenna3zHaueHo aJis BBOJIa KJIFOUYEBOTO CJIOBA

Brimmanmaromuii ciucok
«Ctpanuiiay

[IpennasHaueH 1t BbIOOpA MPOCMATPUBAEMOI CTPAHHIIBI B
nHpopmarmoHHoM Tabauie «CHCTEeMHBINH TPOTOKOI

Knomnka «Ilepeittn»

[Ipenna3HaueHa ams mepexoja Ha BEIOpAHHYIO paHee MOoJIb30BaTelIieM
(Bemapmaromuit ciucok «CTpaHuIay) CTpaHuIly B HHGOPMAIIMOHHON
tabsuie «CUCTEeMHBIH TIPOTOKOI)

WNudopmannonnas Tadnuma
«CHCTEMHBIN TPOTOKOI

[Mpenna3HaueHa a1t 0TOOPAKEHHS MOJTB30BATEIIO OTYETa O

coo0mIeHnAx 00 omunoOKax B U3AEIIHH, a TAKXKE OTOOPaKEHUs BCEX
coOpITHH ero pyHkmonupoBanus. Mapopmanms B Tabnuie Oyner
OTCOPTHPOBAHA COTJIACHO HACTPOHKaM (PHIBTPAIMH [TOJIH30BATEIS
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5. IECTBU TMOCJIE CBOEB U OILIMBOK SKCIIJIYATAILIUU

B xone skcmmyaTtanuu u3fenus MOTYT BO3HUKHYTh COOM M JOMYCKAaThCSl OLIMOKHU
AKCILTyaTaIliH.

COomu B paboTe u3aennst MOryT BO3HUKHYTh BCJIEICTBUE:!

1) oTkaza o6opyoBaHUS;

2) cb6oeB B paboTe MPOrpaMMHOIO OOECIICUEHUS;

3) BHECEHUS HEKOPPEKTHBIX W3MEHEHWI B HACTPOMKM KOHPUTYpalluu YCTpOMCTBa
U pealin3yeMbIX YCTPOUCTBOM (PyHKIIMI O€30MaCHOCTH;

4) HapymieHH Topsiika paboThl C  YCTPOWCTBOM U pEXKHMMA IKCIUTyaTalluH,
ompeneneHHbIXx  [lomuTHKON  0€30MacCHOCTM W OKCIUTYaTallMOHHOW  JOKyMEHTaIeH

Ha U34CJIUC.

Hannuue c6oeB u Hemosnagok B paboTe U3AETUS MOKET ObITh UACHTU(DUIIMPOBAHO
MO CIIEAYIONINUM MpPU3HAKAM:

1) coobmennss 06  ommOkax  (TEKCTOBBIE  COOOIIEHUs),  OTOOpakaeMbIe
B BeO-unTepdeiice OBM agmunmcTparopa (1oiap3oBaress);

2) OTCyTCTBHE OTKJIMKA YyCTpoiicTBa uepe3 BeO-uHTepdeiic DBM ammunucTparopa
(momp30Barest), coodieHus Opay3epa 00 OTCYTCTBUH CBSI3U C YCTPOICTBOM;

3) cooOrieHns CpeCTB MOHUTOPHHTA 3alUIIAeMONl ceTh 00 OTCYTCTBHM OTKIIMKA
OT YCTPOMCTBA;

4) coobmienus 06 oTkaze nporpammuoro sapa [0 uznenusi, orodpaxaembie B KOHCOJIU
BOCCTAHOBJICHUS.

[Ipumeuanue. JlocTymHble ISl M3AEIHS THUIIOBBIC COOOIIEHUS TPU BO3HUKHOBCHHMU aBapHMHBIX
CHUTyallWii, a TaKKe MEepPEUeHb COOOIICHWH 00 ommMOKaXx W MPEeAyNpPEeKICHUN MPEACTaBICHBI TMOIPOOHO
B pazzene «TekcTtoBbie cooOmeHus» pykoBoacTsa anmuauctparopa HITEIL465614.002PA.

[Tpu mosiBIeHNM MPU3HAKOB COOS WIIM HEMOJIAI0K PEKOMEHAYETCs CleAyIolIee:

1) BoccTaHOBUTH MPOTrPaMMHBIE HACTPOMKU M3IEHSL, UCTIONB3Ys (PYHKIIMIO pE3ePBHOIO
KorupoBaHus (cMm. 1. 4.2.5 HaCTOSIIErO TOKYMEHTA);

2) nepeycranoButh [10 u3nenus cormacHo moapaszaeny «lIpouenypa mepeycraHoBKU
[1O» pyxoBonctBa agmuauctparopa HITEI.465614.002PA.
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Bo3moxHbl mepesarpy3ku o0opyaoBaHus ¢ ycraHoBieHHbIM [1O  wuznenus,
BbI3BaHHbIE cOOsiMH B mnuTaHud. [lpm KpaTkoBpeMeHHOM cOoe H3Iene MOKET
nepe3arpy3uTbcsi CaMOCTOSATEIBHO, HO Yallle BCEro TPeOYyeTCsl BKIIIOUEHUE BPYUHYIO.

[Ipn BBIKIIIOYEHUM W3IAEIUSA COXPAHAKOTCA HACTPOMKM U COCTOSIHUE CEPBUCOB,
KOTOpPbIE aBTOMATHUYECKH BOCCTaHABIMBAKOTCS Nocie 3amycka. OIHAaKo sl KOHTPOJI
OIMOOK pPEKOMEHIyeTcsd He paHee deM uepe3 30 ceKyHJ Iocie 3alycka BpYUYHYHO
IIPOBEPATH COCTOSHUE 3AITYLICHHBIX CEPBUCOB.

B ciydae nponomkenust npoOiem ¢ paboTOH yCTpONCTBA €ro cileAyeT HallpaBUTh
JUIsl AMArHOCTUKH M YCTPAHEHUs HEUCIPABHOCTEW B aBTOPU30BAHHBIN CEPBUCHBIN LIEHTP

npeanpuatus-usroroutens (AO «HIIO «Duenon»).
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[TPUJIOXKXEHUE 1.
IIEPEYEHD IIPUHATHIX TEPMUHOB U COKPAIIEHNIA

(anen. Country) — Ha3BaHHE CTPAHbI

(anen. Common Address Redundancy Protocol) — mpoTokon
pe3epBUpPOBaHUs OOIIETO aapeca

(anen. Certified Information Security Systems Professional)

— cepTU(UIIMPOBAHHBIN CIIEIIUATHNCT M0 HH(POPMAIIMOHHOM O€30TTaCHOCTH
(anen. Common name) — CTaHAAPTHOE UMS

(anen. Classroom Extension) — pacimmpeHue TpyIi KJIaccoB IO
yIPaBICHUIO
(anen. Distinguished name) — yHUKaJIbHOE UMS

(anen. Dead Peer Detection) — MmeTo 0OHapy>KeHUsI HEPAOOTAIOIINX
OJTHOPAHTOBBIX HHTEPHET-KITIOUEH

(ane. Encapsulating Security Payload) — mpotokoin obecrieunBaet
KOH(UIEHITMAILHOCTH (IM(poBaHue) nepeaapaeMor nHGOpMaluy U
OrpaHUUYCHHE MOTOKA KOH(UACHIINATHHOTO TpaduKa

(anen. Generic Routing Encapsulation) — IpOTOKOJI TYHHETTUPOBAHUS
CETEBBIX MAKETOB, KOTOPHII MHKATICYJIMPYET MaKEeThl HEKOTOPHIX IPOTOKOJIOB
CETEBOT0 YPOBHS B MAKETHI IPYTHUX MPOTOKOJIOB

(anen. Internet Key Exchange) — ynpapisommii IpoTOKOJI Habopa
npoTokosioB [Psec, ncnomnb3yercs A odecrieueHns 3aIuIeHHOro
B3aUMOJICHCTBHS B BUPTYAIBHBIX YaCTHBIX CETSIX

(anen. Locality) — MecToHaxoxeHne

(anen. Lempel-Ziv-Oberhumer) — allrOpUTM CXKaTHUsl JaHHBIX 0€3 MTOTEPh
(anen. Maximum transmission unit) — MaKCUMAJIbHBIN pa3Mep MmaKeTa
(anen. Organization) — opraHuzanus

(anen. Organization unit) — noJpa3/ieIieHUe OpraHu3aluu

(anen. Perfect Forward Secrecy) — coBepIIIeHHAsI OTIEPEKAFOIAs CEKPETHOCTb.
CBOICTBO HEKOTOPBIX MIPOTOKOJIOB COTJIACOBAHMS KITFOUa, KOTOPOE
rapaHTUPYET, YTO CECCUOHHBIC KITFOUH, TIOJTYYCHHBIC PH TTOMOIII Ha0Oopa
KJTFOUEH JTOJITOBPEMEHHOTO TIOJIh30BaHMsI, HE OYIyT CKOMITPOMETUPOBAHBI ITPH
KOMITPOMETAITMH OJTHOTO U3 JIOJTOBPEMEHHBIX KITIOUEH

(anen. StateOrProvinceName) — Ha3BaHue 00JaCTU UK palioHa

(anen. Security ldentifier) — unentudukaTop 6€30MaCHOCTH

(anen. Virtual Router Redundancy Protocol) — mpoTOKOJ pe3epBUPOBAHUS
BUPTYAIBHOTO MapIIpyTHU3aTOpa

0a3a pelarnmx mpaBul
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(anen. Demilitarized Zone (DMZ)) — nemuiutapu3oBaHHas 30Ha
uH(pOpMaLMOHHAs cCUCTEMA
MEKCETEBOU IKPAH
oTepaloHHasi CUCTEMa
IporpaMMHOe oOecrieueHue
cucteMa oOHapyKEHUsI BTOPKEHU N
YIOCTOBEPSIOIIUN LEHTP

QJICKTPOHHO-BBIYHUCIUTCIIbHAA MalllMHa
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JIucT peructpaunu U3MEHEHUN

Homepa 1UCTOB (CTpaHui) Bcero Bxonsmi
No Ne conpoBo-
annynn-| JMCTOB
U3MEHEH- | 3aMEHEH- opan- | (cTpammmy) | AOKYMCH- | JHTCIBHO- Hopn. | flata
U3m. HOBBIX | P Ta o JOKyM
HBIX HBIX aprx | B AOKYM. :

n aara
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